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1.  Purpose. To prescribe United States Southern Command policies and procedures supporting the Joint Reporting Structure (JRS).  The JRS system is designed to provide the National Command Authorities (NCA - The President and the Secretary of Defense), the Joint Chiefs of Staff (JCS), and the Commander in Chief, United States Southern Command (USCINCSO), with information to perform their functions.

2.  References.  

a.  CJCSM 3150.03A, Joint Structure Event and Incident Report, 1 November 2000.

b.  CJCSM 3150.05A, Joint Reporting Structure (JRS) Situation Monitoring Manual, 1 May 2001.

c.  USCINCSO Joint Communications Plan (JCP), 1 October 2000

3.  Applicability.  This directive is applicable to Headquarters, United States Southern Command (USSOUTHCOM), component commands (SOUTHAF, USNAVSO, MARFORSOUTH, SOCSO, and USARSO), subordinate commands (JSSROC, JTF-B, and JIATF-E), Joint Task Forces (JTFs), Joint Inter-Agency Task Forces (JIATFs), and U.S. Military Groups (USMILGP) within the USSOUTHCOM AOR.  The generic term USMILGP applies to the following organizations:  Security Assistance Office (SAO), Military Assistance Advisory Group (MAAG), Military Liaison Office (MLO), and Office of Defense Cooperation (ODC).

4.  Reporting Guidelines.

a.  The SITREP is the primary medium through which subordinate commanders keep the Commander in Chief, United States Southern Command, abreast of the daily situation, including:

(1)  Critical or disastrous situations.

(2)  Political, military, and operational situations and plans.

(3)   Readiness of combatant commands to meet the requirements of plans approved by USCINCSO.

(4)  Significant intelligence events.

b.  OPREPs 1, 2, 4, and 5 provide timely information on critical situations and military events.  Report critical or disastrous situations triggering national-level interest via OPREP-3 PINNACLE (OPREP-3P).  Report events of interest to USCINCSO via OPREP-3.

c.  The WHITE PINNACLE system exercises and measures the timeliness of OPREP-3 PINNACLE reporting procedures.

5.  Execution.

a.  USCINCSO, component commanders, and subordinate commanders will submit reports as indicated in Appendix A, Appendix C, and Appendix D.  The Commander's Situation Report (SITREP) will be submitted daily by each component and subordinate command center.  Operational Reports (OPREPs) will be submitted as required.  

b.  USMILGPs will submit reports per Appendix B.  SITREP reports will be submitted as required per Appendix A, paragraph 3g.  The USMILGP Situation Report will be submitted weekly.  Operational Report (OPREPs) will be submitted as required.  

c.  Commanders, commanders of Joint Task Forces (CJTFs), and Rapid Reaction Forces (RRFs), when activated or in support of independent operations directly under USSOUTHCOM control, will submit reports per Appendix A, Appendix C, and Appendix D as directed by USCINCSO and by this regulation.

6.  Releasability.  This manual is approved for public release. Distribution is unlimited.  Copies of the manual can be obtained from the SCJ321 Home Page http://www.southcom.smil.mil/SCJ3/ joic/default.htm.

The proponent agency of this regulation is the U.S. Southern Command.  Users are invited to send comments and suggested improvements directly to:

HQ USSOUTHCOM/SC J32

3511 NW 91st Ave, Miami, FL, 33172

SC J3

FOR THE COMMANDER IN CHIEF:

OFFICIAL:

R.A. HUCK

Brigadier General, U.S. Marine Corps

Chief of Staff, U.S. Southern Command

STANLEY BROWN

LTC, USA

Adjutant General

Distribution:

D

Appendix A

COMMANDER'S SITUATION REPORT

1.  Purpose.  The Commander’s Situation Report (SITREP) is the primary medium through which a commander keeps the chain-of-command abreast of the daily situation of that commander’s contingent and operations for the reporting time frame.  

2.  References.

a.  CJCSM 3150.05A, Joint Reporting Structure (JRS) Situation Monitoring Manual, 1 May 2001.  

b.  Web Based Reporting User Guide located on the SIPRNET at:

http://www.southcom.smil.mil/scj3/joic/default.htm

c.  USCINCSO Joint Communications Plan (JCP), 1 October 00.

3.  Submitted By:  

a.  Components (USNAVSO, SOCSO, SOUTHAF, MARFORSOUTH, and USARSO) and subordinates (JSSROC, JIATF-E, JTF-B).  USMILGPs will report as required IAW subparagraph g below.

b.  Established JTFs.

c.  Standing JIATFs established to contribute to the regional counter-narcotic effort, including support functions such as ground-based radar stations, air surveillance operations, maritime interdiction and patrol operations, etc.

d.  U.S. military contingent conducting operations in support of a United Nations mission.

e.  Significant joint or combined operations/exercises that are underway, ongoing, or pending where the U.S. is a partner, participant, or supporter, and status reporting is appropriate or required.

f.  Any unit or command conducting asylum-seeker, refugee and recovery/sheltering operations, including protection/monitoring of exile political group activities in the Cuba-Florida Straits region.

g.  Any unit or command that is involved with a crisis or emergency operation that has been ongoing for more than 24-hours.

4.  Submitted To.  Submit reports to U.S. Southern Command Joint Operations Intelligence Center (JOIC) on the SIPRNET at http://www.southcom.smil.mil/joicreporting.  Instructions for submitting via SIPRNET are available on the JOIC web site at http://www.southcom.smil.mil/scj3/joic/default.htm.  Commanders without access to web based reporting  will submit the report via one of the following methods:
a.  AUTODIN/DMS PLA:  USCINCSO MIAMI FL//JOIC//

b.  SIPRNET E-mail:  JOICMIA@hq.southcom.smil.mil

c.  NIPRNET E-mail: ujoicmia@hq.southcom.mil

d.  FAX:  Unclassified:  DSN 567-3744; Commercial 305-437-3744. 

Classified:  DSN 567-3743/3742; Commercial 305-437-3743/3742

5.  When Submitted. Record copy reports will be submitted no later than 0500 hours ‘Zulu.’  If 12-hour reporting has been identified by USSOUTHCOM, use 0500 and 1700 hours ‘Zulu’ as the time marks.

a.  Components and subordinates will submit SITREPs daily.

b.  Established JTFs and JIATFs will submit SITREPs on a 24-hour basis unless 12-hour reporting is directed by USSOUTHCOM.

c.  Any unit or command conducting asylum-seeker, refugee and recovery/sheltering operations, including protection/monitoring of exile political group activities in the Cuba-Florida Straits region will submit SITREPs daily.

d.  U.S. military contingents conducting operations in support of a United Nations mission will submit SITREPs as directed by USCINCSO.

e.  As directed by USCINCSO for joint or combined operations/exercises that are underway, ongoing, or pending where the U.S. is a partner, participant, or supporter and status reporting is appropriate or required.

6.  How Submitted.  Web based reporting via SIPRNET is the primary means for submitting the SITREP.  Commanders without SIPRNET capability will submit the SITREP via email, AUTODIN/DMS, or fax.  When transmitted using record communications, use IMMEDIATE precedence for AUTODIN or URGENT precedence for DMS.  All messages must contain the appropriate classification markings.  SITREP submission will not be affected by MINIMIZE.

7.  Reporting Instructions.
a.  SITREPs should highlight key activities and build on previous reports. Duplicating information in SITREPs is not desirable, nor is including information solely to “fill the blocks.”  Significant information already reported in other reports should be referenced, not repeated.  Brevity is paramount.
b.  Report critical or disastrous situations triggering national, Service or USSOUTHCOM  interest initially via OPREP-3/OPREP-3 PINNACLE report outlined in Appendix D of this regulation.

c.  Include a point of contact (POC) and phone number on all reports.

8.  Report Content. The following content and format has been incorporated in the web-based reporting software and should be followed when submitting by other means.  For reports not submitted via SIPRNET, additional messaging guidelines can be found in the Joint User Handbook for Message Text Formats (MIL STD 6040).  The following topics will be addressed in the SITREP as applicable.  

a.  CURRENT Situation/ DISPOSITION/ Status of Forces.  Includes summary updating changes to (or not previously reported) major combatant and support forces/equipment/critical supplies, and their locations; status of deployment; significant degradation in unit mission readiness; current deployments; proposed deployments (to include concept of operations for deployment if not previously provided); changes in task force designation, organization, or change of Operational Control (OPCON); and projected requirements for additional forces.  In addressing the status of deployment, updates should be keyed to major forces as outlined in the approved Execute Order/Deployment Order/ Modifications to Execute Order/Modifications to Deployment Order.  Comments should provide an update on their deployment status and location. 

b.  SITUATION OVERVIEW.  A brief overall assessment of the situation.  Include circumstances or conditions that increase or materially detract from the capability and readiness of forces assigned or under operational control.

c.  OPERATIONS.  A brief description and the results of operations carried out by elements during the reporting period, information on allied operations, and a summary of plans for operations during the next 24 hours.  Include objectives and deviations or variations from previously reported intentions or plans.  Include status of ongoing and planned exercises.   

d.  INTELLIGENCE/RECONNAISSANCE.  A brief overview of the situation.  Include operations, order of battle, capabilities, threat changes, and references to any significant intelligence reporting submitted in the previous 24 hours.

e.  LOGISTICS.  A brief overview of logistics sustainability by class of supply and/or critical items highlighting significant deficiencies affecting support for planned operations and problem areas beyond the commander's capability to overcome or alleviate in a timely manner.

f.  COMMUNICATIONS/CONNECTIVITY.  Status of communication and information/computer network systems.  Significant outages, incompatibilities, quantitative equipment deficiencies, secure interoperable equipment incompatibilities, traffic volume, etc.  An assessment of the mission impact caused by communication or information/computer network outages should be provided in this section.

g.  SIGNIFICANT Political/Military/Diplomatic Events.  Events not reported by OPREP-3/OPREP-3 PINNACLE that could result in local, national, or international public reaction; results and decisions of key allied or other foreign government meetings; civil unrest or indications of civil defense measures contemplated or implemented; large-scale military exercises; critical infrastructure failures/events affecting attitudes, emotions, or behavior of the populace that could be used in developing psychological operations campaigns.
h.  Personnel.  Factors affecting readiness of forces or units, mobilization status, daily battle casualties (i.e., killed in action, wounded in action, and missing in action) aggregated by Service, and the effect of all casualties sustained (i.e., battle, non-battle, critical skills, key personnel) on the command’s mission capability.  Tabulate total troop strength including data on military and civilian personnel belonging to or associated with JTF operations.  Show commander's itinerary for the next 30 days and include who is in command while the commander is away.  List name, rank, title, dates of travel, location, and reason for visit of any Distinguished Visitors (DVs)/Very Important Persons (VIPs) in-country, DVs expected in the next two weeks, and any other significant protocol issues.

i.  Commander’s Evaluation/Assessment.  Summary of key points from subparagraph (1) through (8) highlighting areas requiring USCINCSO action or decisions.  This section will include the commander’s assessment of operational/combatant capability in theater.  Comments will provide an overall assessment and individual comments keyed to major forces (combatant and support forces) as outlined in the approved Execute Order/Deployment Order/Modifications to Execute Order/Modifications to Deployment Order.  Limit comments to 250 words or less.

j.  REMARKS.  An additional remark section containing information not easily included in the SITREP standard subparagraphs (a) through (i) above, or unique to a particular command may be added. 

Appendix B

USMILGP Weekly Situation Report

1.  Purpose.  The USMILGP Weekly Situation Report is designed to provide USCINCSO and JCS with a clear situational update of critical events, an update of significant issues affecting mission accomplishment, and a deployment synopsis of operations within the USSOUTHCOM AOR. 

2.  Reference.  CJCSM 3150.05A, Joint Reporting Structure (JRS) Situation Monitoring Manual, 1 May 2001.

3.  Submitted By.  All United States Military Groups (USMILGPs) located in the USSOUTHCOM AOR.  USMILGPs includes the following organizations:  Security Assistance Office (SAO), Military Assistance Advisory Group (MAAG), Military Liaison Office (MLO), and Office of Defense Cooperation (ODC).

4.  Submitted To. Submit all reports to U.S. Southern Command Joint Operations Intelligence Center on the SIPRNET at http://www.southcom.smil.mil/joicreporting.  The user guide and updates are available on the JOIC web page at http://www.southcom.smil.mil/scj3/joic/default.htm.  For those USMILGPs without SIPRNET capability or those temporarily unable to report via the web-based reporting systems, alternate methods include:

a.  AUTODIN/DMS PLA:  USCINCSO MIAMI FL//JOIC//

b.  SIPRNET E-mail:  JOICMIA@hq.southcom.smil.mil

c.  NIPRNET E-mail: ujoicmia@hq.southcom.mil

d.  FAX:  Unclassified:  DSN 567-3744; Commercial 305-437-3744

e.  Classified:  DSN 567-3743/3742; Commercial 305-437-3743/3742

5.  When Submitted.  USMILGP weekly situation reports will be submitted each Friday by 1900 Zulu.

6.  How Submitted. Web based reporting via SIPRNET is the primary means for submitting the USMILGP Weekly Situation Report.  Commanders without SIPRNET capability will submit the report via email, AUTODIN/DMS, or fax as stated in paragraph 4 above.  When transmitted using record communications, use IMMEDIATE precedence for AUTODIN or URGENT precedence for DMS.  All messages must contain the appropriate classification markings.  Report submission will not be affected by MINIMIZE.

7.  Reporting Instructions.

a.  Reports should reflect the maxim “less is more,” providing the most succinct, focused report possible to decision-makers.  Duplicating or including information to fill in the blank is not desirable.

b.  Critical or disastrous situations triggering national, Service or USSOUTHCOM level interest will be reported initially via OPREP-3/OPREP-3 PINNACLE report as outlined in Appendix D of this regulation.

c.  Include a point of contact (POC) and phone number on all reports.

8.  Report Content.  The following content and format is provided by the web-based reporting software and should be followed regardless of delivery method.

a.  COMMANDER’S Key Issues/Comments.  Provide weekly situations, summaries, and assessments requiring CINC or DCINC attention.  Narrative for each event should not exceed 3-5 bulletized sentences.

b.  Request for Assistance.  Identify problem, recommended solution (if known), required USSOUTHCOM staff involvement, and USMILGP POC.

c.  Significant Events.  Briefly describe any significant events that occurred since the last report.

d.  Security Assistance.  Identify any issues that impede, impair, or have the potential to impair the conduct or planning of security assistance.  Include proposed actions or required USCINCSO involvement to focus staff support and resources for the next six months.

e.  Theater Engagement Plan (TEP) Impact.  Provide narrative of recent TEP events, TEP #, your assessment, and whether the event(s) met the TEP objective.
f.  Counterdrug.  Elaborate on any counterdrug related issues.

g.  Distinguished Visitors.  List name, rank, title, dates of travel, location, and reason for visit of any Distinguished Visitors (DVs)/Very Important Persons (VIPs) in-country, DVs expected in the next two weeks, and any other significant protocol issues.

h.  Logistics.  Include an overview of logistics sustainability.  Highlight significant deficiencies affecting support for current and planned operations, which are beyond the reporting commander's influence.   List all major equipment and accompanying status, i.e. Fully Mission Capable (FMC), Partially Mission Capable (PMC), or Non-Mission Capable (NMC).  Identify type and extent of problems with equipment/support if applicable, and include the Estimated Time in Commission (ETIC).  Report by exception only.  If HQ's assistance is needed, use the area under Commander's Comments in part 8a.

i.  Other.  Report on any other issues/items that do not fall in the above categories.

j.  Personnel.  Include permanently assigned DoD personnel, augmentees and any other personnel not accounted for in the Engagement, Operations, and Exercises section. Identify the availability (Present, TDY, Leave, and PCS) for each assigned person.  If the person is TDY or on leave, state where i.e. city, state, country.  Provide commander’s availability for the next 30 days; i.e. TDY or leave locations and dates.  Also, include any other personnel such as PEPs and TATs that are permanently assigned. 

k.  Engagement Operations and Exercises.  Include a brief synopsis of those operations, exercises, DFT, ODT, MTT, JCET, etc. that are not individually required to report to USSOUTHCOM.  For each activity, include a brief description of the exercise or operation, current deployment activities, and future deployments for the next 30 days.  The information included should be further broken down into the following categories:

(1)  Operation/Exercise Name (New Horizons, UNITAS,  Conference, etc..). 

(2)  Deployment location, to include geographical coordinates.

(3)  Deployment dates (start/end).



(4)  Deployed Unit(s).  

(5)  Personnel deployed (total).

(6)  Type of deployment (PDSS, ADVON, CDT DFT, ODT, MTT, JCET-012, MEDRETE, etc).    

       

(7)  Mission number (if applicable to include in support of). 

(8)  Purpose for deployment (mission statement).

(9)  Theater Clearance Control Number.

(10)  Personnel armed or unarmed. ("yes" or "no").

(11)  Supporting component/sub-unified command and sponsoring unit.

(12)  Emergency Evacuation Plan status. ("yes" or "no").

(13)  Name, rank, and contact information of senior uniformed member.

l.  Communications.  This section provides critical communications status (Up/Down; Remarks) and the reporting unit's capability to maintain connectivity with USSOUTHCOM, to include Estimated Ttime in Commission (ETIC) for any repairs to damaged/non-operable equipment including: Autodin, cell phone, CNCMS, commercial phone, DSN phone, GCCS, INMARSAT, NIPRNET, secure fax, SIPRNET, STUIII, TACCMS, TACSAT, and unclassified fax.

Appendix C

COMMANDER'S OPERATIONAL REPORT SYSTEM

1.  Purpose.  The purpose of the Commander's Operational Reports System is to provide all echelons of command with essential information on the planning, initiation, termination, and results of military operations.  

a.  The OPREP system consists of four reports:

(1)  Operations Planning Report (OPREP-1).

(2)  Operations Start Report (OPREP-2).

(3)  Operations Stop/Results Report (OPREP-4).

(4)  Operations Summary Report (OPREP-5).

b.  Operations concerning military units are broadly classified as ground, air, and sea actions.  Therefore, OPREP-1, 2, 4, and 5 may possibly be implemented in each of these three categories.

c.  Initiating OPREP-1, 2, 4, and 5 reporting is not automatic.  OPREP reports may be implemented at the direction of USCINCSO when and where operations may justify.  Normally, USCINCSO will implement OPREP reporting when reporting is deemed useful.  All efforts will be made to avoid reporting duplication.

d.  If OPREP 1, 2, 4, and 5 reporting is implemented by USCINCSO, an implementing directive will identify which reports are required and contain specific information on content.  Implementing instructions will also specify submission times and report frequency.

2.  Reference.  CJCSM 3150.05A, Joint Reporting Structure (JRS) Situation Monitoring Manual, 1 May 2001.

3.  Submitted By.  Commanders of component commands, subordinate commands, JTFs, JIATFs, and USMILGPs as designated in the implementing directive.  

4.  Submitted To. U.S. Southern Command Joint Operations Intelligence Center (JOIC) by the most expeditious means available. 

a.  AUTODIN/DMS PLA:  USCINCSO MIAMI FL//JOIC//

b.  SIPRNET E-mail:  JOICMIA@hq.southcom.smil.mil

c.  NIPRNET E-mail: ujoicmia@hq.southcom.mil
d.  AUTODIN/DMS PLA:  USCINCSO MIAMI FL//JOIC//

e.  FAX:  Unclassified:  DSN 567-3744; Commercial: 305-437-3744

Classified:  DSN 567-3743/3742; Commercial: 305-437-3743/3742

f.  STU III:  DSN:  312-567-3716; Commercial: 305-437-3716

5.  When Submitted.  As specified by the implementing directive.

6.  How Submitted.

a.  Classification and Declassification.  Derived by originators based on report content.  Each paragraph and subparagraph of classified reports will be individually marked.

b.  Precedence.  Assigned by originators, as low as possible, consistent with the sensitivity of the message.

c.  OPREP transmission during MINIMIZE will be as designated in the implementing directive.

7.  Reporting Instructions.


a.  OPREP-1.  Operation(s) Planning Report.  Use this report to describe planned operations for specific situations.  Specify the exact time period covered, content, and format will be specified in the implementing directive. 


b.  OPREP-2.  Operation(s) Start Report. Use this report to execute a plan or fragment of a plan or to advise, in conjunction with an OPREP-1, that an operation has started.  Additionally, it can describe an operation when time did not permit receipt of an OPREP-1 by USCINCSO prior to the start of an operation.

c.  OPREP-4.  Operation(s) Stop/Results Report. Use this report to report a completed operation or phase of an operation and to pass results or estimated results.  The OPREP-4 is oriented and designed to satisfy the immediate requirement for operational information for command center briefings.  Accuracy of reporting is stressed, but timeliness is paramount.


d.  OPREP-5.  Operation(s) Summary Report.  This report provides summarized statistical data. 


e.  If an OPREP-1, 2, 4, or 5 contains erroneous data, a correction report will be submitted as soon as possible following error detection.

8.  Report Content.
a.  Format OPREPs using descriptive paragraphs labeled in accordance with details described in subparagraph 8d below.  Use these paragraphs as needed in the formatting of OPREP reports.  Omit paragraphs in their entirety when not applicable.

b.  The implementing directive may specify a special reporting format, if required.

c.  If an operation is conducted that cannot be described using the paragraphs below, other paragraphs may be added.
d.  Paragraph Descriptions.

(1)  Operation Description.  This paragraph should briefly describe the operation. Once defined, this paragraph may cite references to previous messages.

(2)  Narrative.  This paragraph contains enough general information to give more meaning to the Operation Description.
(3)  Objective(s).  This paragraph lists the objectives of the operation.  It may contain the force-objective-result relationship.

(4)  Force.  This paragraph indicates what friendly forces are involved in carrying out the operation being reported.  The function(s) of each force should relate to a particular objective.

(5)  Routes.  This paragraph  indicates the paths that the forces will take to and from the area(s) of the operation being reported.  This may include standard accepted terms of reference to pre-established tracks, country or area references, departure and recovery points, and any other data that will help define a route.  This paragraph might also include a relationship to the forces described in the Force paragraph to allow a force-route relationship to be shown.

(6)  Special Tactics.  Use this paragraph to specify any special activity that the forces may undertake or have undertaken to perform the operation.  This paragraph should include, but is not limited to, feints, deceptive actions or maneuvers, or special defensive or offensive strategies.  These tactics should be related to the force entries to which they apply.

(7)  Profile.  This paragraph provides depth to tabular or statistical information. This data may include, but is not limited to, operating bases, time in objective area, altitudes, and enroute weather. 

(8)  Ordnance Expended; Cargo/Passengers Delivered.  This paragraph shows the disposition of ordnance, cargo, or passengers.

(9)  Loss or Damage.  This paragraph indicates losses or damages.  Unknowns will also be reported as “unknown.”  Crew status, including unknowns, and causes of the damage or loss will be reported as applicable.

(10)  Search and Rescue.  Use this paragraph to describe any rescue operations currently underway, as well as any operations that have been completed and not yet reported. Include statements identifying which command is coordinating the operation, type and number of vehicles involved, area covered, actual or intended commence and cease times, intended actions, and upon completion, a statement of the results.  Make the initial notification of search and rescue in the OPREP-3 report as soon as possible after the need for the activity is known.  Indicate follow-up reporting of search and rescue activity in an OPREP-4 and OPREP-5.  In no case delay reporting of search and rescue operations to collect other data or to make a full report.

(11)  Conditions and Qualifications.  This paragraph should include all statements that indicate constraints or limits to be applied to any phase of the operation.  This could include, but would not be limited to, rules of engagement, overflight restrictions, PSYOP themes to be stressed or avoided, and similar conditional statements.

(12)  Statistical Data.  This paragraph provides any relevant statistical data.

(13)  Logistics.  Use this paragraph to summarize critical resupply requirements, unit cargo and personnel to be transported, noncombatant evacuation status, etc.

(14)  Corrections.  Use this paragraph to submit changes, additions, or corrections to previously reported data.

(15)  Remarks.  Use this paragraph to include any additional comments or observations relating to the report that have not been placed in appropriate paragraphs.

Appendix D

COMMANDER'S SITUATION REPORT FOR SIGNIFICANT EVENTS AND INCIDENTS (OPREP-3 and OPREP-3P)

1.  Purpose.  Any unit or command should use the OPREP-3 to immediately notify USCINCSO and other appropriate commanders of any incident or event that could be of interest to USCINCSO and where national-level interest is not indicated or has not been determined.  Use the OPREP-3 PINNACLE (OPREP-3P) report to provide the National Command Authorities (NCA), the services, and appropriate commanders with information on significant events or incidents where national interest is indicated.  (See Annex 1 to Appendix D for an in depth description of all OPREP-3s.)  The OPREP-3 WHITE PINNACLE REPORT (OPREP-3WP) is an unclassified exercise flagword used in exercise messages that contain simulated, time critical information from component/subordinate commands and USMILGPs to the NMCC.  (See Annex 5 to Appendix D for more information.)

a.  If any doubt exists to whether an event or incident is or could possibly develop into a matter of White House, DoD, Joint Service, or major news media interest, submit an 

OPREP-3P. 

b.  Submit applicable OPREP-3 reports regardless of whether the event is being reported through other channels.

2.  Reference.  CJCSM 3150.03A, Joint Structure Event and Incident Report, 1 November 2000.

3.  Submitted By.  The OPREP-3 and the OPREP-3P will be submitted by the lowest level: 

a.  Having knowledge of the incident.

b.  Having access to a communications network capable of sending the message to NMCC and USSOUTHCOM.

4.  Submitted To. (See Annex 2 to Appendix D for exact AUTODIN/DMS PLAs and phone numbers.)

a.  Voice Reports.  Submit the OPREP-3 voice report to the USSOUTHCOM JOIC.  Submit the OPREP-3P voice report to NMCC and the USSOUTHCOM JOIC.  Contact each operations center individually starting with NMCC or call the USSOUTHCOM JOIC for a phone patch to NMCC.

b.  Hard Copy Reports.  Submit the OPREP-3 report to USSSOUTHCOM JOIC.  Submit the OPREP-3 PINNACLE report to both NMCC and the USSOUTHCOM JOIC.  Include additional addressees on the hard copy report as appropriate (i.e. Service Operations Centers, intermediate chain of command, and unit of assignment).  (See Annex 1 to Appendix D for points of contact.  The list is not all inclusive)

c.  Units required to send service level reports (i.e. OPREP-3 BEELINE, OPREP-3 NAVY BLUE, and Serious Incident Reports (SIR) will include USSOUTHCOM as an action addressee to preclude sending two separate reports.  (Adhere to voice notification and timing requirements for OPREP-3 reporting.)

5.  When Submitted. (See Annex 3 to Appendix D for OPREP-3/OPREP-3P reporting guidelines.) 

a.  Voice Report.  Make the OPREP-3/OPREP-3P initial voice report within 15 minutes of having knowledge of an incident.  OPREP-3 PINNACLE NUCFLASH (OPREP-3PNF) reports are extremely time sensitive and require initial reporting within 5 minutes of having knowledge of the incident.
b.  Hard Copy Report.  Send the OPREP-3/OPREP-3P hard copy report no later than one hour after the initial voice report.

6.  How Submitted.

a.  The initial OPREP-3/OPREP-3P will be a voice report followed by a record copy referencing the voice report.

b.  The U.S. Message Text Format (USMTF) will be used when submitting the record copy OPREP-3 and OPREP-3P.

c.  The record copy OPREP-3 will be sent by IMMEDIATE precedence.  The record copy OPREP-3P will be sent by FLASH precedence.

d.  OPREP-3/OPREP-3P reports will be reported by the fastest means available consistent with security constraints.

7.  Reporting Instructions.

a.  Use a secure telephone for all classified voice reporting and for unclassified voice reporting when available.

b.  OPREP-3 initial reports will contain only as much of the requested information as is immediately available.  The initial report must not be delayed to gain additional information.  Submit follow-up reports as additional information becomes available.

c.  Submission of OPREP-3/OPREP-3P reports will not be affected by the imposition of MINIMIZE.

d.  Classify OPREP-3/OPREP-3P reports according to their content.  The reporting unit is responsible for assigning the proper security classification to each report.
e.  How To Correct OPREP-3 Reports.  The originator will submit a correction if an error is found after submitting a report.  Include in the corrected report only those sections of the report requiring correction.  Classify the corrected report according to its content.  Identify a corrected report by placing "CORR" in the third field of the TIMELOC set.

f.  Follow-up Reports.  If additional information becomes available, the originator will submit a follow-up report.  The follow-up report includes only the sections of the report that require additional information.  Place the codeword FOLUP in the third field of the TIMELOC set.

g.  Continue OPREP reporting as long as the situation merits.  When the immediacy of the OPREP-3/OPREP-3P system subsides, commanders may use SITREP (Appendix A) reporting to provide continuous information.  

h.  Do not include the name or social security number (SSN) of individuals in OPREP-3 reports.  Rather, provide broad categories (e.g., active duty, reserve, soldier, noncommissioned officer (NCO), officer, dependent).  If a report recipient requires names or SSN, request it as an addendum through separate channels.

8.  Report Content. (See Annex 4 to Appendix D for guidance on the incident identification and details.)

a.  OPREP-3 PINNACLE Message Map:

CLASSIFICATION


EXER/exercise name// (include only if exercise)


MSGID/OPREP-3P/unit submitting report/report number//

FLAGWORD/PINNACLE/-//

REF/A/type of ref:  TEL, MSG, CON, DOC /originator of reference/date time group of reference//

AMPN/amplify on the reference(s)//

TIMELOC/time of incident/location of incident/type of report:  INIT, FOLUP, FINAL, or CORR//

GENTEXT/INCIDENT IDENTIFICATION AND DETAILS/Give who, what, when where and how of incident.//


DECL/declassification instructions//

b.  Example of OPREP-3P:

CLASSIFICATION

EXER/OLIVE DRAB 00//

MSGID/OPREP-3P/JTF BRAVO/001//

FLAGWORD/PINNACLE/-//

REF/A/TEL/JTF BRAVO/231300ZOCT00//

AMPN/INITIAL VOICE REPORT TO NMCC AND USSOUTHCOM//

TIMELOC/231200ZOCT00/SOTO CANO/INIT//

GENTEXT/INCIDENT IDENTIFICATION AND DETAILS//UH-60 HELECOPTER ACCIDENT. TWO UH-60S TOOK OFF FROM SOTO CANO AT 1130Z ON A TRAINING MISSION.  AT 1200Z TAIL NUMBER 567 DECLARED AN IN FLIGHT EMERGENCY FOR FIRE LIGHT.  NO FIRE WAS DETECTED.  SHORTLY AFTER THAT THE UH-60 LOST ALTITUDE QUICKLY AND CRASHED APPROXIMATELY 50

MILES NORTH OF SOTO CANO AS REPORTED BY THE SECOND HELECOPTER.  THERE WERE 9 PERSONNEL ON BOARD  NO FURTHER DETAILS ARE KNOWN AT THIS TIME.  FURTHER REPORTING TO FOLLOW. 

DECL/010001ZJAN01//

c.  OPREP-3 Message Map:

CLASSIFICATION

EXER/exercise name// (include only if exercise)

MSGID/OPREP-3/unit submitting report/report number//

REF/A/type of ref:  TEL, MSG, CON, DOC /originator of reference/date time group of reference//

AMPN/amplify on the reference(s)//

TIMELOC/time of incident/location of incident/type of report: INIT, FOLUP, FINAL, or CORR //

GENTEXT/INCIDENT IDENTIFICATION AND DETAILS/Give who, what, when where and how of incident.//

DECL/declassification instructions//

d.  Example of OPREP-3:
CLASSIFICATION

EXER/OLIVE DRAB 00//

MSGID/OPREP-3/JTF BRAVO/001//

REF/A/TEL/JTF BRAVO/231500ZOCT00//

AMPN/INITIAL VOICE REPORT TO NMCC AND USSOUTHCOM//

TIMELOC/231200ZOCT00/SOTO CANO/FINAL//

GENTEXT/INCIDENT IDENTIFICATION AND DETAILS//DROPPED OBJECT.  A MAINTENANCE CREW DISCOVERED A MISSING PANEL ON A UH-60 DURING POST FLIGHT INSPECTION.  THE PANEL IS APPROXIMATELY 3 FT. X 2 FT.  LOSS OF THE PANEL DID NOT AFFECT THE FLIGHT OR MISSION.  THE UH-60 WAS ON A TRINING MISSION.  THE MAJORITY OF THE MISSION WAS OVER A NON-POPULATED AREA.  THIS IS A FINAL REPORT// 

DECL/010001ZJAN01//

ANNEX 1 TO APPENDIX D

TYPES OF OPREP-3 REPORTS

1.  OPREP-3 PINNACLE (OPREP-3P).  Any unit may use this message to provide NMCC with immediate notification of any incident or event where national level interest is indicated.  Use the general OPREP-3P report for situations that do not require reporting via other OPREP-3P reports listed in paragraphs 2 through 9 below.  This report is not restricted to operational information.  Report any event or incident if it:

a.  Generates a higher level of military action.

b.  Causes a national reaction.

c.  Affects international relations.

d.  Causes immediate widespread coverage in news media.

e.  Is clearly against national interest.

f.  Affects current national policy.

2.  OPREP-3 PINNACLE NUCFLASH (OPREP-3PNF).  Reports situations that create a risk of outbreak of nuclear war.  These events can involve nuclear weapons and/or systems of any source, including U.S. 

a.  Any accidental, unauthorized, or other unexplained nuclear detonation, or possible nuclear detonation.

b.  The accidental or unauthorized launch of a nuclear-armed or nuclear-capable missile in the direction of, or having the capability to reach, another nuclear-capable country.

c.  Unauthorized flight of, or deviation from, an approved flight plan by a nuclear-armed or nuclear-capable aircraft with the capability to penetrate the airspace of another nuclear-capable country.

d.  The detection of unidentified objects by a missile warning system or interference (experienced by such a system or related communications) that appears to be threatening and could create a risk of nuclear war.

3.  OPREP-3 PINNACLE FRONT BURNER (OPREP-3PFB).  Reports any armed attack on or  harassment of U.S. forces.

4.  OPREP-3 PINNACLE BROKEN ARROW (OPREP-3PBA).  Reports an accidental event involving U.S. nuclear weapons that results in any of the following situations, but does not create the risk of nuclear war:

a.  Nuclear detonation.

b.  Nonnuclear detonation or burning of a nuclear weapon.

c.  Radioactive contamination.

d.  The jettisoning of a nuclear weapon.

e.  Public hazard, actual or implied.

5.  OPREP-3 PINNACLE EMPTY QUIVER (OPREP-3PEQ).  Reports the seizure, theft, or loss of a nuclear weapon.

6.  OPREP-3 PINNACLE EMERGENCY DISABLEMENT (OPREP-3PED).  Report operations involving the command disablement or nonviolent disablement of nuclear weapons.

7.  OPREP-3 PINNACLE EMERGENCY EVACUATION (OPREP-3PEV).  Reports operations involving the emergency evacuation of nuclear weapons.
8.  OPREP-3 PINNACLE COMMAND ASSESSMENT (OPREP-3PCA).  Reports a combatant command assessment of a developing or potential crisis situation.

9.  OPREP-3 PINNACLE LERTCON STATUS OF ACTIONS (OPREP-3PLSOA).  Immediately notifies the NMCC of CINCs actions relative to the alert condition (LERTCON) of their forces. The USSOUTHCOM Emergency Action Procedures (EAP) contains a detailed description of this report.
10.  Service level reports.  Reports designated by the Services, for example OPREP-3 Navy Blue, OPREP-3 BEELINE, and Serious Incident Reports.

11.  OPREP-3.  The OPREP-3 immediately notifies USSOUTHCOM of a significant interest event or incident as required by USSOUTHCOM, but not requiring an OPREP-3P report. USCINCSO monitors these reports for national-level interest. 

ANNEX 2 TO APPENDIX D

OPREP-3 SUBMISSION INFORMATION

1.  U.S. Southern Command – address on all OPREP-3 reports.

a.  COMM

305-437-3716/3717/3719/3722

b.  DSN

567-3716/3717/3719

c.  STU III

567-3719 /3719

d.  RED SWITCH
567-6762 

e.  PLA

USCINCSO MIAMI FL//JOIC/J32//

2.  NMCC – address on all OPREP-3 PINNACLE reports.

a.  COMM

703-697-6341

b.  DSN

227-6340/6342/6343

c.  STUI III

851-3840 / 725-3530 / 227-6340

d.  RED SWITCH
228-2497

e.  PLA

JOINT STAFF WASHINGTON DC//J3 NMCC//

3.  Service Operations Centers – address if the event/incident could be of interest at Service levels. 

a.  Army Operations Center:

(1)  COMM

703-697-0218

(2)  DSN

227-0218

(3)  STU III

225-4695

(4)  RED SWITCH
228-2162

(5)  PLA

DA WASHINGTON DC//ALC//

b.  Navy Operations Center.

(1)  COMM

703-695-0231

(2)  DSN

225-0231

(3)  STU III

223-2006

(4)  RED SWITCH
228-2525

(5)  PLA

CNO WASHINGTON DC//

c.  Air Force Command Center.

(1)  COMM

703-697-6103

(2)  DSN

227-6103

(3)  STU III

223-1929

(4)  RED SWITCH
228-2303

(5)  PLA

AFOC WASHINGTON DC//

d.  Marine Operations Center.

(1)  COMM

703-695-1235/2182

(2)  DSN

225-7366

(3)  STU III

DSN:  223-0883 / Comm 703-693-0883

(4)  RED SWITCH
228-2538

(5)  PLA

CMC WASHINGTON DC//



4.  Tanker Airlift Control Center – address on all reports involving Air Mobility Command (AMC) assets.

a.  COMM

618-256-1706

b.  DSN

576-1706 / 1823

c.  STU III

576-1823

d.  RED SWITCH
631-6602 / 6603

e.  PLA

USTRANSCOM AMC TACC EA CELL SCOTT AFB IL

ANNEX 3 to APPENDIX D

OPREP-3/OPREP-3P REPORTING GUIDE

OPREP-3/OPREP-3P Reporting Guide.  The following guide is a quick reference to assist users in determining the type of report to submit.  It is not all-inclusive.  Judgement on the part of local commanders is essential to proper reporting.  Base the level of the report on whether or not the event or incident will attract national level interest (PINNACLE) or is only of interest to USSOUTHCOM (OPREP-3).  In addition, some event/incidents may also require service level reports IAW individual service regulations.  Address USSOUTHCOM/JOIC on all service level reports.

	Rule
	Event / Incident
	Details
	Remarks

	1
	
	Operations
	

	1A
	Acft, Missile, Space or Vessel Accident
	Accident causing civilian casualties or damage to civilian or military property and/or personnel.  This includes Class A accidents, combat losses, ship grounding or collisions, and missing military assets.
	OPREP-3 PINNACLE

	1B
	Acft, Missile, Space or Vessel Accident
	Other accidents that could be of interest to USCINCSO.
	OPREP-3

	1C
	Border Violation or Foreign Clearance Violation
	Violation of foreign sovereignty by unauthorized entry, failure to comply with international agreements governing air or naval operations, or failure to comply with a foreign clearance.
	OPREP-3

	1D
	Cargo Jettisoning or Dropped Object
	Objects dropped from DoD acft if casualties, property damage, or adverse publicity is likely.


	OPREP-3

	1E
	Migration Activity
	Any hostile actions taken towards migrants attempting to leave Cuban territorial sea or migrants attempting to cross land mines into Guantanamo, Bay, Cuba.
	OPREP-3

	1F
	Reconnaissance Incident
	Any incident involving reconnaissance systems or sites affecting security, operations, or degraded capability.
	OPREP-3


	Rule
	Event / Incident
	Details
	Remarks

	1G
	Intelligence
	Receipt of significant intelligence information having immediate affect upon operations of US Forces and not reported through established intelligence systems.
	OPREP-3

	1H
	Other Operational Event or Incidents
	Operational events or incidents, unconfirmed or actual, that may result in unusual interest by international, national or local news media.
	OPREP-3 PINNACLE 

	2
	
	Civil Disturbances
	

	2A
	Demonstration
	Civil Demonstrations directed against US Forces, installations or interests that have the potential to become violent, or where uniformed and/or armed individuals are present.
	OPREP-3

	2B
	Civil Disturbance
	Riots, panics or strikes that are either directed against U.S. Forces, installations or interests, or significantly impair host nation infrastructure or peace.
	OPREP-3

	2C
	Civil Disturbance
	Disturbances in which U.S. Forces are required or requested to either control, subdue, or prevent escalation of violence.
	OPREP-3 PINNACLE

	2D
	Other
	Other disturbances that may impair operational readiness.
	OPREP-3

	3
	
	Compromise of Classified Information
	

	3A
	Compromise
	Confirmed or suspected compromise or unauthorized release of any category of U.S. classified information where a foreign government official or agent is involved.
	OPREP-3 PINNACLE

	3B
	Compromise  of TOP SECRET
	Confirmed compromise of TOP SECRET information.


	OPREP-3


	Rule
	Event / Incident
	Details
	Remarks

	3C
	Compromise/Release
	Confirmed compromise of any category of classified information that may appear in the news media.


	OPREP-3

	4
	
	Communication and Computer Events
	

	4A
	Network Degradation
	Failure or loss of critical network capabilities or resources due to known or unknown reasons including the following catastrophic failures:

Loss of Service Delivery Point (SDP)

Loss of long haul communications links (NIPRNET/SIPRNET)

Loss of routing

Loss of data/voice network

Loss of core services

Loss of functional mission system
	OPREP-3 

	4B
	Change in Information Protection Condition (INFOCON)


	Report changes in INFOCON.
	OPREP-3 



	4C
	Communications/ Computer Systems Intrusion
	Confirmed unauthorized access to or sabotage of USSOUTHCOM computers, computer networks, communications nodes or command center equipment to include classified systems.
	OPREP-3 

	5
	
	Criminal Activity
	

	5A
	Criminal Activity
	Serious accidents, crimes, or incidents involving U.S. military or DoD civilians that may impact upon international relations or create high level politico-military interest.
	OPREP-3 PINNACLE

	5B
	Criminal Activity
	Crimes or incidents affecting the operational readiness of U.S. Forces.
	OPREP-3

	5C
	Capital Crimes
	Capital crimes by a U.S. national in a foreign country that impacts international relations or will receive adverse news media attention.
	OPREP-3 PINNACLE


	Rule
	Event / Incident
	Details
	Remarks

	5D
	Serious Crimes
	Serious crimes or incidents that may involve exercise of foreign jurisdiction over DoD personnel or dependents or that may result in extensive news media attention.  Routine traffic violations need not be reported.
	OPREP-3

* Report as OPREP-3P if national attention is expected

	5E
	Theft of Hazardous Material
	The theft of sensitive, hazardous, or dangerous materials or environmental pollutants.
	OPREP-3

	5F


	Drug/alcohol Related Incidents
	Report serious incidents of drug abuse, to include transfer, use or sale involving military members under the following criteria:

a)  Arrest of 10 or more personnel involved in the sale or transfer of drugs.

b)  Seizure on a U.S. controlled facility of drugs worth an estimated $10,000 or more.

c)  Arrest of an E-6 or above for any drug or alcohol related offense.

d)  Hospitalization or death of an O-5 and above or GS-14 and above because of drug or alcohol related involvement.
	OPREP-3

	5G
	Other Crimes
	Crimes or incidents not meeting PINNACLE criteria, but have significant theater interest.
	OPREP-3

	6
	
	Accident or Incident
	

	6A
	Damage
	Ground, aircraft or vessel accident that causes five or more disabling injuries, fatalities, or damage to government property in excess of $10,000.
	OPREP-3 PINNACLE


	Rule
	Event / Incident
	Details
	Remarks

	6B
	Dangerous Material Incident
	Any loss, escape, or spillage of dangerous material (POL, propellants, poisonous substances, toxins, corrosives, or explosives) or environmental pollutants that cause loss of life or endanger any location by threatening the destruction of facilities or environmental contamination.
	OPREP-3 PINNACLE

	6C
	Dangerous Material Incident
	Incidents that do not meet PINNACLE criteria but fall under similar circumstances listed in rule 6B.


	OPREP-3

	6D
	Fire
	A ground mishap that causes serious injuries or fatalities, or that causes more than $50,000 in damage.


	OPREP-3 PINNACLE

	6E
	Fire
	Fire that affects the operational capability of U.S. Forces or to U.S. military property.
	OPREP-3

	6F
	Weapons Discharge
	Discharge of weapons by U.S. Security Forces against suspected or actual intruders, weapons discharges that injure or kill foreign nationals, or weapons fired in self-defense.  
	OPREP-3 PINNACLE

	6G
	Accidental Discharge
	Accidental discharge of small arms weapons that causes injury or death.
	OPREP-3

	7
	
	Terrorist Events and Hostile Actions
	

	7A
	Sabotage / Electronic Attack (EA) / Electro Magnetic Pulse (EMP)
	Confirmed or suspected EA, sabotage, or EMP directed at or against U.S. Forces, collection and reconnaissance sites, or U.S. installations and command and control facilities.
	OPREP-3

	7B
	Hostile Action
	Any suspected or confirmed attack or harassment against U.S. Forces, installations or interests.  
	OPREP-3 PINNACLE 


	Rule
	Event / Incident
	Details
	Remarks

	7C
	Bomb Threat
	Disturbances that may impair operational readiness.  Submit bomb threats only when an explosive device is found or the threat is determined to be credible.
	OPREP-3

	7D
	Explosion
	Actual explosions, irrespective of nature, on or near U.S. installations.
	OPREP-3 PINNACLE

	7E
	Covered Wagon
	Any probable or actual hostile activity directed at or against priority A, B, or C resources.
	OPREP-3 (if probable)

OPREP-3 PINNACLE

(if actual)

	7F
	Hostage Situation
	Any hijacking, kidnapping, or hostage situation involving military, government service employees, dependents, or citizens.
	OPREP-3 PINNACLE

	7G
	Degraded Combat Capability
	Hostile acts causing casualties to U.S. Forces or that affect the operational readiness or combat capability of U.S. Forces.
	OPREP-3

	7H
	Terrorist Acts
	Confirmed or suspected terrorist activity against U.S. Forces, installations, or interests.
	OPREP-3 PINNACLE

	7I
	Significant Damage
	Unexplained significant damage to government property, or serious damage incurred as a result of operational activity.
	OPREP-3

	7J
	Weapons of Mass Destruction
	Threat of use of weapons of mass destruction against U.S. Forces.
	OPREP-3 PINNACLE

	7K
	Air, Space or Missile Threat
	Any air, space or missile threat against the CONUS or U.S. Forces globally.
	OPREP-3 PINNACLE

	7L
	Nuclear, Biological, or Chemical Attack
	Any incidents or attacks involving nuclear, biological or chemical weapons.
	OPREP-3 PINNACLE

	8
	
	Injuries and Death
	

	8A
	Code 3 VIP or Higher
	Any mishap which results in the injury or death of a Code 3 VIP or higher.
	OPREP-3 PINNACLE

	8B
	General/Flag Officer
	An active duty flag-grade officer death, reported missing, or declared missing.
	Section 1.1 OPREP-3


	Rule
	Event / Incident
	Details
	Remarks

	8C
	Fatalities
	Any duty related fatality of U.S. Forces personnel, civilians, or allied forces participating in Joint or U.S. operations or exercises.
	OPREP-3

	8D
	Fatality/Injury of a Commander
	Death of any unit commander at squadron/battalion level, or staff level officer in the grade of O-6 and above, or serious injury requiring absence from duty for more than two weeks. Death from prolonged or chronic illness will only be reported for flag-grade officers.


	OPREP-3

	8E
	Misc. Fatality/Injury
	Any other fatality or injury that is unusual in nature or newsworthy.  Determine if the circumstance of the fatality or injury has operational impact or adverse or unusual media impact.
	OPREP-3

	8F
	Disease
	A medical situation involving a marked increase of a disease among DoD personnel or any disease incident of potential significance, which may prevent mission accomplishment.
	OPREP-3 PINNACLE 

	9
	
	Political Events
	

	9A
	Asylum Requests
	Any defection or asylum request of a foreign national made to DoD facilities or to U.S. Forces.
	OPREP-3 PINNACLE

	9B
	Imminent overthrow of any government in AOR
	Coups of any nature, irrespective of direct impact upon U.S. Forces, installations or interests.
	OPREP-3 PINNACLE

	9C
	Challenge of U.S. Authority
	Incidents where military naval, air, or ground forces present a direct intrusion upon U.S. Forces or operations, or those operations in which U.S. Forces are a component.  This includes, but is not limited to air sovereignty, international transportation corridors, air or naval tactical engagements, or weapons or radar lock upon U.S. assets or Forces.
	OPREP-3 PINNACLE 


	Rule
	Event / Incident
	Details
	Remarks

	9D
	Other
	Any incident that may arouse Congressional or international interest.  Include any known or expected public reaction or military response in the report.
	OPREP-3 PINNACLE

	10
	
	Miscellaneous Events
	

	10A
	Force Protection Condition  (FPCON) Change
	Report all locally directed changes in FPCON.
	OPREP-3

* Units are not required to submit this report if USSOUTHCOM has imposed the FPCON

	10B
	Law of Armed Conflict (LOAC)
	LOAC violations by any force, U.S. or otherwise.
	OPREP-3

	10C
	Search and Rescue (SAR)
	Any SAR mission conducted in a foreign country, irrespective of country clearances or qualifier, by U.S. Forces.
	OPREP-3

	10D
	Disaster
	Any disaster, natural or man-made, that impairs or threatens U.S. Forces or installations, or requires U.S. Force intervention in either the initial response, resolution, or aftermath of the disaster.
	OPREP-3

	10E
	Disaster Injuries, fatalities, or damage 
	Any disaster, natural or man-made that causes three or more disabling injuries, fatalities, or damage to government property in excess of $10,000.
	OPREP-3

	10F
	Nuclear Accident or Incident
	Any accident or incident involving nuclear weapons, components, reactors, or convoys. 
	OPREP-3 PINNACLE

* Further guidance found in CJCSM 3150.03A, Joint Reporting Structure Event and Incident Reports.

	10G
	Emergency Landing or Mooring
	Acft or naval landing or mooring at a non-U.S. controlled facility due to emergency, forced landing, major equipment malfunction, etc.  Include estimated repair time, status of crew, and emergency details, if available.
	OPREP-3

	Rule
	Event / Incident
	Details
	Remarks

	10H
	Medical Evacuation (MEDEVAC)
	Any medical evacuation utilizing U.S. resources as the method of evacuation.
	OPREP-3


ANNEX 4 TO APPENDIX D

OPREP-3/OPREP-3P incident IDENTIFICATION and details

The following guide is a quick reference to assist users in writing an OPREP-3 report.  It is not all-inclusive.  Judgement on the part of local commanders is essential to proper reporting. 

1.  Name and location of unit submitting report.

2.  Operation nickname or type of occurrence.

3.  For follow-up reports, reference all previous reports.

4.  Date, time, and location of event or incident.

5.  Analysis of public relations factors involved and estimate of news media reaction

6.  Description of all known facts and circumstances.

7.  Serial number and type of aircraft or vessel.

8.  Unit.

9.  Home Base

10.  Mission.

11.  Type of ordnance aboard.

12.  Any known circumstances concerning the event/incident or any factor, which induced or contributed to an accident or combat loss.

13.  Weather conditions at time and place of event or incident.

14.  Estimate of casualties.

15.  If VIP casualties involved.

16.  Estimate of property or equipment damage. (Government, public, or private).

17.  Security measures taken.

a.  When compromise or suspected compromise of classified information is involved that is not the result of espionage, initially include as much of the following as possible:

(1)  Description of material involved, including origin (agency and office of primary responsibility), date, subject, classification, category, special marking, etc.

(2)  Identification of persons and activities involved.

(3)  Summary of circumstances.

(4)  Estimated extent of compromise.

(5)  If Office of Special Investigations (OSI) assistance has been requested.

(6)  If incident was referred to another component or federal department for investigation.

b.  If Communications/Computer Events Report Format.

(1)  Report Date/Time.

(2)  Date and time the incident occurred.

(3)  Date and time incident discovered and means of detection.

(4)  Name and classification of the exploited network/system.  Include:

(a)  Name of the system as accredited.

(b)  Network domain name and Internet Protocol (IP) address.

(c)  Description of hardware and operating system.

(d)  Highest classification of information processed.

(e)  Mission area/function of system.

(f)  Description of the incident.  Use as much detail as necessary to adequately describe the problem.

(5)  Impact on the affected organization’s operations/mission. 

(6)  Apparent source IP (if able). 

(7)  Point of contact (POC):  Enter name, rank, organization, office and telephone number of the person to be contacted on all subsequent actions concerning the incident.

ANNEX 5 TO APPENDIX D

OPREP-3 WHITE PINNACLE (OPREP-3WP)

1.  Purpose. The OPREP-3 WHITE PINNACLE REPORT (OPREP-3WP) is an unclassified exercise flagword used in exercise messages that contain simulated, time-critical information from operating forces to the NMCC.  This exercise is used to measure the timeliness of the OPREP-3 PINNACLE report.  

2.  Reference. CJCSM 3150.03A, Joint Structure Event and Incident Report, 1 November 2000.

3.  Submitted By.  Any component/subordinate operations center or USMILGP when directed by  the USSOUTHCOM/JOIC with a White Pinnacle Exercise.

4.  Submitted To. NMCC EA:

a.  PLA

JOINT STAFF WASHINGTON DC//J3 NMCC//

b.  COMM

703-697-6341

c.  DSN

227-6340/6342/6343

d.  STU III

851-3840 / 725-3530 / 227-6340

e.  RED SWITCH
228-2497

5.  When Submitted.  Submit report immediately upon receipt of a WHITE PINNACLE tasking from the USSOUTHCOM JOIC.  The time standard for WHITE PINNACLE exercises is 20 minutes, measured from the communications origination time, i.e. when the unit operations center/command center or duty officer receives the WHITE PINNACLE tasking, to time of receipt by the NMCC.

6.  How Submitted.  Reports will be submitted by the fastest means available:  voice or record copy. 

7.  Reporting Instructions.

a.  Direct voice contact between the tasked units and the NMCC is the goal when voice circuits are used.  When the NMCC receives a WHITE PINNACLE acknowledgement report by voice, the entire exercise information exchange should be completed while both the unit and NMCC-EA are in the conference.  No record copy message traffic is required when the WHITE PINNACLE exercise is successfully completed using voice contact.

b.  When a WHITE PINNACLE acknowledgement report is received by multiple methods, as long as at least one acknowledgement meets the 20-minute time criteria, the exercise will be considered successful.

c.  The NMCC-EA will notify USSOUTHCOM JOIC when the WHITE PINNACLE exercise is completed.

8.  Report Content.  

a.  The following information will be included in the OPREP-3WP Report:

(1)  Unit tasked.

(2)  Location (if not classified).  This information may assist in determining locations that may preclude timely reporting.

(3)  Tasking CINC (USCINCSO).

(4)  DTG of USSOUTHCOM tasking message or vice notification to tasked unit.

(5)  Unit Time of Receipt (TOR).

(6)  Message acknowledgement that exceeds the 20-minute time criteria will contain information addressing any known delays or initiate tracer action, as appropriate.  A follow-up message to the NMCC-EA will provide results on any tracer action initiated.

(7)  Use FLASH precedence for AMHS and URGENT precedence for DMS on all record copy transmissions.

b.  Sample Reports.

(1)  Voice Reports.

Tasked Unit:  “This is (unit name) with an OPREP-3 EXERCISE WHITE PINNACLE acknowledgement report of NMCC-EA. Unit location is (if unclassified)

EXERCISE WHITE PINNACLE was initiated by HQ USSOUTHCOM at (DTG-Zulu).  Our time of receipt (TOR) at this location was (DTG-Zulu) and the TOR for our acknowledgement to the NMCC-EA is (DTG-Zulu).”

NMCC-EA:  “This is the NMCC-EA, concur with NMCC TOR of (DTG-Zulu).  This exercise is (satisfactory / unsatisfactory).”  [If unsatisfactory] “Please reply with record copy stating the reason(s) for the delay in your acknowledgement."

(2)  Record Acknowledgement Reports.

FROM   (TASKED UNIT)//

TO  RUEKJCS/JOINT STAFF WASHINGTON DC//NMCC-EA//

INFO  USCINCSO MIAMI FL//JOIC//

UNCLASSIFIED//

EXER/WHITE PINNACLE//

MSGID/GENADMIN/USCINCSO//

SUBJ/OPREP-3WP//

REF/A/TYPE OF REF/ORIGINATOR/DTG(Z)//

AMPN/ACKNOWLEDGEMENT REPORT//

POC/NAME/RANK-POSITION/LOG:NAME/TEL:NONSECURE TEL#/SEC TEL: SEC TEL #//

RMKS/FLAGWORD/WHITE PINNACLE/TOR:  DTG(Z)//

EXER/WHITE PINNACLE//

(3)  Record Unsatisfactory Reports.

FROM  RUEKJCS/JOINT STAFF WASHINGTON DC//NMCC-EA//

TO  (TASKED UNIT)//

INFO  USCINCSO MIAMI FL/JOIC//

UNCLASSIFIED//

EXER/WHITE PINNACLE//

MSGID/GENADMIN/JOINT STAFF NMCC-EA//

SUBJ/OPREP-3WP//

REF/A/ (TEL OR MSG)/ORIGINATOR/DTG(Z)//

AMPN/ACKNOWLEDGEMENT REPORT//

POC/NAME/RANK-POSITION/LOG:NAME/TEL:NONSECURE TEL#/SEC TEL: SEC TEL #//

RMKS/FLAGWORD/WHITE PINNACLE/UNIT ORIGINATING EXERCISE MESSAGE AND DTG (Z)//

NMCC TOR DTG (Z)// PROVIDE NMCC WITH ROUTINE MESSAGE STATING TOR OF THIS ACKNOWLEDGEMENT MESSAGE.  ADDITIONALLY, YOUR WHITE PINNACLE EXCEEDED THE 20-MINUTE TIME CRITERIA.  REQUEST YOU PROVIDE INFORMATION ON ANY KNOWN DELAYS OR INITIATE TRACER ACTION AS APPROPRIATE.  PROVIDE NMCC RESULTS OF ANY TRACER ACTION INITIATED.//

EXER/WHITE PINNACLE//

*This regulation supersedes SC Reg 525-22, USSOUTHCOM Reports Procedures, 9 March 1998
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