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1.  Purpose:  This regulation establishes policy and implements the United States Southern Command (USSOUTHCOM) Foreign Visit Program. 

2.  SCOPE:  This regulation applies to all Foreign Nationals (FN) who visit or are assigned to USSOUTHCOM Miami, Florida.  It also applies to Security Assistance Organizations (SAOs) in Central, South America and the Caribbean that have security responsibility.  Components may institute their own procedures provided they comply with Department of Defense directives. 

3.  References:  


a.  National Disclosure Policy Regulation (NDP-1),  National Policy and Procedures for the Disclosure of Classified Military Information to Foreign Governments and International Organizations, October 1988.


b.  Department of Defense Directive 5230.20, Visits and Assignments of Foreign Representatives, April 1992.
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c.  Department of Defense Directive 5530.3, International Agreements, June 1987.


d.  Department of Defense Directive 5230.11, Disclosure of Classified Military Information to Foreign Governments and International Organizations, December 1984.


e.  Department of Defense Directive 5200.1-R, Information Security Program, January 1997.


f.  Department of Defense Manual 5220.22-M, National Industrial Security Program Operating Manual, January 1991.

4.  Policy:  


a.  When Foreign Nationals (FNs) visit or are assigned to the United States Southern Command (USSOUTHCOM) as liaison officers, and the visit or assignment will involve access to classified or controlled unclassified information, or will involve access to locations where access is controlled, the visit or assignment shall be conducted under the International Visit Program (IVP) or the Defense Personnel Exchange Program (DPEP) and in accordance with this regulation.  


b.  Any individual who extends an invitation to an FN, or who becomes aware of an invitation extended to an FN to visit USSOUTHCOM, must immediately notify the USSOUTHCOM Foreign Visit Control Officer (FVCO).  


c.  Any FN who desires to visit USSOUTHCOM organizations in CONUS must submit a visit request through their Embassy in Washington D.C. to the Defense Intelligence Agency, Defense Liaison Office (DIA/PO-FL), (703) 614-3254, Secure FAX:  (703) 693-6879, and UNCL FAX:  (703) 614-8230.  Embassy personnel are familiar with the procedures to request a visit through DIA/PO-FL.     


d.  FNs assigned as liaison officers to subordinate commands or attending U.S. sponsored war colleges or symposiums (or other commands outside USSOUTHCOM) who desire to visit USSOUTHCOM must complete one of the following:  



(1)  Submit a visit request through their Embassy in Washington, D.C. to DIA/PO-FL.



(2)  Have their government specify in the Delegation of Disclosure Authority Letter (DDL) that the FN is authorized to visit subordinate commands for the duration of his/her assignment, in order to conduct official business related to his/her country.   

e.  Classified or controlled unclassified information may be disclosed to FNs only under the following conditions: 
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(1)  The foreign disclosure officer has a Delegation of Disclosure Letter (DDL) on file.

(2)  The USSOUTHCOM FVCO has a security assurance statement from the recipient foreign government for the individuals who are to receive the information. 


(3)  The USSOUTHCOM FVCO has a visit approval on file.


f.  Only Heads of State, Ministers, Ambassadors, high-level government officials, and flag officers will be authorized entry through the VIP South entrance to the USSOUTHCOM Headquarters Building.  All other visitors must enter through the North entrance.  

5.  Responsiblities: 


a.  The Director of Intelligence is charged with overseeing the Foreign Visit Control Program for the command.  The Directorate of Intelligence has charged the USSOUTHCOM Security Division with the mission of overseeing the Foreign Visit Program.


b.  Each directorate will appoint an FVCO.  The mission of the directorate FVCO is to administer this regulation for the directorate and oversee requests from foreign nationals (FNs) to visit the directorate.  The directorate FVCO is also responsible for training directorate action officers on procedures for the Foreign Visit Program.



c.  The USSOUTHCOM FVCO will:


(1)  Ensure the sponsoring directorate FVCO prepares a memorandum concurring or non-concurring with the foreign visit.  


(2)  Provide DIA/PO-FL a copy of the memorandum with USSOUTHCOM's approval/disapproval of the visit.

(3)  Ensure the FNs name, rank, I.D. number, passport number, and date/place of birth are provided to USSOUTHCOM Counterintelligence Support Office (CISO) a minimum of 10 workdays prior to the planned visit. 


(4)  Provide oversight of directorate FVCO to ensure compliance with this regulation.


d.  Directorate FVCOs will:  

(1)  Administer the Foreign Visit Program in their directorate.


(2)  Ensure action officers are assigned in accordance with and provided a copy of this regulation.
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(3)  Ensure action officers comply with the steps in the action officer checklist at Appendix A. 


e.  Action Officers will:


(1)  Notify the USSOUTHCOM FVCO of the impending visit.  


(2)  Use the action officer checklist at Appendix A to process the foreign visit requirement.


(3)  Provide the USSOUTHCOM FVCO a memorandum concurring or non-concurring with the FN's visit.  The format for the memorandum is at Appendix B.  


(4)  Coordinate with the foreign disclosure officer to ensure that classified material to which an FN will have access has been authorized for release to that country.  


(5)  Coordinate with the foreign disclosure officer to ensure no third government information is released to an FN unless a prior international agreement has been reached.

(6)  Obtain and control the escort-required badge for the FN.


(7)  Escort the FN (or arrange for proper escort).

6.  General: 

a.  Types of Visit Authorizations:  


(1)  One-time visit.  Used for a single, short term occasion (less than 30 days), usually to attend conferences, tours, public relations, etc.


(2)  Recurring visit.  Permits intermittent visits by an FN to USSOUTHCOM over a specified period of time for a government approved license, contract, or agreement, or other program.  The information to be released must be defined and approved for release in advance by the U.S. Government.  

(3)  Extended visit.  An FN may visit for an extended period of time.  Extended visit authorizations will be used when an FN will visit with USSOUTHCOM personnel, components, or a contractor facility for more than 30 days for one of the following situations: 

(a)  Foreign government contract or joint program.
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(b)  Participation in an exchange program under the Defense Personnel Exchange Program (refer to DoD Directive 5230.20).

(c) Training, except for FNs on Invitational Travel Orders (ITOs).


(d)  FN liaison officers assigned to USSOUTHCOM.


b.  Types of Sponsorship:


(1)  Sponsored by the FN's government.  Visit is funded by the foreign government.  All travel and hotel expenses are incurred by the foreign government.  Request for the visit is submitted through the FN’s Embassy in Washington, DC and approved by DIA/PO-FL.


(2)  Sponsored by the U.S.  The U.S. government pays for these visits.  An ITO is processed for the FN.  All travel and hotel expenses are incurred by the U.S. government.  Request for the visit is submitted to the USSOUTHCOM FVCO by the Directorate FVCO and approved by the USSOUTHCOM FVCO.


(3)  Sponsored by the Department of State.  Designated a Foreign Counterpart Visit, these visits are managed by the Director, Defense Intelligence Agency (DIA).  The purpose of the visit is to sponsor foreign government counterparts to the Secretary of Defense, Deputy Secretary of Defense, Chairman, Joint Chiefs of Staff, and Vice Chairman, Joint Chiefs of Staff.  This visit is pre-coordinated and approved by DIA and requires no action on the part of the DoD component.    

(4)  Liaison officers assigned to USSOUTHCOM.  The foreign liaison officers (FLOs) are usually assigned to USSOUTHCOM for periods not to exceed 24 months.  The visit is processed under procedures managed by Foreign Liaison Program Office (FLPO/SCJ5).

7.  Procedures:  


a.  When a visit is sponsored by the FN's government, the visit may occur only after the following conditions are met: 


(1)  FN located in CONUS:


(a)  FN requests visit authorization from their embassy in Washington, DC.


(b)  FN's embassy forwards all appropriate documentation to DIA/PO-FL.
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(c)  DIA/PO-FL submits visit request action memorandum to the USSOUTHCOM FVCO.

(d)  USSOUTHCOM FVCO notifies the Directorate FVCO and requests a memorandum concurring/non-concurring with the visit. 


(e)  Directorate FVCO prepares and submits the memorandum concurring/non-concurring with the visit to the USSOUTHCOM FVCO.  (See Appendix B).


(f)  USSOUTHCOM FVCO faxes a copy of the memorandum to DIA/PO-FL with USSOUTHCOM approval/disapproval. 


(g)  DIA/PO-FL notifies the FN's Embassy of the approval/disapproval.  If the visit is disapproved, no other action is required.  If the visit is approved, DIA/PO-FL will forward a copy of the final visit request approval documentation to the USSOUTHCOM FVCO. 


(h)  USSOUTHCOM FVCO notifies the Directorate FVCO of the approval and provides the Directorate FVCO with a copy of the approval memorandum.  


(i)  If the visit requires access to classified information, the Directorate FVCO coordinates with the USSOUTHCOM foreign disclosure officer to confirm the material is releasable to the FN. 


(2)  FNs located overseas (OCONUS):


(a)  FN requests visit through the Defense Attache Office (DAO) representative. 


(b)  DAO notifies and submits appropriate paperwork through the FN's Embassy in Washington, D.C.


(c)  Follow the procedures listed in the Action Officer Checklist.   


b.  Visits sponsored by the U.S. Government.  The Directorate FVCO or action officer will perform the following before travel can occur:


(1)  Coordinate with the USSOUTHCOM FVCO.  Ensure he/she is aware that an invitation was extended to the FN to visit USSOUTHCOM.


(2)  Ensure designated USSOUTHCOM foreign disclosure officer has authorized the disclosure of information.  
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(3)  Prepare an ITO for the FN with the name, rank, I.D. number, passport number, date of birth, place of birth, itinerary, and fund cite. 

(4)  A copy of the ITO must be submitted a minimum of 10 days in advance, to the USSOUTHCOM FVCO prior to approval of the FN's visit.  Provide a courtesy copy of the approved ITO to USSOUTHCOM CISO.


c.  Visits Requiring Access to Classified Information:

(1)  The visit must be vetted by DIA/PO-FL and must be coordinated with the USSOUTHCOM foreign disclosure officer.  


(2)  Inform the FN that a Security Assurance must be submitted through their embassy to DIA/PO-FL prior to the visit.  A Security Assurance is a written confirmation from the foreign  government of the security clearance level of the FN.  It includes a statement by a responsible official of the foreign government that the original recipient of U.S. classified information possesses the requisite security clearance and is approved by his/her government for access to information of the security classification involved on behalf of the foreign government.  It also affirms that the recipient will comply with the security requirements specified by the United States.  


d.  Ensure classified information released to FNs is stamped as shown in the example below.



SECRET (or CONFIDENTIAL) RELEASABLE TO (state the country)

e.  All FLOs assigned to USSOUTHCOM will be issued photo escort-required badges that clearly identify them as FNs.  These badges do not authorize unescorted access within the USSOUTHCOM headquarters.  All other FNs, regardless of country of origin, visiting the command, will be issued escort-required badges.  FNs will not be issued a USSOUTHCOM visitor badge that permits unescorted access in the headquarters.


f.  FLOs assigned to USSOUTHCOM.  Visits of this type will be handled by the USSOUTHCOM Foreign Liaison Program Office (FLPO) and will be conducted in accordance with the guidelines listed below:  


(1)  The FLPO must have a statement by the foreign government that the proposed FN Liaison Officer is an officially sponsored representative of that government.


(2)  The FLPO will ensure that the DAO provides documentation describing the legal status of the proposed FN (including any privileges and immunities to which the liaison officer is entitled) and sponsoring government responsibilities.  
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(3)  The FLPO must have a statement from the sponsoring government that the proposed FN is authorized by the sponsoring government to conduct business with USSOUTHCOM for purposes that must be specified, citing related agreements, contracts, or other arrangements. 


(4)  A security assurance statement must be provided to the FLPO by the sponsoring government indicating that the proposed FN holds a specified level of security clearance.


(5)  A statement must be provided to the FLPO by the sponsoring government indicating  whether the proposed liaison officer may assume custody of documentary information on behalf of the sponsoring government.  


(6)  A security assurance statement must be provided to the FLPO from the sponsoring government indicating their government will be responsible for any U.S. classified or controlled unclassified information provided to the proposed Liaison Officer.  


g.  Requests for exception to the policy outlined in this regulation must be justified in writing to the USSOUTHCOM Security Division for chief of staff approval prior to the visit.   


FOR THE COMMANDER IN CHIEF:

                   OFFICIAL:

                         R.A. HUCK

Brigadier General, U.S. Marine Corps

Chief of Staff, U.S. Southern Command

VANESSA NEWTON

Captain, US Army

Adjutant General

DISTRIBUTION:  D
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All USSOUTHCOM employees are required to comply with the contents of this checklist immediately upon being notified of a proposed foreign visit.

1. Determine whether the visit is hosted by USSOUTHCOM.  (Both of the following criteria must be met for a visit to be categorized as hosted by USSOUTHCOM.)

a. A USSOUTHCOM official who has the authority to extend invitations on behalf of the CINC has invited the foreign visitor to the command. 

b. USSOUTHCOM has generated an invitational travel order (ITO) that includes a fund cite for payment of the visitor's trip from home country to USSOUTHCOM and return. 

2. Determine whether the visitor will require access to classified material in USSOUTHCOM.

3. If the visit is unclassified and hosted by USSOUTHCOM, proceed to Step 4.  If the visit is not hosted by USSOUTHCOM or the visitor requires access to classified material, proceed to Step 5.

4. For a visit hosted by USSOUTHCOM:

a. Immediately notify the USSOUTHCOM Security Operations Office of the impending visit.

· Provide a list containing the name, rank or title, country of affiliation, date and place of birth, and passport number and country of issue of each proposed visitor.  (Names will be checked.  If 15 or fewer names, submit 10 days in advance.  If greater than 15 names, submit 15 days in advance).

· Provide a copy of each individual's ITO. (This must be accomplished in advance of arrival).

b. If the visitors will require access to the SCIF, coordinate with the Special Security Office.

c. Arrange for your directorate to provide escort officials.  One escort official may escort no more than five foreign nationals.

d. Provide names of escort officers to the Security Operations Office.

e. Brief the escort officers on their duties.  (The Security Operations Office will provide this information).

f. The Security Operations Office will advise when the visit has been approved.

A-1
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g. When the visitors arrive for the visit, the escort officials must escort them to the Visitor Reception Center to sign for an "Escort" security badge. They will be asked to surrender photo identification for the duration of the visit.  (Their names will be checked against the approved list.  Only those people on the original approved list will be permitted into the building).

h. Escort the visitors at all times.  Foreign nationals may not be permitted in the building unescorted at any time or for any reason.

i. Upon conclusion of the visit, escort the foreign visitors to the Visitor Reception Center to exchange the security badges for photo IDs.

j. Escort the visitors out of the building. 

5. For a visit not hosted by USSOUTHCOM or when access to classified material is involved:

a. Immediately notify the USSOUTHCOM Security Operations Office of the impending visit.

b. If the visitors will require access to the SCIF, coordinate with the Special Security Office.

c. Advise the visitors that their embassy representative in Washington, DC must request permission through DIA for them to visit USSOUTHCOM. (This process normally takes 1-2 weeks, depending on the visit requirements.)  

· If the visitor is located overseas when the visit is requested, the coordination initiates from the visitor to the MILGP.  The MILGP coordinates with the Defense Attache Office (DAO).  The DAO coordinates with the visitor's embassy in Washington, DC.

· If the visitor is located in the United States when the visit is requested, the coordination initiates from the visitor to their embassy.

· Visitors who have been certified and approved to visit other organizations are not automatically permitted to visit USSOUTHCOM.  They must go through the approval process to visit USSOUTHCOM.

d. If the visit requires access to classified material, coordinate with the USSOUTHCOM foreign disclosure officer for authority to release classified material.

e. Advise Security Operations of the date the visitors requested their embassy submit the visit request.

f. Prepare a memo concurring with the proposed visit.  Provide it to Security Operations to forward to DIA.
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g. Arrange for your directorate to provide escort officials.  One escort official may escort no more than five foreign nationals.

h. Provide names of escort officers to the Security Operations Office.

i. Brief the escort officers on their duties.  (The Security Operations Office will provide this information).

j. The Security Operations Office will advise when the visit has been approved.

k. When the visitors arrive for the visit, the escort officials must escort them to Visitor Reception Center to sign for an "Escort" security badge. They will be asked to surrender photo identification for the duration of the visit.  (Their names will be checked against the approved list.  Only those people on the original approved list will be permitted into the building.)

l. Escort the visitors at all times.  Foreign nationals may not be permitted to be in the building unescorted at any time or for any reason.

m. Upon conclusion of the visit, return to Visitor Reception Center to exchange the security badges for photo ID. 

n. Escort the visitors out of the building. 
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(Date)
MEMORANDUM THRU Security Operations Office

FOR DIA 

SUBJECT:  Concurrence (Non-concurrence) with Foreign Visit Case #00000-00
6. Concur (Non-concur) with Foreign Visit Case #00000-00, (provide names of the individuals and state the country) to visit United States Southern Command (provide directorate) during the period (list date[s]).  

7. The USSOUTHCOM action officer for this visit is (provide name, rank, office, and telephone number).

8. Disclosure of classified military information and technical data will not occur and is not authorized.  (Disclosure of classified military information and technical data at the [state level authorized] level is authorized and will be in support of U.S. national security interests.  An appropriate Disclosure Authority that specifically authorizes disclosure of classified military information is on file with the foreign disclosure officer).  

9. Disclosure guidance will not be released to foreign nationals or their representatives. 

10. Direct any questions to (provide name, rank, DSN/commercial telephone numbers).







Signature of Directorate Foreign Visit 






            Control Officer or Designated 







            Representative
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The proponent agency of this regulation is the U.S. Southern Command.  Users are invited to send comments and suggested improvements to:  HQ USSOUTHCOM, ATTN:  SCJ2-SO, 3511 NW 91st Ave, Miami, FL 33172-1217.
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