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1.  PURPOSE.    The Department of Defense (DoD) Critical Infrastructure Protection (CIP) is a capabilities-based framework that addresses the relationship among combatant command capabilities, supporting critical assets, and force readiness.  It involves the identification, assessment, protection, real-time monitoring, and operational assurance of cyber and physical mission-critical infrastructures essential to the execution of the National Military Strategy (NMS).  Where appropriate, the DoD CIPP will capitalize on the work occurring under the DoD Antiterrorism Force Protection (AT/FP) Program, e.g. vulnerability assessments.  CIP and force protection (FP) are complimentary efforts.  CIP aims to protect assets and assures the viability of infrastructures critical to mission success.  FP protects people, facilities, and equipment from an 

installation viewpoint.  DoD has expanded CIP from protection of DoD assets to include support for the protection of non-DoD infrastructure assets upon which DoD rely worldwide.

This Regulation provides guidance to the USSOUTHCOM HQ directorates, the service components and subordinate commands in establishing the USSOUTHCOM CIPP in response to references (a) through (l).  This document provides an organizational framework, outlines HQ USSOUTHCOM CIP goals, highlights primary objectives, establishes overall tasks, assigns responsibilities, and identifies ongoing program development requirements necessary to establish a theater-wide capability to assure and protect physical and cyber critical infrastructures.

2.  REFERENCES.  See Appendix A.

3.  APPLICABILITY.  This regulation applies to HQ, USSOUTHCOM, USSOUTHCOM service components, and subordinate commands.

4.  DEFINITIONS.  See Glossary.

5.  SCOPE.  This instruction is designed to establish a baseline organizational USSOUTHCOM CIPP which will lead to an executable USSOUTHCOM Joint Theater Infrastructure Assurance Plan (JTIAP).  DoD CIP, as a program, is evolutionary in nature and the intent of this regulation is to provide the initial program start at USSOUTHCOM.

6.  KEY CIP TERMS.  The following terms and concepts are useful to a fundamental understanding of CIP.  Additional terms, acronyms, and expanded definitions are found in the Glossary. 

      a.  Critical Infrastructure.  Those systems and assets essential to plan, mobilize, deploy, and sustain military operations and transition to post-conflict military operations, and whose loss or degradation jeopardize the ability of the DoD to execute the NMS.  This includes DoD owned infrastructures, commercial infrastructures, and international (host nation) infrastructures required for the successful execution of the NMS. 

      b.  Critical Infrastructure Protection (CIP).  CIP is mission assurance.  CIP is the identification, assessment, and protection of cyber and physical infrastructures that support mission critical capabilities and requirements, to include the political, economic, technological, and information security (INFOSEC) environments essential to the execution of the NMS.  CIP is focused on the combatant command warfighting capabilities and leverages the efforts of existing programs such as Physical Security, Personal Security, INFOSEC, AT/FP, and OPSEC.  It aims to address the full spectrum of threats; threats from natural disasters to civil disturbances, to terrorist and criminal acts, to general war.

      c.  Tier I-IV Assets.  In keeping with the categorization of capabilities listed in Ref (g), critical assets will be categorized as follows:

          (1)  Tier I - An asset, when not assured, will cause combatant command mission failure.

          (2)  Tier II - An asset, when not assured, will cause combatant command mission degradation.

          (3)  Tier III - An asset, when not assured, will cause minimal combatant command mission degradation.

          (4)  Tier IV - An asset, when not assured, will cause little or no effect on combatant command mission.
      d.  Joint Theater Infrastructure Assurance Plan (JTIAP).  A plan prepared by the SCJ3 Directorate with input from other directorate representatives (subject matter experts) as a function of the CIP Working Group (CIPWG) specifically addressing the assurance of all critical assets in the USSOUTHCOM area of responsibility (AOR) during all phases of the CIP Event Life-Cycle.

      e.  Theater Infrastructure Sector Assurance Plans (TISAP).  Plan written by HQ USSOUTHCOM directorates with infrastructure monitoring and maintenance responsibilities (sectors).  These ten individual TISAPs, when combined, will form the JTIAP.

      f.  Theater Sectors.  USSOUTHCOM will use the same methodology that the National and DoD CIP Plans use to assign lead infrastructure sector responsibilities.  Figure 1 illustrates the organization based on these sectors.  These sector leads will be the primary members of the USSOUTHCOM CIPWG:

	DoD Sector
	DoD

Lead Responsibility
	USSOUTHCOM

Lead Responsibility

	Personnel
	Defense Human 

Resources Agency (DHRA)
	SCJ1

	Financial Services
	Defense Finance &

Accounting Service (DFAS)
	SCJ8

	Intelligence, Surveillance, and Reconnaissance (ISR)
	Defense Intelligence

Agency (DIA)
	SCJ2

	Space
	USSTRATCOM
	SCJ3

	Logistics
	Defense Logistics Agency (DLA)
	SCJ4

	Transportation
	USTRANSCOM
	SCJ4

	Public Works
	US Army Corps of 

Engineers (ACE)
	SCEN

	Global Information Grid and Command & Control (GIG/C2)
	Defense Information 

Systems Agency (DISA)
	SCJ6

	Health Affairs
	OASD, Health Affairs
	SCSG


Figure 1 – Theater Sectors

7.  POLICY.  It is USSOUTHCOM policy to provide infrastructure protection, which assures USSOUTHCOM required capabilities.  The guiding principle for USSOUTHCOM CIP is to ensure that any joint force, operating under control of USSOUTHCOM, can execute the plans, operations, and other activities in support of the NMS.  USSOUTHCOM, in coordination with the Joint Staff (JS) and other combatant commands, will develop CIP policies and guidance; provide oversight, expertise, and requirements management; and be a proponent for DoD CIP.  The complex nature of the challenge posed by critical infrastructure dependencies requires full integration across all elements of the DoD. 

USSOUTHCOM component commands will leverage the accomplishments of other DoD or service programs, such as IA, OPSEC, COMSEC, physical security, AT/FP, etc., to assure USSOUTHCOM required capabilities can be executed to meet mission demands anytime, anyplace and anywhere.  The physical or virtual disruption of the operations of any critical infrastructure should be rare, brief, limited geographically, manageable, and minimally detrimental to the capabilities required to execute any assigned USSOUTHCOM mission. 

8.  USSOUTHCOM CIP MISSION.  USSOUTHCOM conducts CIP throughout the AOR in order to assure execution of the NMS and supporting Theater Military Strategies.
9.  USSOUTHCOM CIP VISION.  USSOUTHCOM establishes, institutionalizes, and operationalizes a comprehensive CIPP focused on strategic mission assurance and full dimension protection of the range of physical and cyber mission critical capabilities and assets to include the political, economic, technological, and military environments essential to the Command’s execution of the NMS and supporting Theater Strategies.
10.  PROGRAM OVERVIEW.  Per JS guidance, USSOUTHCOM is required to address numerous infrastructure analysis, assessment, and protection activities.  USSOUTHCOM intends to accomplish this complex task by segmenting the requirements into infrastructure sector-specific tasks, focused on building a JTIAP.  Subject matter experts within each USSOUTHCOM directorate, working closely with USSOUTHCOM service components, and subordinate commands, will follow the DoD Event Life-Cycle in the development of an Appendix 16 to Annex C of all USSOUTHCOM CONPLANs, FUNCPLANs, and supporting plans.

      a.  DoD Event Life-Cycle.  The CIP activities will follow the six-step DoD CIP Event Life-Cycle as illustrated in Figure 2 and briefly described below:


Figure 2 – DoD CIP Event Life Cycle

           (1)  Analysis and Assessment.  Detailed analysis of USSOUTHCOM CONPLANs and FUNCPLANs to identify critical assets required.  This step also aims to identify asset vulnerabilities and the operational impact should a critical asset be lost or degraded.

           (2)  Remediation.  The process of undertaking deliberate precautionary measures to improve the reliability, availability, and survivability of critical assets and their necessary infrastructure support systems.  These measures are taken before an infrastructure event occurs.

           (3)  Indications & Warnings (I&W).  Identification, documentation, monitoring, and reporting of actions that indicate an infrastructure event is likely to occur, planned, or underway based on tactical (asset owner), operational (sector), and strategic-level (SCJ2) intelligence.

           (4)  Mitigation.  The process of reducing or minimizing the adverse impact of incidents through pre-planned and coordinated reactions. 

           (5)  Response.  The process of implementing offensive and defensive measures to deal effectively with an actual, or potential, adverse incident.   It involves the identification, documentation, and execution of actions taken to eliminate the cause or source of an infrastructure event.

           (6)  Reconstitution. The process of restoring critical assets and their necessary infrastructure support systems to pre-incident operational status.  

      b.  Sector Characterization.  Each defense infrastructure sector will complete a Sector Characterization.  The purpose of the sector characterization is:

           (1)  Completely identify the tasks, functions, systems and assets of each sector.

           (2)  Precursor to the formulation of an asset database.

           (3)  Characterization provides the context within which sector assets can be linked to Combatant Commander-identified critical assets.

11.  ACTION.  

      a.  USSOUTHCOM J37, Mission Assurance Division, CIP Branch, is the lead for CIP.  Working with JS-J5, and Assistant Secretary of Defense (OASD) for Command, Control, Communications, and Intelligence (C3I), the USSOUTHCOM CIP organization will execute an initial approach to the establishment of a Theater-wide CIPP that includes the following goals:

           (1)  Ensure the development of a CIP capability within USSOUTHCOM.

           (2)  Institutionalize a theater-wide understanding of CIP and the relationship of assets to operational forces and mission capabilities.

           (3)  Integrate related USSOUTHCOM programs into the CIP effort to reduce duplication 

of effort (IA, AT/FP, NETOPS, etc.).

           (4)  Develop and maintain a USSOUTHCOM JTIAP.

           (5)  Develop and maintain Appendix 16 to Annex C for all Plans.

           (6)  Populate and maintain the designated CIP database.

12.  CIP ORGANIZATION.  USSOUTHCOM CIP is structured, as seen in Figure 3, along DoD sectors lines to support development of TISAPs and a JTIAP allowing seamless integration within the DoD CIPP.  
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Figure 3 – USSOUTHCOM CIP Organization

13. RESPONSIBILITIES.

      a.  Commander, U.S. Southern Command will:

           (1)  Establish a USSOUTHCOM CIPP that supports the NMS and meets all DoD CIP requirements.

           (2)  In coordination with the JS-J5, Homeland Security Division, integrate USSOUTHCOM CIPP into the DoD CIPP.

           (3)  Identify USSOUTHCOM required capabilities and the critical infrastructures and assets necessary for mission success across the full spectrum of military operations.

           (4)  Ensure USSOUTHCOM remediation plans, and asset-owner mitigation plans, for the disruption and loss of critical capabilities, to include supporting infrastructures, are specifically addressed in Deliberate and Crisis Action Plans; and that such disruptions and loss of critical capabilities are scripted and responded to in joint exercises.

           (5)  Establish a USSOUTHCOM capability to monitor, report, and respond during an infrastructure event as part of a defense-wide, comprehensive, and fully integrated CIP effort.

           (6)  Provide annually, as part of the Planning, Programming, and Budgeting System (PPBS) cycle, a USSOUTHCOM assessment of the adequacy of the proposed service resources to meet USSOUTHCOM CIP requirements. 

           (7)  Ensure USSOUTHCOM CIP requirements are identified and prioritized for consideration in the development of future capabilities.

      b.  USSOUTHCOM Director of Operations (SCJ3) will:

           (1)  Serve as the USSOUTHCOM office of primary responsibility (OPR) for the USSOUTHCOM CIPP.

           (2)  Establish a CIP Branch within SCJ37 (Mission Assurance) responsible for USSOUTHCOM CIPP.

           (3)  In coordination with the JS-J5, Homeland Security Division, and OASD (C3I), integrate the USSOUTHCOM CIPP with the DoD CIPP.

           (4)  Serve as USSOUTHCOM Critical Infrastructure Assurance Officer (CIAO):

                  (a)  Develop and maintain plans to assure the availability, integrity, survivability, and adequacy of those domestic and foreign critical infrastructures essential to USSOUTHCOM missions.

                  (b)  Oversee development, implementation and execution of a USSOUTHCOM JTIAP.

                  (c)  Provide USSOUTHCOM representation to the JS and, when requested, the DoD CIP Integration Staff (CIPIS), to address military risks associated with the assurance level of defense, other government, and commercial infrastructures unique to USSOUTHCOM.

                  (d)  Support all JS efforts to integrate ongoing force protection, counterintelligence, and counter-proliferation initiatives to address en-route infrastructure and industry risks in deployment and sustainment operations.

                  (e)  Formally integrate CIP into all USSOUTHCOM staff processes for deliberate and crisis action planning.

                  (f)  Sponsor joint doctrine for CIP.

                  (g)  Provide USSOUTHCOM coordination, as appropriate, with DoD CIAO and DoD Sector CIAOs to:

                         –  Coordinate USSOUTHCOM core infrastructure analysis and assessment in support of both military and sector plans and operations.

                         –  Support sector characterization to define end-to-end critical infrastructure functionality within USSOUTHCOM.

                         –  Identify all USSOUTHCOM assets and infrastructures critical to the NMS.

                         –  Assist in the development and implementation of plans for the assurance of USSOUTHCOM critical capabilities, assets and infrastructures.

                         –  Coordinate USSOUTHCOM monitoring, reporting and response activities across all infrastructure sectors.

           (5)  Act as HQ USSOUTHCOM liaison to facilitate coordination with the DoD Space Sector lead, USSTRATCOM. 

                 (a)  Serve as the Space CIP Sector POC to facilitate coordination with other combatant commands, USSOUTHCOM service components, subordinate commands, and DoD Agencies.

                 (b)  Complete a Space Sector Characterization for Appendix 16 to Annex C for all USSOUTHCOM plans.

                 (c)  Develop and maintain a Space Sector TISAP.

           (6)  Establish a CIPWG responsible for the execution of the CIPP.

                (a)  The Vice Director of Operations (SCVJ3) will chair a Critical Infrastructure Protection Executive Committee (CIPEC).

               (b)  The Chief, Mission Assurance Division (J37) will chair a CIPWG.

      c.  USSOUTHCOM Critical Infrastructure Branch (SCJ373 CIP) will:

           (1)  Provide staff management and oversight of USSOUTHCOM CIPP.

           (2)  Develop, promulgate, and maintain a USSOUTHCOM JTIAP.

           (3)  In conjunction with JS-J5, Homeland Security Division, coordinate the USSOUTHCOM CIPP with OASD C3I, CIP Directorate.

           (4)  Serve as the primary CIP POC to facilitate planning and execution of the USSOUTHCOM CIPP, and coordination with other combatant commands, USSOUTHCOM component commands, subordinate commands, and DoD agencies.

           (5)  Leverage DoD AT/FP program efforts, e.g., JS Integrated Vulnerability Assessments (JSIVA), where appropriate, to establish synergy within the USSOUTHCOM CIPP.

           (6)  Coordinate with OSD (C3I), JS, other combatant commands, and other federal agencies to assist in the development of a strategic CIP database capable of interfacing with the DoD CIP Database and providing rapid, accurate decision support to USSOUTHCOM planners and leaders.  This database will support deliberate and crisis action planning methods.

           (7)  Coordinate with SCJ5 Plans and the Operations Planning Group (J35OPG) to ensure that CIP is fully integrated into deliberate and crisis action processes.

           (8)  Coordinate with SCJ34 to ensure that:

· disruption and loss of critical infrastructures and assets are scripted and responded to in joint exercises, and

· critical infrastructures and assets are considered in joint readiness assessments.

           (9)  Coordinate with SCJ331, Information Operations (IO), to address CIP in IO matters.

           (10)  Conduct CIP training, as necessary, to support USSOUTHCOM, Service Components, and subordinate command CIPPs.

           (11)  Assist the service component commanders in identifying infrastructures that support USSOUTHCOM mission execution of the NMS, particularly those assets/infrastructures that cross areas of responsibilities or involve other service, DoD component, or non-DoD ownership.

           (12)  Receive, review, validate, and prioritize theater critical assets in coordination with directorate representatives assigned to the CIPEC/CIPWG.

           (13)  Receive, review, validate, and prioritize infrastructure assessment requirements in coordination with directorate representatives assigned to the CIPEC/CIPWG.

           (14)  Receive, review, validate, and prioritize theater strategic critical infrastructure vulnerabilities in coordination with directorate representatives assigned to the CIPEC/CIPWG.

           (15)  Coordinate with SCJ5 to provide USSOUTHCOM subordinate commanders with guidance and direction required to complete Appendix 16 to Annex C for all supporting plans.

           (16)  Coordinate with SCJ8 annually, as part of the DoD PPBS cycle, to review the adequacy of resources to support USSOUTHCOM CIP.  Provide appropriate recommendations for annual input to the Program Objective Memorandum (POM) and Integrated Priority List (IPL).

           (17)  Coordinate with SCJ5 to ensure that CIP is considered in the development, testing, and integration of joint warfighting concepts, doctrinal innovations, and mature technology demonstrations.

           (18)  Conduct liaison with the National Infrastructure Protection Center (NIPC) and facilitate USSOUTHCOM access and employment of NIPC products.

           (19)  Coordinate with SCJ34 to develop and integrate USSOUTHCOM CIP performance measures for the Chairman’s Readiness Review System. 

           (20)  Review service doctrine, Combatant Commander, and Defense Agency standards for CIP assessment programs.  Provide recommendations, in accordance with established processes, to facilitate USSOUTHCOM CIP assessment requirements.

           (21)  Coordinate CIP assessment efforts with Defense Threat Reduction Agency (DTRA), the Joint Program Office for Special Technology Countermeasures (JPO-STC), and OSD C3I (BSA) to provide a comprehensive USSOUTHCOM theater assessment methodology for CIP.

           (22)  Coordinate, and serve as liaison, with appropriate non-DoD agencies and propose CIP assessments for allied/host nation critical infrastructure as part of USSOUTHCOM Theater Security Cooperation Plan.

           (23)  Provide a single point of contact for development of required memoranda of agreement (MOA) or memoranda of understanding (MOU) with FBI field office Miami to facilitate sharing of information about commercial critical infrastructures in South Florida.

           (24)  Assume the responsibility for the conduct of USSOUTHCOM CIP actions during plan execution.

                  (a)  Coordinate Theater CIP operations within USSOUTHCOM AOR.

                  (b)  Provide CIP guidance by preparing and maintaining an up-to-date concept of operations (CONOP) that outlines actions necessary for the execution of this CIPP.

                  (c)  Provide a standing member to USSOUTHCOM Crisis Action Center (CAC) when required.

                  (d)  Provide the USSOUTHCOM OPG with CIP options, and wording for warning orders, alert orders, commander’s estimates, and operational orders.

                  (e)  Develop, in coordination with USSOUTHCOM staff, consolidated essential elements of friendly information (EEFI) specific to CIP.

                  (f)  Coordinate CIP support requirements from external sources. 

      d.  USSOUTHCOM Director of Manpower, Personnel and Administrative Support (SCJ1) will:

           (1)  Provide representatives to the CIPEC/CIPWG, as appropriate, to address CIP issues within the Personnel Sector.

           (2)  Act as HQ USSOUTHCOM liaison with the DoD Personnel Sector lead and Defense Human Resources Agency (DHRA).

           (3)  Serve as the Personnel CIP Sector POC to facilitate coordination with other combatant commands, USSOUTHCOM service components, subordinate commands, and DoD agencies.

           (4) Complete a Personnel sector characterization for Appendix 16 to Annex C for all USSOUTHCOM plans.

           (5)  Develop and maintain current a Personnel Sector TISAP.

      e.  USSOUTHCOM Director of Intelligence (SCJ2) will:

           (1)  Provide representatives to the CIPEC/CIPWG, as appropriate, to address CIP issues within the Intelligence, Surveillance and Reconnaissance (ISR) sector.

           (2)  Act as HQ USSOUTHCOM liaison to facilitate coordination with the DoD ISR Sector lead, the Defense Intelligence Agency (DIA).

           (3)  Serve as the ISR CIP Sector POC to facilitate coordination with other combatant commands, USSOUTHCOM service components, subordinate commands, and DoD agencies.

           (4)  Conduct close liaison with USSOUTHCOM service component and subordinate command intelligence POCs to ensure service and command specific CIP support is provided, to include development of I&W for critical assets.

           (5)  Develop, maintain, and disseminate CIP related intelligence analysis and studies, to include counter-terrorism and counterinsurgency activities relevant to infrastructure protection.  Provide direct CIP intelligence support for special operations and low intensity conflict operations and exercises.

           (6) Complete an ISR sector characterization for Appendix 16 to Annex C for all USSOUTHCOM plans.

           (7)  Develop and maintain current an ISR Sector TISAP.

      f.  USSOUTHCOM Director of Logistics (SCJ4) will:

           (1)  Provide representatives to the CIPEC/CIPWG, as appropriate, to address CIP issues within the Transportation and Logistics Sectors.

           (2)  Act as HQ USSOUTHCOM liaison to facilitate coordination with the DoD Transportation Sector lead, U.S. Transportation Command (USTRANSCOM); and the DoD Logistics Sector lead, the Defense Logistics Agency (DLA).

           (3)  Serve as the Transportation and Logistics CIP Sector POC to facilitate coordination with other combatant commands, USSOUTHCOM service components, subordinate commands, and DoD agencies.

          (4)  Complete a Transportation and Logistics Sector characterization for Appendix 16 to Annex C for all USSOUTHCOM plans.

          (5)  Develop and maintain current Transportation and Logistics Sector TISAPs.

      g.  USSOUTHCOM Director of Engineering (SCEN) will:

           (1)  Provide representatives to the CIPEC/CIPWG, as appropriate, to address CIP issues within the Public Works Sector.

           (2)  Act as HQ USSOUTHCOM liaison to facilitate coordination with the DoD Public Works Sector lead, U.S. Army Corps of Engineers (USACE).

           (3)  Serve as the Public Works CIP Sector POC to facilitate coordination with other combatant commands, USSOUTHCOM service components, subordinate commands, and DoD agencies.

           (4)  Complete a Public Works Sector characterization for Appendix 16 to Annex C for all USSOUTHCOM plans.

           (5)  Develop and maintain current a Public Works Sector TISAP.

      h.  USSOUTHCOM Director of Plans (SCJ5) will:

           (1)  Provide representatives to the CIPEC/CIPWG, as appropriate, to address strategic planning and policy issues.

           (2)  Provide expertise and support to SCJ373, as required, to ensure integration and consideration of CIP related matters into military plans and operations and the development of Appendix 16 to Annex C of all plans.

           (3)  Coordinate all Joint Strategies Capabilities Plan (JSCP) and deliberate planning matters related to CIP with SCJ373.

           (4)  Provide representation and input to the JS to ensure integration and consideration of CIP in military plans and operations in coordination with SCJ373.

           (5)  Assist in the review of USSOUTHCOM CIP requirements and service resourcing efforts with SCJ373.

           (6)  Provide USSOUTHCOM inputs to CIP-related issues for the review of JSCP tasked deliberate plans by the Joint Planning and Execution (JP&E) Community in coordination with SCJ373.

           (7)  Conduct strategic analysis and assessment of USSOUTHCOM CIP capability as directed by the Joint Requirements Oversight Council (JROC) in coordination with SCJ373.

           (8)  Review site nominations for CIP assessments to ensure CONPLAN/FUNCPLAN requirements are appropriately addressed.

           (9)  Support SCJ373 efforts to identify host nation commercial infrastructures that are critical to USSOUTHCOM mission success.  Provide country team liaison as appropriate.

           (10)  Act as liaison to facilitate integration of USSOUTHCOM CIPP with DoD CIP international coordination efforts.

      i.  USSOUTHCOM Director of Command, Control, Communication, and Computer Systems (SCJ6) will:

           (1)  Provide representatives to the CIPEC/CIPWG, as appropriate, to address CIP issues within the sectors for GIG/C2.

           (2)  Act as HQ USSOUTHCOM liaison to facilitate coordination with GIG/C2 Sector lead, DISA.

           (3)  Serve as C3 and GIG/C2 CIP Sector POC to facilitate coordination with other combatant commands, USSOUTHCOM service components, subordinate commands, and DoD agencies.

           (4)  Coordinate all Information Assurance (IA) and Network Operations matters related to CIP with SCJ373.

           (5)  Assist SCJ373, as required, with the USSOUTHCOM portion of the DoD-wide CIP database.

           (6)  Act as HQ USSOUTHCOM liaison to facilitate coordination with Defense-wide Information Assurance Program (DIAP) and other IA specific advisory groups to more completely integrate IA into USSOUTHCOM CIPP.

           (7)  Complete a GIG/C2 sector characterization for Appendix 16 to Annex C for all USSOUTHCOM plans.

           (8)  Develop and maintain current GIG/C2 Sector TISAPs.

      j.  USSOUTHCOM Director of Programs and Resources (SCJ8) will:

           (1)  Provide representatives to the CIPEC/CIPWG, as appropriate, to address CIP issues within the Financial Services Sector.

           (2)  Act as HQ USSOUTHCOM liaison with the DoD Financial Services Sector lead, Defense Finance and Accounting Service (DFAS).

           (3)  Serve as the Financial Services CIP Sector POC to facilitate coordination with other combatant commands, USSOUTHCOM service components, subordinate commands, and DoD agencies.

           (4)  Complete a Financial Sector characterization for Appendix 16 to Annex C for all USSOUTHCOM plans.

           (5)  Develop and maintain current a Financial Sector TISAP.

      k.  USSOUTHCOM Staff Judge Advocate (SCSJA) will:

           (1)  Provide representatives to the CIPEC/CIPWG, as appropriate, to advise on legal issues relating to CIP.

           (2)  Serve as the USSOUTHCOM POC for CIP legal issues.

           (3)  Conduct reviews of CIP MOA and MOU between government, host-nation, and commercial entities.

           (4)  Keep the USSOUTHCOM CIP organization advised on legislation relating to CIP.

           (5)  Propose required regulatory relief to current legal or legislative standards to facilitate USSOUTHCOM CIP requirements.  

      l.  USSOUTHCOM Command Surgeon (SCSG) will:

           (1)  Provide representatives to the CIPEC/CIPWG, as appropriate, to address CIP issues within the Health Affairs Sector.

           (2)  Act as HQ USSOUTHCOM liaison to facilitate coordination with the DoD Health Affairs Sector Lead, Office of the Secretary of Defense for Health Affairs (OASD HA).

           (3)  Serve as the Health Affairs CIP Sector POC to facilitate coordination with other combatant commands, USSOUTHCOM component commands, subordinate commands, and DoD agencies.

           (4)  Complete a Health Affairs sector characterization for Appendix 16 to Annex C for all USSOUTHCOM plans.

           (5)  Develop and maintain current a Health Affairs Sector TISAP.

      m.  Commander, US Army South (COMUSARSO) will:

           (1)  Establish a CIPP to meet DoD, USSOUTHCOM, and service requirements.

           (2)  Designate a representative to participate in the CIPWG to address service and component CIP issues.

           (3)  Identify all service critical capabilities and assets necessary to support USSOUTHCOM mission required capabilities.

           (4)  Advise USSOUTHCOM (SCJ373) when a CIP related decision is being considered concerning an asset that may impact the successful execution of a USSOUTHCOM CONPLAN or FUNCPLAN.

           (5)  Incorporate CIP in all planning and associated USSOUTHCOM exercise processes.

           (6)  Support USSOUTHCOM staff efforts to develop CIP risk assessment and risk management methodologies.

           (7)  Provide expertise and support to SCJ373 in the development of Appendix 16 to Annex C for all USSOUTHCOM plans.

           (8)  Prepare and maintain current an Appendix 16 to Annex C for any supporting plans to a USSOUTHCOM CONPLAN or FUNCPLAN.

           (9)  Coordinate and address service-specific CIP actions with SCJ373.

           (10)  Assist members of the CIPWG in the development of TISAPs, specifically addressing mitigation, response, and reconstitution of component owned or controlled assets identified as critical to the execution of USSOUTHCOM missions.

      n.  Commander, US Naval Forces Southern Command (COMUSNAVSO) will:

           (1)  Establish a CIPP to meet DoD, USSOUTHCOM, and service requirements.

           (2)  Designate a representative to participate in the CIPWG to address service and component CIP issues.

           (3)  Identify all service critical capabilities and assets necessary to support USSOUTHCOM mission required capabilities.

           (4)  Advise USSOUTHCOM (SCJ373) when a CIP related decision is being considered concerning an asset that may impact the successful execution of a USSOUTHCOM CONPLAN or FUNCPLAN.

           (5)  Incorporate CIP in all planning and associated USSOUTHCOM exercise processes.

           (6)  Support USSOUTHCOM staff efforts to develop CIP risk assessment and risk management methodologies.

           (7)  Provide expertise and support to SCJ373 in the development of Appendix 16 to Annex C for all USSOUTHCOM plans.

           (8)  Prepare and maintain current an Appendix 16 to Annex C for any supporting plan to a USSOUTHCOM CONPLAN or FUNCPLAN.

           (9)  Coordinate and address service-specific CIP actions with SCJ373.

           (10)  Assist members of the CIPWG in the development of TISAPs, specifically addressing mitigation, response, and reconstitution of component owned or controlled assets identified as critical to the execution of USSOUTHCOM missions.

      o.  Commander, US Marine Corps Forces South (COMMARFORSOUTH) will:

           (1)  Establish a CIPP to meet DoD, USSOUTHCOM, and service requirements.

           (2)  Designate a representative to participate in the CIPWG to address service and component CIP issues.

           (3)  Identify all service critical capabilities and assets necessary to support USSOUTHCOM mission required capabilities.

           (4)  Advise USSOUTHCOM (SCJ373) when a CIP related decision is being considered concerning an asset that may impact the successful execution of a USSOUTHCOM CONPLAN or FUNCPLAN.

           (5)  Incorporate CIP in all planning and associated USSOUTHCOM exercise processes.

           (6)  Support USSOUTHCOM staff efforts to develop CIP risk assessment and risk management methodologies.

           (7)  Provide expertise and support to SCJ373 in the development of Appendix 16 to Annex C of all USSOUTHCOM plans.

           (8)  Prepare and maintain current an Appendix 16 to Annex C for any supporting plan to a USSOUTHCOM CONPLAN or FUNCPLAN.

           (9)  Coordinate and address service-specific CIP actions with SCJ373.

           (10)  Assist members of the CIPWG in the development of TISAPs, specifically addressing mitigation, response, and reconstitution of component owned or controlled assets identified as critical to the execution of USSOUTHCOM missions.

      p.  Commander, US Southern Air Forces (COMUSSOUTHAF) will:

           (1)  Establish a CIPP to meet DoD, USSOUTHCOM, and service requirements.

           (2)  Designate a representative to participate in the CIPWG to address service and component CIP issues.

           (3)  Identify all service critical capabilities and assets necessary to support USSOUTHCOM mission required capabilities.

           (4)  Advise USSOUTHCOM (SCJ373) when a CIP related decision is being considered concerning an asset that may impact the successful execution of a USSOUTHCOM CONPLAN or FUNCPLAN.

           (5)  Incorporate CIP in all planning and associated USSOUTHCOM exercise processes.

           (6)  Support USSOUTHCOM staff efforts to develop CIP risk assessment and risk management methodologies.

           (7)  Provide expertise and support to SCJ373 in the development of Appendix 16 to Annex C for all USSOUTHCOM plans.

           (8)  Prepare and maintain current an Appendix 16 to Annex C for any supporting plan to a USSOUTHCOM CONPLAN or FUNCPLAN.

           (9)  Coordinate and address service-specific CIP actions with SCJ373.

           (10)  Assist members of the CIPWG in the development of TISAPs, specifically addressing mitigation, response, and reconstitution of component owned or controlled assets identified as critical to the execution of USSOUTHCOM missions.

      q.  Commander, Joint Southern Surveillance Reconnaissance Operations Center (JSSROC) will:

           (1)  Establish a CIPP to meet DoD, USSOUTHCOM, and service requirements.

           (2)  Designate a representative to participate in the CIPWG to address JSSROC CIP issues.

           (3)  Identify all JSSROC critical capabilities and assets necessary to support USSOUTHCOM mission required capabilities.

           (4)  Advise USSOUTHCOM (SCJ373) when a CIP related decision is being considered concerning an asset that may impact the successful execution of a USSOUTHCOM CONPLAN or FUNCPLAN.

           (5)  Support USSOUTHCOM staff efforts to develop CIP risk assessment and risk management methodologies.

           (6)  Provide expertise and support to SCJ373 in the development of Appendix 16 to Annex C for all USSOUTHCOM plans.

           (7)  Prepare and maintain current an Appendix 16 to Annex C for any supporting plan to a USSOUTHCOM CONPLAN or FUNCPLAN.

           (8)  Coordinate and address JSSROC-specific CIP actions with SCJ373.

           (9)  Assist members of the CIPWG in the development of TISAPs, specifically addressing mitigation, response, and reconstitution of assets identified as critical to the execution of USSOUTHCOM plans.

      r.  Commander, Special Operations Command South (COMSOCSO) will:

           (1)  Establish a CIPP to meet DoD, USSOUTHCOM, and USSOCOM requirements.

           (2)  Designate a representative to participate in the CIPWG to address Component CIP issues.

           (3)  Identify all critical capabilities and assets necessary to support USSOUTHCOM mission required capabilities.

           (4)  Advise USSOUTHCOM (SCJ373) when a CIP related decision is being considered concerning an asset that may impact the successful execution of a USSOUTHCOM CONPLAN or FUNCPLAN.

           (5)  Incorporate CIP in all planning and associated USSOUTHCOM exercise processes.

           (6)  Support USSOUTHCOM staff efforts to develop CIP risk assessment and risk management methodologies.

           (7)  Provide expertise and support to SCJ373 in the development of Appendix 16 to Annex C for all USSOUTHCOM plans.

           (8)  Prepare and maintain current an Appendix 16 to Annex C for any supporting plan to a USSOUTHCOM CONPLAN or FUNCPLAN.

           (9)  Evaluate theater special operations programs and activities to ensure adherence to national guidance and policy for CIP.  Provide comments and/or recommendations to SCJ373. 

           (10)  Coordinate with SCJ373, to provide USSOUTHCOM with recommendations on policies, current and future strategy, organization, doctrine, research and development, exercise and training, and logistics concerning joint special operations matters as applicable to USSOUTHCOM CIPP.

           (11)  Serve as USSOUTHCOM critical infrastructure advisor on all special operations activities, maintain liaison with theater component commands and non-DoD agencies, and provide USSOUTHCOM representation to DoD interdepartmental and interagency committees or groups relating to special operations CIP.

           (12)  Coordinate and address SOC CIP actions with SCJ373.

           (13)  Assist members of the CIPWG in the development of TISAPs, specifically addressing mitigation, response, and reconstitution of assets identified as critical to the execution of USSOUTHCOM missions.

      s.  Commander, Joint Interagency Task Force – South (JIATF-SOUTH) will:

           (1)  Establish a CIPP to meet federal, DoD, and USSOUTHCOM requirements.

           (2)  Designate a representative to participate in the CIPWG to address Component CIP issues.

           (3)  Identify all JIATF-SOUTH critical capabilities and assets necessary to support USSOUTHCOM mission required capabilities.

           (4)  Advise USSOUTHCOM (SCJ373) when a CIP related decision is being considered concerning an asset that may impact the successful execution of a USSOUTHCOM CONPLAN or FUNCPLAN.

           (5)  Incorporate CIP in all planning and associated USSOUTHCOM exercise processes.

           (6)  Support USSOUTHCOM staff efforts to develop CIP risk assessment and risk management methodologies.

           (7)  Provide expertise and support to SCJ373 in the development of Appendix 16 to Annex C for all USSOUTHCOM plans.

           (8)  Prepare and maintain current an Appendix 16 to Annex C for any supporting plan to a USSOUTHCOM CONPLAN or FUNCPLAN.

           (9)  Serve as USSOUTHCOM critical infrastructure advisor on all counter drug activities,  maintain liaison with theater component commands and non-DoD agencies, and provide USSOUTHCOM representation to DoD interdepartmental and interagency committees or groups relating to counter drug CIP.

           (10)  Coordinate and address JIATF-SOUTH CIP actions with SCJ373.

           (11)  Assist members of the CIPWG in the development of TISAPs, specifically addressing mitigation, response, and reconstitution of assets identified as critical to the execution of USSOUTHCOM missions.

      t.  Commander, Joint Task Force – Bravo (JTF-BRAVO) will:

           (1)  Establish a CIPP to meet DoD, USSOUTHCOM, and JTF-BRAVO requirements.

           (2)  Designate a representative to participate in the CIPWG to address JTF-BRAVO CIP issues.

           (3)  Identify all critical capabilities and assets necessary to support USSOUTHCOM mission required capabilities.

           (4)  Advise USSOUTHCOM (SCJ373) when a CIP related decision is being considered concerning an asset that may impact the successful execution of a USSOUTHCOM CONPLAN or FUNCPLAN.

           (5)  Incorporate CIP in all planning and associated USSOUTHCOM exercise processes.

           (6)  Support USSOUTHCOM staff efforts to develop CIP risk assessment and risk management methodologies.

           (7)  Provide expertise and support to SCJ373 in development of Appendix 16 to Annex C for all USSOUTHCOM plans.

           (8)  Prepare and maintain current an Appendix 16 to Annex C for any supporting plan to a USSOUTHCOM CONPLAN or FUNCPLAN.

           (9)  Coordinate and address JTF-BRAVO CIP actions with SCJ373.

           (10)  Assist members of the CIPWG in the development of TISAPs, specifically addressing mitigation, response, and reconstitution of assets identified as critical to the execution of USSOUTHCOM missions.

      u.  Commander, Joint Task Force Guantanamo (JTF-GTMO) will:

           (1)  Establish a CIPP to meet DoD, USSOUTHCOM, and JTF-GTMO requirements.

           (2)  Designate a representative to participate in the CIPWG to address JTF-GTMO CIP issues.

           (3)  Identify all critical capabilities and assets necessary to support USSOUTHCOM mission required capabilities.

           (4)  Advise USSOUTHCOM (SCJ373) when a CIP related decision is being considered concerning an asset that may impact the successful execution of a USSOUTHCOM CONPLAN or FUNCPLAN.

           (5)  Coordinate and address JTF-GTMO CIP actions with SCJ373.

           (6)  Support USSOUTHCOM staff efforts to develop CIP risk assessment and risk management methodologies.

           (7)  Provide expertise and support to SCJ373 in development of Appendix 16 to Annex C for all USSOUTHCOM plans.

           (8)  Prepare and maintain current an Appendix 16 to Annex C for any supporting plan to a USSOUTHCOM CONPLAN or FUNCPLAN.

           (9)  Assist members of the CIPWG in the development of TISAPs, specifically addressing mitigation, response, and reconstitution of assets identified as critical to the execution of USSOUTHCOM missions.

      v.  Security Assistance Offices (SAOs) will: 

           (1)  Working with local U.S. government officials, establish or support a CIPP that meets federal, DoD, and USSOUTHCOM CIP requirements, as needed.

           (2)  Nominate a POC for CIP issues.  When required, the POC will participate in the CIPWG to address SAO CIP issues.

           (3)  Act as the POC for DoD CIP matters in the host nation while representing USSOUTHCOM in relationships with the host government, U.S. Ambassador or Chief of Mission, and U.S. Government agencies.

           (4)  Keep USSOUTHCOM (SCJ373) informed of political and military matters related to CIP that could affect USSOUTHCOM mission capabilities.

           (5)  Coordinate CIP aspects of joint/combined exercises with appropriate foreign agencies or foreign departments of defense.

           (6)  Identify all SAO critical capabilities and assets necessary to support USSOUTHCOM mission required capabilities.

           (7)  Advise USSOUTHCOM (SCJ373) when a CIP related decision is being considered concerning an asset that may impact the successful execution of a USSOUTHCOM CONPLAN or FUNCPLAN.

           (8)  Provide expertise and support to SCJ373 in development of Appendix 16 to Annex C for all USSOUTHCOM plans.

           (9)  Coordinate SAO CIP actions with USSOUTHCOM CIP Sector Leads and SCJ373.

14.  COORDINATING INSTRUCTIONS.

       a.  It is imperative that all organizations within the USSOUTHCOM AOR closely coordinate infrastructure assurance and protection matters.

       b.  All supporting combatant commands, sourcing agencies and the JS will coordinate USSOUTHCOM infrastructure protection issues with SCJ373.

       c.  Use of MOAs, MOUs, command arrangement agreements (CAAs), and other relevant agreements between DoD and other agencies to facilitate implementing this regulation is authorized.

	The proponent agency of this regulation is the U.S. Southern Command.  Users are invited to send comments and suggested improvements directly to HQ USSOUTHCOM, SCJ37, 3511 NW 91st Avenue, Miami, Florida 33172-1217.  (Email J3310CIP@hq.southcom.mil (NIPRNET)).
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Appendix B

GLOSSARY

	Assessment (CIP)
	(1) An objective evaluation of the vulnerabilities associated with joint force capabilities. 

(2) Objective determination of capabilities and the criticality of the supporting infrastructure measured in the context of military operations that support accomplishment of the NMS. Focus is on joint execution of the combatant command’s OPLANs.

(3) Process to characterize DoD infrastructures based on their dependencies, interdependencies and subsequent linkages to commercial, foreign and host nation infrastructures. (JS definition)

	
	

	Asset
	Any worldwide military /civil / commercial resource, relationship, instrument, installation, supply or system that is used in a military operational or support role. Assets may be globally located. (JS definition revised from DoD Directive 5160.54)

	
	

	Asset Criticality
	Measure of impact of asset that supports other assets, infrastructures, or operational plans. Criticality of assets are categorized into four tiers as follows:

      - Tier I - A capability or asset, when not assured, that causes the combatant command to suffer mission failure.

      - Tier II - A capability or asset, when not assured, that causes a combatant command, service or Sector specific asset to fail; combatant command mission accomplishment is degraded, but still achievable.

      - Tier III- A capability or asset, when not assured, that causes an individual asset to fail; combatant command mission accomplishment is minimally degraded, but achievable.

      - Tier IV- A capability or asset, when not assured, that causes an individual asset to fail, or degrades that asset, with little to no effect on combatant command mission accomplishment.

	
	

	Assurance
	(1) The state or condition attained when the commander has a high degree of confidence that a capability or service will be available and will perform as intended when required.  Attainment requires a continually iterative process whereby threats are identified and assessed and actions are taken to preserve, protect, and/or improve critical capabilities and infrastructure or mitigate the effects resulting from loss or degradation of these assets.

(2) Assurance is a process designed to provide a high degree of 

confidence that a capability or infrastructure will be available and will perform as intended when and where required.  However, assurance is more than protecting against the loss or disruption of a critical capability or infrastructure.  Assurance assumes the identification of capabilities, assets, and infrastructures deemed critical to the DoD in peacetime, crisis and war.  Assurance requires identifying and assessing potential threats and identifying potential actions to restore those capabilities, assets, and infrastructures (or functionality they provide) if they are lost, damaged, corrupted, or compromised.  Further, assurance requires identifying and resourcing options to protect, mitigate, and improve the availability of these critical capabilities and Infrastructures that DoD organizations own, use, or control. The goal of assurance is to inform planners and decision-makers concerning the probability of availability and quality (e.g., integrity, reliability, confidentiality, survivability, durability, capacity, adequacy) of specific capabilities and infrastructures. (Joint Staff Definition - revised from DoD Directive 5160.54, CIP and coordinated in Appendix 16, JOPES VOL II planning guidance)

	
	

	Capability
	The ability to achieve a specific wartime objective (win a war or battle, destroy a target set).  It includes four major components:  force structure, modernization, readiness, and sustainability. 

      A. Force structure - Numbers, size, and composition of the units that comprise our Defense forces; e.g., divisions, ships, and air wings. 

      B. Modernization - Technical sophistication of forces, units, weapons systems, and equipment. 

      C. Unit Readiness - The ability to provide capabilities required by the combatant commanders to execute their assigned missions.  Readiness is derived from the ability of each unit to deliver the outputs for which it was designed. 

      D. Sustainability - The ability to maintain the necessary level and duration of operational activity to achieve military objectives.  Sustainability is a function of providing for and maintaining those levels of ready forces, materials, and consumables necessary to support military effort.  (Joint Pub 1-02)

	
	

	Capability Threat
	The ability of a suitably organized, trained, and equipped entity to access, penetrate, or alter government or privately owned information or communication systems and/or to disrupt, deny or destroy all or part of a critical infrastructure. Increased asymmetric threat activity indicates a patchwork of actors that may not individually possess the capability to affect critical capabilities or infrastructures but collectively in loose alliances increase ability and intent. (National Plan V 1.0)

	
	

	Communications Security (COMSEC)
	The protection resulting from all measures designed to deny unauthorized persons information of value that may be derived from the possession and study of telecommunications, or to mislead unauthorized persons in their interpretation of the results of such possession and study.  Communications security includes crypto security, transmission security, emission security, and physical security of communications security materials and information. (JP 1-02/JP 3-13)

	
	

	Computer Emergency Response Team (CERT)
	An organization chartered by an information system owner to coordinate and/or accomplish necessary actions in response to computer emergency incidents that threaten the availability or integrity of its information systems. May also appear as Computer Incident Response Team (CIRT) by U.S. Navy rationale. (JS revision of DoD Directive 5160.54, DoD Plan, and National Plan V 1.0)

	
	

	Computer Network Attack (CNA):
	Operations to disrupt, deny, degrade, or destroy information resident in computers and computer networks, or the computers and networks themselves.

	
	

	Computer Network Defense (CND)
	Actions taken to protect, monitor, analyze, detect and respond to unauthorized activity within DoD information systems and computer networks.  Note:  The unauthorized activity may include disruption, denial, degradation, destruction, exploitation, or access to computer networks, information systems or their contents, or theft of information.  CND protection activity employs information assurance protection activity and includes deliberate actions taken to modify an assurance configuration or condition in response to a CND alert or threat information.  Monitoring, analysis, and detection activities, including trend and pattern analysis, are performed by multiple disciplines within the DoD, e.g. network operations, CND Services, intelligence, counterintelligence, and law enforcement.  CND response can include recommendations or actions by network operations (including information assurance) restoration priorities, law enforcement, military forces and other US government agencies. (DoDD O-85301, January 8, 2001)

	
	

	Computer Security (COMPUSEC)
	The protection resulting from all measures to deny unauthorized access and exploitation of friendly computer systems. (JP 1-02/JP3-13)

	
	

	Consequence Management
	Measures to protect public health and safety, restore essential government services, and provide emergency relief to governments, businesses, and individuals affected by the consequences of terrorism. (National Plan for Information Systems Protection, Version 1.0, The White House, 2000, Annex D: Glossary and Acronyms)

	
	

	Critical Asset
	A critical asset is defined as any infrastructure with a value so significant that its impairment or loss would severely degrade or deny the DoD its ability to conduct successful military operations. (JS Definition - Revised from DoD Directive 5160.54, DoD Plan, and JP 1-02. Coordinated in Appendix 16, JOPES VOL II planning guidance)

	
	

	Critical Capability
	A combatant command identified capability that is essential to successful execution of an assigned OPLAN.  Loss or degradation of a critical capability jeopardizes the combatant command's ability to successfully prosecute operations in support of the NMS.  A critical capability may be made up of critical assets and/or defense critical infrastructure.  (JS Definition coordinated in Appendix 16, JOPES VOL II planning guidance)

	
	

	Critical Infrastructure
	Those systems and assets essential to plan, mobilize, deploy, and sustain military operations and transition to post-conflict military operations, and whose loss or degradation jeopardize the ability of the DoD to execute the National Military Strategy. (JS definition used in coordinated response to Draft DoD Directive 8500.1)

	
	

	Critical Infrastructure Assurance Officer (CIAO)
	Designated senior official at the Flag / SES rank that represents the Sector/Special Function on the CIAO Council. Responsible to execute the tasks outlined in DoD CIP Plan.

	
	

	Critical Infrastructure Assurance Officer Council (CIAO Council)
	Provides executive oversight for the implementation of the DoD CIP Plan and advice to the ASD (C3I) regarding responsibilities as CIAO, CIO, and CIP functional coordinator for national defense. The CIAO Council will be composed of senior departmental officials. The CIAO Council will be chaired by ASD (C3I).  Membership will include: Defense Sector Chief Infrastructure Assurance Officers (Sector CIAOs); Defense Special Function Coordinators; the Military Services; the Joint Staff; the JTF-CNO Commander; the Manager, National Communications System; the Under Secretary of Defense (Comptroller)[USD(C)]; and the DoD (GC). The CIP Directorate provides executive secretary support to the CIAO Council.  

	
	

	Critical Infrastructure Protection (CIP)
	CIP is mission assurance. CIP is the identification, assessment and assurance of cyber and physical mission critical capabilities and requirements, to include the political, economic, technological, and information security environments essential to the execution of the NMS.  It encompasses the infrastructure necessary for deterrence operations and those essential to plan, mobilize, deploy and sustain military operations, and transition to post conflict operations.  Involved infrastructures may be DoD-owned or belong to other US government agencies, commercial or private sector entities.  Additionally, infrastructure may be owned and controlled by foreign commercial, private sector, and/or host nation organizations and governments.  (JS Definition coordinated in Appendix 16, JOPES VOL II planning guidance)

	
	

	Critical Infrastructure Protection Integration Staff (CIPIS)


	A cooperative partnership that assists OSD (C3I) CIP Directorate with planning, coordinating, integrating and administering CIP-related programs. The CIPIS members represent the perspective, issues, concerns and progress of their respective Chief Infrastructure Assurance Officers (CIAOs). Facilitated by OSD (C3I), CIPIS membership includes representatives from Defense Infrastructure Lead Agencies, DoD Special Function Agencies, Joint Staff, military Services, and the CIP technical agent. (JS revision of DoD CIP Plan and DoD CIPIS Execution Plan)

	
	

	Defense Critical Infrastructure
	Defense critical infrastructures are those systems and assets essential to mobilize, deploy, and sustain military operations and transition to post-conflict military operations, and whose loss or degradation jeopardize the ability of the DoD to execute the NMS.  (JS Definition - Revised from DoD Directive 5160.54, CIP / coordinated in Appendix 16, JOPES VOL II planning guidance)

	
	

	Defense Information Infrastructure (DII)
	The shared or interconnected system of computers, communications, data applications, security, people, training, and other support structures serving DoD local, national and worldwide information needs. The defense information infrastructure connects DoD mission support, command and control, and intelligence computers through voice, telecommunications, imagery, video and multimedia services. It provides information processing and services to subscribers over the defense information systems network and includes command and control, tactical, intelligence, and commercial communications systems used to transmit DoD information. (JP 3-13, Joint Doctrine for IO, 9 October 1998 - This term and its definition is approved for inclusion in the next edition of Joint Pub 1-02)

	
	

	Defensive Information Operations (IO)
	The integration and coordination of policies and procedures, operations, personnel, and technology to protect and defend information and information systems. Defensive IO are conducted through information assurance, physical security, operations security, counter deception, counter-psychological operations, counterintelligence, electronic warfare, and special IO. Defensive IO ensure timely, accurate, and relevant information access while denying adversaries the opportunity to exploit friendly information and information systems for their own purposes. (This term and its definition is approved for inclusion in the next edition of Joint Pub 1-02)

	
	

	Denial of Service
	Form of attack that reduces the availability of a resource. (National Plan V 1.0)

	
	

	Destruction
	A condition when the ability of a critical infrastructure to provide its customers an expected level of products and services is negated. Typically a permanent condition. An infrastructure is considered destroyed when its level of performance is zero. (National Plan V 1.0)

	
	

	DoD Installation
	A facility subject to the custody, jurisdiction, or administration of any DoD Component.  Includes, but is not limited to, military reservations, installations, bases, posts, camps, stations, arsenals, or laboratories where a DoD Component has operational responsibility for facility security and defense.  Examples are facilities where the military commander or other specified DoD official under provisions of DoD Directive 5200.8 has issued orders or regulations for protection and security.  Both industrial assets and infrastructure assets, not owned by the DoD, may exist within the boundaries of a military installation. (JS revision of DoD Directive 5160.54 and DoD Plan)

	
	

	Force Protection
	Security program designed to protect service members, civilian employees, family members, facilities and equipment, in all locations and situations. This is accomplished through planned and integrated application of combating terrorism, physical security, operations security, personal protective services, and supported by intelligence, counterintelligence, and other security programs. (JP 3-07.2 Joint Tactics, Techniques, and procedures for Antiterrorism - This term and its definition are approved for inclusion in the next edition of Joint Pub 1-02.)

	
	

	Global Information Infrastructure (GII)


	The worldwide interconnection of communications networks, computers, databases, and consumer electronics that make vast amounts of information available to users. The global information infrastructure encompasses a wide range of equipment, including cameras, scanners, keyboards, facsimile machines, computers, switches, compact discs, video and audio tape, cable, wire, satellites, fiber-optic transmission lines, networks of all types, televisions, monitors, printers, and much more. The friendly and adversary personnel who make decisions and handle the transmitted information constitute a critical component of the global information infrastructure. Also called the GIG. (This term and its definition modify the existing term and are approved for inclusion in the next edition of Joint Pub 1-02.)

	
	

	Homeland Defense (HLD)
	The protection of US territory, deterrence of, and response to, aggression targeted at US territory, sovereignty, domestic population and infrastructures from external threats and aggression.

	
	

	Homeland Security (HLS)
	The preparation for, prevention of, deterrence of, and response to, aggression targeted at US territory, sovereignty, domestic population, and infrastructure; as well as crisis management, and other domestic civil support.

	
	

	Incapacitation
	An abnormal condition when the level of products and services a critical infrastructure provides its customers is reduced to zero or some level insufficient to provide any sufficient benefit. While typically a temporary condition, an infrastructure is considered incapacitated when the duration of reduced performance causes a debilitating impact. (National Plan V 1.0)

	
	

	Incident
	In IO, an assessed event of attempted entry, unauthorized entry, or an information attack on an automated information system. It includes unauthorized probing and browsing; disruption or denial of service; altered or destroyed input, processing, storage, or output of information; or changes to information system hardware, firmware, or software characteristics with or without the user’s knowledge, instruction, or intent. (This term and its definition are approved for inclusion in the next edition of Joint Pub 1-02.)

	
	

	Indications and Warning
	Those intelligence activities intended to detect and report time-sensitive intelligence information on foreign developments that could involve a threat to the United States or allied military, political, or economic interests or to US citizens abroad. It includes forewarning of enemy actions or intentions; the imminence of hostilities; insurgency; nuclear/non-nuclear attack on the United States, its overseas forces, or allied nations; hostile reactions to United States reconnaissance activities; terrorists attacks; and other similar events. (JP 1-02)

	
	

	Information
	(1) Facts, data, or instructions in any medium or form.

(2) The meaning that a human assigns to data by means of the known conventions used in their representation. (JP 3-13/JP1-02)

	
	

	Information Assurance (IA)
	(1) IO that protect and defend information and information systems by ensuring their availability, integrity, authentication, confidentiality, and non-repudiation.  This includes providing for restoration of information systems by incorporating protection, detection, and reaction capabilities. 

(2) IO that protect key public and private elements of the national information infrastructure from exploitation, degradation, and denial of service. (JP 3-13, Joint Doctrine for IO, 9 October 1998 - This term and its definition are approved for inclusion in the next edition of Joint Pub 1-02)

	
	

	Information Operations (IO)
	Actions taken to affect adversary information and information systems while defending one's own information and information systems. (JP 3-13, Joint Doctrine for IO, 9 October 1998 - This term and its definition are approved for inclusion in the next edition of Joint Pub 1-02)

	
	

	Information Security (INFOSEC)
	The protection and defense of information and information systems against unauthorized access or modification of information, whether in storage, processing, or transit, and against denial of service to authorized users. Includes those measures necessary to detect, document, and counter such threats. Information security is composed of computer security and communications security. (JP 3-13, Joint Doctrine for IO, 9 October 1998 - This term and its definition are approved for inclusion in the next edition of Joint Pub 1-02)

	
	

	Information Superiority
	The capability to collect, process, and disseminate an uninterrupted flow of information while exploiting or denying an adversary's ability to do the same. (JP 3-13, Joint Doctrine for IO, 9 October 1998 - This term and its definition are approved for inclusion in the next edition of Joint Pub 1-02)

	
	

	Information System (IS)
	The entire infrastructure, organization, personnel and components that collect, process, store, transmit, display, disseminate and act on information. (JP 3-13, Joint Doctrine for IO, 9 October 1998 - This term and its definition are approved for inclusion in the next edition of Joint Pub 1-02)

	
	

	Information Warfare (IW)
	IO conducted during time of crisis or conflict to achieve or promote specific objectives over a specific adversary or adversaries. (This term and its definition are approved for inclusion in the next edition of Joint Pub 1-02.)

	
	

	Infrastructure
	The framework of inter-dependent networks and systems comprising identifiable industries, institutions, functions, and distribution capabilities that provide a continual flow of goods and services essential to the defense and economic security of the United States, to the smooth functioning of government at all levels, and to society as a whole.



	Infrastructure Analysis and Assessment
	Coordinated identification of DoD, national defense infrastructure, and international defense infrastructure critical assets, their system and infrastructure configuration and characteristics, and the interrelationships among infrastructure sectors. Included in this coordinated effort is the assessment of their vulnerabilities; quantification of the relationship between military plans and operations and critical assets / infrastructures; and assessment of the operational impact of loss or compromise. (JS revision of DoD Plan definition and CIP working definition)

	
	

	Infrastructure Asset
	Any infrastructure facility, equipment, service or resource that supports a DoD Component and has been identified as essential to DoD operations or the functioning of a critical asset. (DoD Directive 5160.54 and DoD Plan)



	Infrastructure Assurance (IA)
	(1) Planning to improve the readiness, reliability, and continuity of infrastructures such that they are:

Less vulnerable to disruptions or attack; harmed to a lesser degree in event of disruption or attack; and can be readily reconstituted to reestablish vital capabilities. 

(2) It includes those efforts that protect infrastructures and assure their readiness, reliability, and continuity of infrastructures such that they are: less vulnerable to disruptions or attack, harmed to a lesser degree in the event of a disruption or attack, and can be readily reconstituted to reestablish vital capabilities.

(3) Preparatory and reactive risk management actions intended to increase confidence that a critical infrastructure's performance level will continue to meet customer expectations despite incurring threat inflicted damage. (National Plan V 1.0, CIWG, CIP Key Definitions document 1998)

	
	

	Infrastructure Indications and Warning
	Tactical indications through the implementation of sector monitoring and reporting, strategic indications through intelligence community support, and warning in coordination with the national infrastructure protection center (NIPC) in concert with existing DoD and national capabilities. (CIP working definition and DoD Plan)  In infrastructure assurance, indications and warnings may be related to domestic criminal activity, environmental, weather, or technical anomalies that indicate system failure or degradation is likely. Indications are preparatory actions or preliminary infrastructure states that signify that an incident is likely, is planned, or is underway.  An official warning would be issued by the responsible organization. (DoD CIP Plan para. 5.1 Draft 8/26/98)

	
	

	Infrastructure Protection
	Proactive risk management actions intended to prevent a threat from attempting to, or succeeding at, destroying or incapacitating critical infrastructures. For instance, threat deterrence and vulnerability defense. (National Plan V 1.0)

	
	

	Interdependability
	Dependability between elements or sites (assets) of different infrastructures, and therefore, effects by one infrastructure upon another. (JPO-STC)    

	
	

	Interdependence
	Dependence between elements or sites (assets) of different infrastructures, and therefore, effects by one infrastructure upon another. (National Plan and DoD Plan)

	
	

	International Defense Infrastructure
	Those elements of international infrastructure that are critical to DoD operations. (CIP working definition and DoD Plan)

	
	

	Intradependency
	Dependence between elements or sites (assets) within the same infrastructure sector or within the same DoD Component. (National Plan and DoD Plan)

	
	

	Joint Force
	A general term applied to a force composed of significant elements, assigned or attached, of two or more military departments, operating under a single joint force commander. (JP 1-02)

	
	

	Joint Force Commander (JFC)


	A general term applied to a combatant commander, subordinate commander, or joint task force commander authorized to exercise combatant command (command authority) or operational control over a joint task force. (JP 1-02)

	
	

	Joint Operations
	A general term to describe military actions conducted by joint forces, or by service forces in relationships (e.g., support, coordinating authority), which, of themselves, do not create joint forces. (JP 1-02)

	
	

	Joint Task Force - Computer Network Operations (JTF-CNO)
	The focal point for defense of DoD computer networks and systems, monitoring incidents and potential threats, and coordination across DoD to formulate and direct actions to stop or contain damage and restore network functionality. Reports to USSTRATCOM. (National Plan V 1.0)

	
	

	Metric
	An agreed upon measure of performance. (National Plan V 1.0)

	
	

	Military Capability
	See "Capability"

	
	

	Military Requirement
	(1) An established need justifying the timely allocation of resources to achieve a capability to accomplish approved military objectives, missions, or tasks. Also called operational requirement. (JP 1-02)

(2) Also See "Requirement."

	
	

	Military Strategy
	The art and science of employing the armed forces of a nation to secure the objectives of national policy by the application of force or the threat of force. See also “Strategy.” (JP 1-02)

	
	

	Mission Critical
	Any asset or function that is determined to be vital to the operational readiness or mission effectiveness of deployed and contingency forces in terms of both content and timeliness and must be absolutely accurate and available on demand (may include classified information in a traditional context, as well as sensitive and unclassified information). (National Plan V 1.0)

	
	

	Mission Essential
	Any asset or function that is determined to be vital to the operational readiness or mission effectiveness of deployed and contingency forces in terms of both content and timeliness.

	
	

	Mitigation
	The process of reducing or minimizing the adverse impact of incidents through pre-planned and coordinated reactions.  This process supports crisis management response and facilitates reconstitution.  e.g. action taken to reduce or eliminate vulnerability of people or critical infrastructure to threats and their effects.  (JS Definition - Revised from DoD Plan - Used in coordinated response to Draft DoD Directive 8500.1)

	
	

	National Defense Infrastructure


	Those assets in the other government and national infrastructure sectors and industrial assets that are critical to National Defense. (JS definition revised from DoD Directive 5160.54 and DoD Plan)

	
	

	National Information Infrastructure (NII)
	The nation-wide interconnection of communications networks, computers, databases, and consumer electronics that make vast amounts of information available to users. The national information infrastructure encompasses a wide range of equipment, including cameras, scanners, keyboards, facsimile machines, computers, switches, compact disks, video and audio tape, cable, wire, satellites, fiber optic transmission lines, networks of all types, televisions, monitors, printers and much more. The friendly and adversary personnel who make decisions and handle the transmitted information constitute a critical component of the national information infrastructure. (JP 3-07.2 Joint Tactics, Techniques, and procedures for Antiterrorism - This term and its definition are approved for inclusion in the next edition of Joint Pub 1-02)

	
	

	National Infrastructure
	Those infrastructures essential to the functioning of the nation and whose incapacity or destruction would have a debilitating regional or national impact.  National infrastructures include telecommunications, electrical power systems, gas and oil transportation and storage, water supply systems, banking and finance, transportation, emergency services, and continuity of government operations. (JS definition revised from DoD Directive 5160.54 and DoD Plan)

	
	

	National Security Strategy
	The art and science of developing, applying, and coordinating the instruments of national power (diplomatic, economic, military, and informational) to achieve objectives that contribute to national security. Also called national strategy or grand strategy. See also “Military Strategy;” “National Military Strategy;” “Strategy;” “Theater Strategy.” (JP 1-02)

	
	

	National Strategy
	The art and science of developing and using political, economic, and psychological powers of a nation, together with its armed forces, during peace and war, to secure national objectives. See also “Strategy.” (JP 1-02)

	
	

	Network
	Information system implemented with a collection of interconnected nodes. (National Plan V 1.0)

	
	

	Physical Security
	(1) That part of security concerned with physical measures designed to safeguard personnel; to prevent unauthorized access to equipment, installations, material, and documents; and to safeguard them against espionage, sabotage, damage, and theft. (JP 1-02)

(2) Actions taken for the purpose of restricting and limiting unauthorized access, specifically, reducing the probability that a threat will succeed in exploiting critical infrastructure vulnerabilities including protection against direct physical attacks, e.g., through the use of conventional or unconventional weapons. (National Plan V 1.0)

	
	

	Probe
	In IO, any attempt to gather information about an automated information system or its on-line users. (This term and its definition are approved for inclusion in the next edition of Joint Pub 1-02.)

	
	

	Reconstitution
	The process of restoring critical assets and their necessary infrastructure support systems to pre-incident operational status. 

(1) Owner/operator-directed restoration of critical assets and/or infrastructure. (National Plan V 1.0)

(2) Refers to actions required to rebuild or restore an aspect or portion of an infrastructure after it has been degraded. Owner/operator directed restoration of critical assets and/or infrastructure. (DoD Plan)

	
	

	Red Team
	Independent and focused threat-based effort by an interdisciplinary, simulated adversary to expose and exploit vulnerabilities as a means to improve the security posture of information systems. (National Plan V 1.0)

	
	

	Reliability
	The capability of a computer, or information or telecommunications system to perform consistently and precisely according to its specifications and design requirements, and to do so with high confidence. (National Plan V 1.0)

	
	

	Remediation
	Those actions taken before undesirable events occur to improve known deficiencies and weaknesses that could cause an outage or compromise a defense infrastructure sector or critical asset. Deliberate actions are taken to improve the reliability, availability, survivability, etc., of critical assets and/or infrastructures, e.g., emergency planning for load shedding, graceful degradation, and priority restoration; increased awareness, training, and education; changes in business practices or operating procedures, asset hardening or design improvements, and system-level changes such as physical diversity, deception, redundancy, and back-ups. (Revision of CIP working definitions and DoD Plan)


	Requirement
	A need justifying the timely allocation of resources to achieve a capability to accomplish approved military objectives, missions, or tasks.  Also called operational requirement.  (Joint Pub 1-02)

	
	

	Response
	The process of implementing offensive and defensive measures to deal effectively with an actual or potential adverse incident.   Response refers to those activities undertaken to eliminate the cause or source of an event.  It also includes emergency measures from dedicated third parties such as medical, police, and fire and rescue (public safety). Coordinated third party (not owner/operator) emergency (e.g., medical, fire, hazardous or explosive material handling), law enforcement, investigation, defense, or other crisis management service aimed at the source or cause of the incident. (National Plan V 1.0 and DoD CIPIS Execution Plan)

	
	

	Risk
	The probability that a particular threat will exploit a particular vulnerability of the system. The probability of a particular critical infrastructure's vulnerability being exploited by a particular threat weighted by the impact of that exploitation. (National Plan V 1.0)

	
	

	Risk Analysis or Risk Assessment
	The process of identifying security risks, determining their magnitudes, and identifying areas needing safeguards.  Risk analysis is part of risk management (NSA, NCSC Glossary Oct 88).  Produced from the combination of threat and vulnerability assessments. Characterized by analyzing the probability of destruction or incapacitation resulting from a threat's exploitation of a critical infrastructure's vulnerabilities. (National Plan V 1.0)

	
	

	Risk Management
	The total process of identifying, controlling, and eliminating or minimizing uncertain events that may affect system resources.  It includes risk analysis, cost benefit analysis, selection, implementation and test, security evaluation of safeguards, and overall security review. Deliberate process of understanding risk and deciding upon and implementing actions to reduce risk to a defined level. Characterized by identifying, measuring and controlling risks to a level commensurate with an assigned value.

	
	

	Scaling
	Ability to easily change in size or configuration to suit changing conditions. (National Plan V 1.0)

	
	

	Sector
	(1) Designation of an area of responsibility under the DoD CIP program. Sectors include Transportation, Logistics, Financial Services, Space, Personnel, Health Affairs, Intelligence Surveillance and Reconnaissance (ISR), Defense Information Infrastructure (DII), Command, Control and Computers (C3) and Public Works; 

(2) A group of industries of infrastructures that perform a similar function within a society, e.g. vital human services; 

(3) One of two divisions of the economy (private or public).

	
	

	Sector Coordinator
	Designated lead agency for each DoD Sector. DoD sectors are: USTRANSCOM for the Transportation Sector, Defense Logistics Agency for the Logistics Sector, Defense Finance and Accounting System for Financial Services, US Army Corps of Engineers for Public Works, Defense Information Security Agency for DII/C3, Defense Intelligence Agency for ISR, OSD Health Affairs for Health Affairs, Defense Human Resources Agency for Personnel, and USSPACECOM for Space. The majority of critical infrastructures are owned and operated by the private sector entities. Members of each critical infrastructure sector will designate an individual to work with the federal lead agency sector liaison to address problems related to CIP and recommend components for the national plan for information systems protection. (National Plan V 1.0)

	
	

	Sector Liaison
	An individual of assistant secretary rank or higher designated by each federal lead agency that cooperates with private sector representatives in addressing problems related to CIP and recommending components for the national plan for information systems protection. (National Plan V 1.0)

	
	

	Shared Risk
	Refers to risk that, when accepted at a single department activity, subjects all users of interconnected systems and networks to the same risk.

	
	

	Special Information Operations (SIO)
	IO that by their sensitive nature, due to their potential effect or impact, security requirements, or risk to national security of the United States, require a special review and approval process. (This term and its definition are approved for inclusion in the next edition of JP 1-02.)

	
	

	Strategy
	The art and science of developing and using political, economic, psychological, and military forces as necessary during peace and war, to afford the maximum support to policies, in order to increase the probabilities and favorable consequences of victory and to lesson the chances of defeat. See also “Military Strategy;” “National Strategy.” (JP 1-02)

	
	

	Threat
	(1) A foreign or domestic entity possessing both the capability to exploit a critical infrastructure's vulnerabilities and the malicious intent to debilitate the defense or economic security of the United States.  A threat may be an individual, an organization, or a nation. (National Plan V 1.0)

(2) See also "Capability Threat."

	
	

	Threat Analysis
	A continual process of compiling and examining all available information concerning potential conventional and asymmetric force activities by groups, which would target an asset, facility, node, capability, or infrastructure. A threat analysis will review the factors of a hostile group’s existence, capability, intentions, history and targeting as well as the security environment within which the friendly forces operate. Threat analysis is an essential step in identifying probability of conventional/asymmetric attack and results in a threat assessment.

	
	

	Vulnerability
	(1) The susceptibility of a nation or military force to any action by any means through which its war potential or combat effectiveness may be reduced or its will to fight diminished.

(2) The characteristics of a system that cause it to suffer a definite degradation (incapacity to perform the designated mission) as a result of having been subjected to a certain level of effects in an unnatural (manmade) hostile environment.

(3) A characteristic of a critical infrastructure's design, implementation, or operation that renders it susceptible to destruction or incapacitation by a threat. 

(4) In IO, a weakness in information system security design, procedures, implementation, or internal controls that could be exploited to gain unauthorized access to information or an information system. (National Plan V 1.0)

	
	

	Vulnerability Assessment
	Assessment of probability that events will occur using scenario-driven vulnerability index. Systematic examination of a critical infrastructure, the interconnected systems on which it relies, its information, or product to determine the adequacy of security measures, identify security deficiencies, evaluate security alternatives, and verify the adequacy of such measures after implementation. (National Plan V 1.0)

	
	

	Vulnerability Metric
	The modeling of actual data supporting vulnerability ratios and indices onto a matrix framework that will show relationships and dependencies of mission, task, function and infrastructure.
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