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Chapter 1 - Information Assurance
1-1. Purpose.   Establish USSOUTHCOM regulation and guidance for the execution of Information Assurance (IA).  IA is defined as Information Operations that protect and defend information and information systems by ensuring their availability, integrity, authentication, confidentiality, and non-repudiation.  IA for Department of Defense (DoD) information systems and networks requires a defense-in-depth strategy that integrates the capabilities of people, operations, and technology to establish multi-layer and multi-dimensional protection to prevent potential breakdown of barriers and invasion of the innermost (or most valuable) part of the system.  This regulation establishes policies, assigns responsibilities, and provides procedures for the execution of IA within the USSOUTHCOM Area of Responsibility (AOR).

1-2. Applicability.   This regulation applies to all elements in USSOUTHCOM to include the Headquarters, all service components, direct reporting units (DRUs) (e.g. JIATF-S), Security Assistance Offices (SAO), and Command Communications Providers (CCPs) (e.g. ASA-USSOUTHCOM and CNCMS), Joint Task Forces (JTFs) and Combined Joint Task Forces (CJTFs), Standing Joint Forces Headquarters, and any organization operating in the AOR regardless of administrative chain of command.  This document will use the term “Components and Supporting Elements” to represent the preceding list of components, JTFs, and organizations.  This document applies to all classifications and categories of information systems not addressed by other directives.  
1-3. General.   Information transiting the DoD Global Information Grid (GIG) must be authentic, accurate, confidential, and available when needed.  These requirements must be met by a reliable, interoperable infrastructure supporting the provisions of data integrity, authentication, confidentiality, and non-repudiation standards.  Due to the nature of interconnected networks, a risk assumed by one, at any level, is a risk imposed on all.  In the AOR information assurance measures must be consistently applied to all networks and systems.  To achieve such cohesion, it is vital that all organizations operating in the AOR ensure IA policies and procedures are strictly enforced.  This regulation is punitive in nature.  Violations of paragraphs 2-4, 2-5, 2-6, 2-7, 2-8, 2-9, 2-10, 2-11, 2-15, 2-16, 2-18, 2-19, 2-36 and 3-5 of this regulation may be punished as violations of a lawful general order under Article 92 of the Uniform Code of Military Justice (UCMJ) or under other disciplinary, administrative, or contractual actions as applicable.  These cited paragraphs and other provisions of this regulation might be the basis for a commissioned, warrant, or noncommissioned officer to issue a lawful order to a military member.  Penalties for violations of the above/cited provisions of this regulation, and orders based on these and other provisions of this regulation, include the full range of statutory and regulatory sanctions.  Personnel not subject to UCMJ who fail to comply with these requirements are subject to disciplinary, administrative, or prosecutorial actions as authorized from criminal or civil sanctions under section including, but not limited to the UNITED STATES CODE, contractual support obligations, or Federal or state regulations.
1-4. Policy.   This regulation provides for the execution of IA within the AOR to accomplish the following overarching goals:

a. Maintain an overall acceptable IA posture across the Theater Information Grid (TIG).

b. Apply safeguards such that information and information systems maintain the appropriate level of confidentiality, integrity, availability, authentication, and non-repudiation based on mission criticality, classification or sensitivity of information handled, processed, stored, displayed, or transmitted by the system, and need-to-know, while maintaining required levels of interoperability. 

c. Provide theater specific guidance to users of USSOUTHCOM information and telecommunication systems to enable compliance with the standards and policies outlined in DoD Regulation 5500.7-R Joint Ethics Regulation.

1-5. Responsibilities  
a. Commander, USSOUTHCOM:

(1) Delegates responsibilities of Designated Approval Authority (DAA) to the Director, Command, Control, Communications, and Computer (C4) Systems, SCJ6.

(2) Ensures sufficient resources are available to effectively manage the command’s Information Assurance Program (IAP).

b. The Director of Personnel (J1):

(1) Ensures the IA Division is staffed with qualified military and civilian personnel to execute the IAP.

(2) Complies with this regulation and enforces local area network (LAN) security within the directorate.

c. The Director of Intelligence (J2):

(1) Appoints an Information Assurance Manager (IAM) formerly called Information Systems Security Manager (ISSM) for Sensitive Compartmented Information (SCI) systems.  The Defense Intelligence Agency (DIA) serves as the DAA for SCI systems and for non-SCI DoD Intelligence Information Systems (DoDIIS).

(2) Provides intelligence support to IA through the J2 Information Operations (IO) branch.

(3) Provides computer network defense threat assessment.

(4) Complies with this regulation for collateral systems and collateral DoDIIS policy with SCJ62.

d. The Director of Operations (J3):

(1) Serve as lead for the IO Cell.

(2) Responsible for Computer Network Operations (CNO), including oversight for theater Information Operation Condition (INFOCON), and coordinating CNO services for exercises and operations (e.g. Red Teaming).

(3) Makes recommendations to the command group on all operational IA matters and requirements that may impact operations, or command and control of U.S. forces in theater.

(4) Coordinates theater requirements for Joint COMSEC Monitoring Activity (JCMA).  Acts as the command’s liaison to JCMA during operational monitoring being conducted in SC AOR.  Responsible for advising the commander on actions to mitigate OPSEC concerns raised by JCMA monitoring activities and reports.

(5) Ensures that the Global Command and Control System (GCCS) is compliant with this regulation.

(6) Complies with this regulation and enforces LAN security within the directorate.

e. The Director of Logistics (J4):

(1) Ensures logistics systems installed on USSOUTHCOM networks comply with USSOUTHCOM and national policy for IA implementation.

(2) Complies with this regulation and enforces LAN security within the directorate.

f. The Director of Strategy, Policy and Plans (J5):

(1) Complies with this regulation and enforces LAN security within the directorate.

g. The Director of Command, Control, Communications, and Computers (C4) Systems (J6):

(1) Serves as the DAA for collateral information systems.

(2) Establishes an IA management structure to ensure that IA responsibilities are delineated at all echelons within USSOUTHCOM.

(3) Appoints, in writing, a Command Information Assurance Manager (CIAM).

(4) Ensures certification and accreditation programs are in compliance with DoD Information Technology Security Certification and Accreditation Process (DITSCAP).

(5) Appoints a Certification Authority (CA) for the certification and accreditation process.

(6) Ensures resources are available to perform information systems risk management.

(7) Develops minimum systems security standards.

(8) Chairs the Information Technical Management Board (ITMB).

(9) Ensures J6 staff complies with this regulation and enforces LAN security.

(10) Appoints the Chief of the Information Assurance Division (J62) to:

(a) Serve as the Command Information Assurance Manager (CIAM).

(b) Appoints the J6 representative to the IO Cell.

(c) Manage and assess the effectiveness of the IA program within the command.

(d) Define the IA management structure.

(e) Oversee the command’s IA Education, Training and Certification program.  Ensures that IA is integrated into operational training programs for managers, system administrators, users, and IA professionals.  Maintains training and certification records for the command.

(f) Manage the IA/Computer Network Division (CND) portion of the Theater C4 Coordination Center (TCCC).

(g) Establish and maintain a CND Common Operating Picture (COP).

(h) Manage an IA Readiness Review (IARR) Program.

(i) Manage IA reporting and compliance procedures to ensure compliance with the DoD mandated Vulnerability Management System (VMS) process, incident reporting, and INFOCON reporting.

(j) Develop and publish Information Systems Security, Computer Security, Network Security, Emanations Security, and Communications Security policies and procedures.  Provides guidance on these issues to USSOUTHCOM elements and support activities. 

(k) Ensure that all USSOUTHCOM collateral systems are accredited in accordance with DITSCAP instructions and collateral systems are certified prior to connecting to USSOUTHCOM networks.

(l) Serve as a member of the Configuration Control Board (CCB).

h. The Director of Transformation (J7)

(1) Complies with this regulation and enforces LAN security within the directorate.

i. The Director of Programs and Resources (J8)

(1) Ensures the IAP is adequately resourced to provide training and IA tools to support the theater IA strategy.

(2) Complies with this regulation and enforces LAN security within the directorate.

j. The Staff Judge Advocate (SJA):

(1) Advises and provides legal guidance on all IA activities, which include: Communications Security (COMSEC) Monitoring, Network Monitoring, and Red Team, insider threats, and any issues involving misconduct or illegal activities on the USSOUTHCOM enterprise.

(2) Serves as the focal point for legal issues that pertain to the search and review of holdings of Internet and E-mail data for the purpose of responding to requests for information pursuant to the Freedom of Information Act, Privacy Act, and/or Congressional or other investigative inquiries.

(3) Coordinates with the SCJ2, Counter Intelligence (CI) support office, on all incidents of possible computer crime.

(4) Complies with this regulation and enforces LAN security within the directorate.

k. Command Communications Providers:

(1) Implements the defense-in-depth strategy on all networks installed, operated and maintained by these activities.

(2) Appoints IAM (formerly ISSM, Information Systems Security Manager) in writing and provides copies to the CIAM.

(3) Complies with this regulation and enforces LAN security.

l. Components: 

(1) Ensures compliance with service and theater IA regulation.

(2) Appoints IAM in writing and provides copies to the CIAM.

(3) Coordinates with J6 to deconflict policy issues.

m. Direct Reporting Units:

(1) Ensures compliance with theater IA regulation.

(2) Appoints IAM in writing and provides copies to the CIAM.

(3) Implements the defense-in-depth strategy, and integrates IA in all network planning and configuration.

n. Security Assistance Office (SAO):

(1) Ensures compliance with theater IA regulation.

(2) Appoints IAM in writing and provides copies to the CIAM.

(3) Coordinates with J62 (IA Division) any issues that arise from differences in Department of State (DoS) and DoD policy.

o. Joint Task Forces (JTF):

(1) Appoints IAM in writing and provides a copy to CIAM.

(2) Implements the theater defense-in-depth strategy, and integrates IA in all network planning and configuration.

(3) Complies with this regulation and enforces LAN security.

p. The Information Assurance Directorate, NSA Central Security Service Representative (NCRSOUTH):

(1) Coordinates with J62 on all national level IA guidance and policy.

(2) Facilitates all interactions between J6, J3 and JCMA.

(3) Provides technical guidance on Information Systems Security (INFOSEC) products and services.

(4) In cooperation with J2IO, provides threat information relative to communications and information systems supporting USSOUTHCOM.

(5) Facilitates NSA IA Program assistance (e.g., network assessments and evaluations).

q. The USSOUTHCOM Defense Information Systems Agency (DISA) FSO IA Representative:

(1) Coordinates with DISA and other agencies on behalf of J62 on all DoD level IA guidance and policy.

(2) Coordinates with DISA FSO on behalf of J62 for IA training and exercise.

1-6. Releasability.  Copies of the regulation can be obtained from the J62 website at http://www.southcom.smil.mil. 

Chapter 2 - Information System Security

Section I – Chapter Introduction  

2-1. General.  This chapter provides USSOUTHCOM policy to implement INFOSEC in the AOR as prescribed by national level security directives and policies. 

2-2. Topics.  This section will address the following:

a. Individual functions and responsibilities of IA managers, system administrators and information system users.

b. Software security and controls.

c. Hardware security and controls.

d. Personnel security to include training and foreign national employee/liaison officer access to information systems.

e. Security controls for information system media and electronic files.

f. Certification and accreditation standards for the AOR.

g. Wireless device security.

h. Firewall, ports and protocols policy.
Section II - Individual Functions and Responsibilities 
2-3. General.  This section describes the responsibilities and functions of the Designated Approval Authority (DAA), Information Assurance Manager (IAM), Information Assurance Officer (IAO), System Administrators (SA), and the individual/information system user.  People are the first line of defense in the defense-in-depth strategy.  In order for an integrated IA plan to function properly, the responsibilities from management down to the user must be clearly defined and strictly enforced.  
2-4. Designated Approval Authority (DAA)
a. The DAA will be a US citizen and US Government (USG) employee, with minimum grade requirement of O-6 or GS-15.

b. The DAA will have the authority to accept the risk of operating all information systems under the DAA’s jurisdiction.  The appointing authority will ensure that the DAA has a highly trained and qualified security staff to support technically correct security assessments of the information systems under his/her jurisdiction.

c. The DAA will understand the operational need for the system(s) and the operational impact if any of the information systems are taken out of service.

d. The DAA shall ensure that IA is incorporated as an element of DoD information system life-cycle management processes.

e. For DoD information systems or enclaves under his purview, ensure that all IA-related positions are assigned in writing, include a statement of IA responsibilities, and that appointees to positions receive appropriate IA training.

f. The DAA will establish the command’s formal Certification and Accreditation (C&A) program.  The DAA is responsible for the following C&A actions:

(1) Ensure each system is properly certified and accredited based on the system environment and sensitivity levels.

(2) Issue a written accreditation/certification statement after formal review of the System Security Authorization Agreement (SSAA).

(3) Grant final and interim accreditation of the network in a specified security mode.

(4) Delegate accreditation approval authority, as required by the mission.  The individual(s) delegated must be at least an O-6/GS-15 and in an information assurance/information system security position to be granted this authority.

(5) Review the SSAA to confirm compliance with DoD established policy and review the risk assessment to ensure risk levels are within acceptable limits. 

(6) Ensure compliance with the DISN Security Accreditation Working Group (DSAWG) and CJCSI 6211.02 interconnection approval processes.

(7) Establish working groups to resolve issues regarding those systems requiring multiple or joint accreditation.  Document condition or agreements in memoranda of agreement (MOA).

(8) Ensure that when classified or sensitive but unclassified (SBU) information is exchanged between logically connected components, the content of this communication is protected from unauthorized observation by acceptable means, such as encryption, and/or Protected Distribution Systems (PDS).

(9) Ensure that IA-related events or configuration changes that may impact accreditation are reported to affected parties, such as Information Owners and DAAs of interconnected DoD information systems.

g. The DAA will ensure the establishment, administration, and coordination of security for systems that the DAA’s command or organization operates.

h. The DAA will ensure that an incident reporting program is established and security incidents or events are reported to affected parties (i.e., interconnected systems, data owners, etc.) IAW CJCSI 6510.01 and CJCSM 6510.01.

i. The DAA will ensure that organizations plan, budget, allocate and spend resources to achieve and maintain an acceptable level of security and to remedy security deficiencies.

j. The DAA will ensure that an education, training and awareness program is in place.

k. The DAA will complete training and certification as prescribed in Appendix B.

2-5. Information Assurance Program Manager (IAPM)

a. Hold a USG security clearance and access approval commensurate with the level of information processed by the information system.

b. A contractor will not permanently fill this position.  Temporary assignment of contractor personnel for a specified time, as an exception, is authorized until the position can be properly filled.

c. Complete the prescribed training and certification program found in Appendix B. 

d. Accountable for establishing, managing, and assessing the effectiveness of all aspects of the IA program within the theater.

e. Develop, manage and maintain a formal IA security program that includes defining the IA personnel structure and ensuring the appointment of a Theater Information Assurance Manager (TIAM), as well as Information Assurance Managers (IAM) at appropriate subordinate installations.  

f. Implement, and enforce Chairman, Joint Chiefs of Staff, DoD and theater IA policy.

g. Ensure that IA personnel review and implement bulletins and advisories that affect the security of their information systems.

h. Ensure that all IA personnel receive the necessary technical (e.g., operation system, network, security management, system administration) and security training to carry out their duties and maintain certifications.

i. Serve as the primary point of contact for IA-related actions.  This includes IAVM reporting, compliance, vulnerability assessments, and feedback to SCJ6 staff on current or upcoming IA policies.

j. Ensure the DITSCAP program is implemented.

k. Ensure the development of system certification and accreditation (C&A) documentation.

l. Ensure approved procedures are in place for clearing, purging, and releasing system memory, media, output and devices.

m. Ensure DAAs maintain a repository for all system C&A documentation and modification.

n. Ensure that security violations and incidents are reported to the CONUS RCERT.

o. Ensure that protective and corrective measures are implement for vulnerabilities or incidents per direction of the CONUS RCERT.

p. Verify data ownership responsibilities (including accountability, access, and special handling requirements) for each IS or network.

q. Establish, conduct, and oversee a command program of announced and unannounced IA assessments.

r. Program, manage, execute and report J62 (IA and COMSEC) budgets. 

s. Serve as a member of the configuration management board, where one exists.

t. In coordination with the J2, J3 and J6, provide technical and non-technical information to support the INFOCON program.

u. Ensure that program controls are in place to confirm user access requirements.

2-6. Theater Information Assurance Manager (TIAM)

a. Hold a USG security clearance and access approval commensurate with the level of information processed by the information system.

b. Complete the prescribed training and certification program found in Appendix B.

c. Appoints, in writing, Information Assurance Managers (IAM) in theater.

d. Program manager of the INFOSEC program, oversight of the Security, Awareness, Training and Education (SATE) Program, and Certification and Accreditation (C&A) Program.

e. Advise the IAPM or DAA on the use of specific network security mechanisms.

f. Evaluate network threats and vulnerabilities to ascertain the need for additional safeguards.

g. Assess changes in the network, its operational and support environments, and operational needs that could affect its accreditation.

h. Oversee periodic use of authorized scanning and assessment tools. 

i. Assist the IAPM in monitoring and enforcing the IAVM and INFOCON processes.

j. Develop, coordinate, and ensure implementation of policy to secure all USSOUTHCOM information systems to assure confidentiality, authorization, non-repudiation, integrity, and available of networks within the theater.

k. Reviews joint and service level information systems procedures and policies for integration into the USSOUTHCOM program.

l. Acts as the principal advisor to the Chief Information Officer (CIO) for all information systems security concerns and ensures they an integral part of C4S program management.

m. Manages and tracks all theater level Secret and Below Interoperability (SABI) requirements submitted to the SABI program office for review and approval by the DISN Security Accreditation Working Group (DSAWG).

n. Administers Information Systems Security Risk Management Program.

o. Coordinates with designated agencies to resolve INFOSEC issues.

p. Ensures appropriate countermeasures exist and are implemented to respond to identified threats or assessed vulnerabilities.

2-7. Information Assurance Manager (IAM)
a. Hold a USG security clearance and access approval commensurate with the level of information processed by the information system.

b. Complete the prescribed training and certification program found in Appendix B.

c. Forward a copy of IAM appointment letter to the TIAM.  

d. Appoint an Information Assurance Officer (IAO) in writing for each information system and network, and ensure that they receive proper technical training and that they are following information system policies and procedures.
e. As needed, appoint other information assurance professionals in writing (e.g., IAOs, Terminal Area Security Officers, Information Technology Officers, etc.) to assist with the implementation and enforcement of IA-related policy and guidance.  Ensure that they receive proper technical training to carry out their tasks.

f. Implement the IA program within their command and ensure that all systems are accredited IAW the DITSCAP and USSOUTHCOM C&A program.

g. Maintain a repository of all certification and accreditation documentation of systems under their control.

h. Formally inform the TIAM or IAPM of any changes impacting the IA posture.

i. Conduct periodic reviews of the systems and networks under their jurisdiction to ensure that changes have not occurred that affect security and negate the accreditation.

j. Review threat and vulnerability assessments to determine that appropriate security measures are in place to manage the risk to systems and networks under their jurisdiction.

k. Oversee the execution of the IA training and certification program within his jurisdiction.

l. Enforce the established policy for review of weekly alerts, bulletins and advisories.  Assess the impact to security based on reports from the DoD Computer Emergency Response Team (CERT) or service CERTs, and comply as prescribed in Incident and Vulnerability Reporting at Appendix C.

m. Establish a program to review audit trails of systems and networks, and maintain an archive of all required audit records.
2-8. Information Assurance Officer (IAO) 
a. Hold a USG security clearance/access approval commensurate with the level of information processed by the information system.

b. Successfully complete technical and security training in accordance with Appendix B.

c. Ensure a copy of IAO appointment letter is forwarded to the TIAM.

d. Ensure the information system is operated, used, maintained and disposed of in accordance with this regulation and local security policies.

e. Ensure the network, site, system, or application information system is certified and accredited IAW the DITSCAP.

f. Ensure accreditation/certification support documentation package for system for which they are responsible is developed, maintained and updated as required.

g. Ensure users and system support personnel have the required security clearances, authorization and need-to-know; are indoctrinated; and are familiar with internal security practices before granting access to the information system.

h. Maintain copies of user memorandum of agreement on all accounts issued for information systems and/or networks under their jurisdiction.

i. Prepare, distribute, and maintain plans, instructions, guidance and standing operating procedures (SOP’s) concerning the security of system operations.  Enforce security policies and safeguards on all personnel having access to the information system for which the IAO is responsible.

j. Serve as a member of local CM board if designated by the IAM.

k. Initiate protective or corrective measures to maintain security on information systems.

l. Ensure warning banners are placed on all monitors and appear when a user accesses a system.

m. Notify the IAM or TIAM when changes occur on information system(s) that might affect accreditation/certification.

n. Report security incidents to the IAM or TIAM in accordance with this regulation and/or service guidance.

o. Report the security status of the accredited environment as required by the DAA, and update the SSAA as the information system is modified or new components are added.

p. Conduct periodic reviews to ensure compliance with the accreditation/certification support documentation package.

q. Ensure approved security patches are installed as directed.

r. Occasionally employ password-cracking tools to identify weak or non-compliant passwords.
2-9. System Administrator (SA)
a. Hold USG security clearance/access approvals commensurate with the level of information processed by the information system.

b. Complete SA training and certification IAW Appendix B.

c. Maintain information system and networks to include hardware and software.

d. Monitor information system performance and system recovery processes to ensure security features and procedures are properly restored.

e. Work closely with the IAO/IAM to ensure the information system or network is used securely.

f. Report security incidents to the IAO/IAM immediately IAW this regulation.

g. Provide customer support, ensure users have been granted the requisite security clearances, authorization, need-to-know, and are aware of their security responsibilities before granting access to the information system.

h. Ensure the system is operated, maintained, and disposed of in accordance with this regulation, local directives, and as outlined in the Certification and Accreditation support documentation package.

i. Maintain software licenses and documentation, and notify the IAM/IAO when changes occur that might affect the C&A.

j. Assist the IAM and IAO in development and maintenance of C&A support documentation package.

k. Conduct periodic reviews to ensure compliance with the C&A support documentation package.

l. Maintain and document the CM of the information system software, hardware, and information system warning banners.  Assist the IAO in maintaining configuration control of the systems and applications software.

m. Establish audit trails and conduct reviews weekly, and ensure audit records are archived for future reference as directed by the IAO and IAM.

n. Provide backup of system operations.

o. Respond to Information Assurance Vulnerability Alerts (IAVAs), IA Vulnerability Bulletins (IAVBs), and other vulnerability notification using the Vulnerability Compliance Tracking System.

p. Evaluate known vulnerabilities to ascertain if additional safeguards are needed.

q. Advise the IAO of security anomalies or integrity loopholes.

r. In coordination with the IAO, administer user identification and authentication mechanism(s) of the information system or network.

s. Administer and protect SA passwords.  The minimum standard for all SA system passwords is a mix of 12 characters using four character sets (uppercase letters, lowercase letters, numbers, and special characters).  SAs are prohibited from using their user identification (ID), common names, birthdays, phone numbers, consecutive numbers or letters, alphanumeric sequential combinations, or dictionary words.

t. Safeguard passwords at the sensitivity level of the system for classified systems and at the confidentiality level for unclassified systems.  Passwords will be classified at the highest level of information processed on that system.

u. Periodically, at the direction of the Information Systems Assurance Officer, employ password tools to identify weak or non-compliant passwords. 

2-10. Program Manager (PM) (e.g., GCCS, DMS)
a. Define system schedule and budget.

b. Define and validate system performance, availability, and functionality requirements.

c. Develop overall SSAA and prepare C&A for the program.  (Site accreditation is still the responsibility of the IAM and IAO at each location implementing the system.)

d. Support all certification actions to include review of certification results and making system revisions as applicable.

e. Test the integrated system to ensure security meets the standards developed in the SSAA.

f. Operate the system as described in the SSAA.

g. Maintain an acceptable level of residual risk.

h. Submit proposed changes through the CM process.

i. Develop remediation for the integrated system based on DoD CERT issued IAVA.  Publish remedial actions for implementation by SAs within the DoD CERT established time limits for compliance.

2-11. Individuals/Information System Users (e.g., DoD military, civilians, and contractors)
a. In and out-process as directed by local policy.

b. Complete the INFOSEC training before gaining access to a USSOUTHCOM network or information system.  See paragraph 2-22 for specifics.  Complete annual training as directed.  

c. Sign an Information System User Agreement (sample at Appendix D) upon receipt of new system or network account.

d. Safeguard information and information systems from unauthorized or inadvertent modification, disclosure, destruction, or use.

e. Use DoD information systems only for official use and authorized purposes in accordance with DoDI O-8530-2, Support to Computer Network Defense (CND) and the DoD 5500.7-R, Joint Ethics Regulation, Use of Federal Government Resources.

f. Only access data or use operating systems or programs as authorized.

g. Do not use private government accounts off-site (e.g., at home, etc.) for USSOUTHCOM-related business, unless specifically authorized in writing by their director or commander.

h. Do not use a private commercial ISP account (e.g. yahoo, hotmail, etc.) for USSOUTHCOM-related business.  Use of private personal accounts will be completely at the user’s expense.
i. Use USG acquired hardware and software.  Use of personally owned hardware, software, shareware, or public domain software (such as peer-to-peer software) is prohibited unless a written waiver is granted by the DAA.

j. Protect controlled unclassified information and classified information to prevent unauthorized access, compromise, tampering or exploitation of the information.

k. Properly mark and safeguard sensitive-but-unclassified information so that only authorized persons have access, it is used only for its intended purpose, and it retains content integrity.

l. Mark all files created, copied, stored, or disseminated on DoD information systems and networks (e.g. messages, electronic mail, word processing documents, spreadsheets, databases, graphical presentations, etc.) with the appropriate classification level in accordance with Executive Order 12958 and DoD 5200.1-R.

m. Do not share, disclose or display your password to anyone.  Manage and protect passwords for systems requiring logon authentication.  The USSOUTHCOM standard for user passwords is a mix of eight characters minimum using all four character sets.  Users are prohibited from using their user ID, common names, birthdays, phone numbers, consecutive numbers or letters (888Aaa!*), alphanumeric sequential combinations (987AbC!@), or dictionary words.  It is possible to meet the password requirements but still have a weak password, therefore SAs will employ password tools to identify weak or non-compliant passwords.  SAs will inform users to change weak or non-compliant passwords upon next logon.

n. Group accounts (e.g., exercises, watch officer accounts, etc.) shall not share a password.  

o. Safeguard passwords at the sensitivity level of the system for classified systems and at the confidentiality level for unclassified systems.  Passwords will be classified at the highest level of information processed on that system.  Users shall employ a different password for each network account assigned to them (e.g., SIPRNet, NIPRNet, JWICS, etc.).

p. Manually screen-lock the workstation when leaving the immediate work area.  When mission permits, utilize default timeouts (15 minutes or less) that invoke password-protected screen savers.  Log off the workstation at the end of each working day or when leaving the work area for 15 minutes or more.  Local security guidance may be more stringent.

q. Allow no maintenance to be performed on any workstation by anyone but authorized SAs.

r. Virus-check all information prior to uploading onto any DoD or USSOUTHCOM information system.  Some components may choose to disallow any uploading.

s. Not load any unauthorized executable or program files (e.g., .exe, .com, .vbs, or .bat) onto DoD or USSOUTHCOM information systems.  Any software or program file that is not a part of the approved USSOUTHCOM baseline, required for use by a user in execution of his/her mission must be approved by the DAA via the Information Technology Request (ITR) process.  Anti-virus software, definition updates, hot fixes, service packs, etc. are part of the underlying approved baseline.

t. Do not engage in “streaming” content from audio, visual or data streaming media sources for non-mission related purposes.  Only certain individuals have the job-related task of viewing streaming content.  Viewing or listening to radio stations, news channels, stock updates, sports scores, or other non-mission related content for general, personal education or entertainment purposes is prohibited on government systems.

u. Immediately report any malicious or unintentional damage of government computer equipment or any unexplained/suspicious changes in configuration, operation, or data to the appropriate System Administrator (SA), Information Assurance Officer (IAO), or appropriate authority.

v. Do not use the Internet for non-mission related purposes or personal gain.  Do not visit unauthorized web sites (i.e. pornographic, gambling, or hate crime sites).   
w. Not write malicious code (e.g., virus or trojans).

x. Report all security incidents immediately to their IAO.

Section III – Software Security and Controls

2-12. Software Security

a.
Only software specifically developed, approved for use, or purchased or leased by an authorized U.S. government representative will be used on the system.  Freeware, public domain software, and shareware are not permitted on USSOUTHCOM information systems and networks.  The DAA may approve implementation of such software based on an operational requirement.  Request to add freeware, public domain software or shareware on any USSOUTHCOM system must come through the local IAM with a report on full testing in a lab environment, and a risk assessment, along with the operational requirement.


b.
All software will be approved by the DAA for installation and use on an accredited operational system.  The software must be certified (see paragraph 2-11 for certification process) to ensure its operation will not interfere with security features running on the network or system, and to ensure it is free of malicious logic.  The IAO will develop and implement controls to protect all software against compromise, subversion, unauthorized manipulation, and unauthorized use.


c.
Personally owned software, to include audio CDs and DVDs (due to the risk created by other executable files that might be on the CD or DVD), will not be introduced onto USSOUTHCOM information systems and networks.  Untested and unapproved software can inadvertently introduce computer viruses into the local system and/or network, potentially creating hidden back doors for hackers to enter.

2-13.   
Software and Hardware Product Security Assessment and Certification

a.
Purpose.  To define and delineate procedures and processes to conduct security assessments and certification of software and hardware to be used on USSOUTHCOM information systems and networks.  


b.
Three-Step Process.

(a) Step One:  Research.  Research and study periods before testing reduce user-derived errors on the test results.  Analysts must be proficient in every aspect on the product’s operations and idiosyncrasies.  Product research uses both internal and external resources to gauge pre-existing security issues affecting the use of the product being assessed.

(b) Internal Resources.  Internal resources can be defined as DoD sponsored research conducted by agencies such as DISA, NSA or the National Intelligence Support Team (NIST).  Research or testing results of products can normally be found on the NIST web page. Obtaining this information allows the analysts to deliver an assessment in a timely manner, accompanied by independent data supporting the findings.

(c) External Resources.  Many commercial institutions conduct assessments and evaluations on products that are available to the general public.  Examples of these include Information Security Magazine, TruSecure, BugTraq.com and the SysAdmin, Network, Audit and Security (SANS) Institute, etc.  Analysts must be aware that using white papers or other documents published by commercial enterprises may contain some bias, and these products should be used cautiously to back up the analyst’s independent assessment.

(d) Step Two:  Testing.  The true measure of a products security is through planned testing practices.  The steps for a well defined test process are outlined below:

(e) Testing Methodology.  Based on the requirements defined by the user for the products intended use, an initial plan for the assessment is developed. The plan should define the scope of the testing.  The analyst must separate those variables that should or should not be included in the evaluation.  Since a security assessment does not focus on administrative impact, user interface, bandwidth requirements, and training, these operational issues have no need to be included in the test plan.

(f) Configuration.  Develop specific scenarios and test cases to conduct the testing/evaluation.  Identify expected test results if applicable.  Identify criteria for recording test results (intermediate, final, etc.) including:  accuracy required, maximum and minimum duration of test (time or events), conditions requiring re-testing, severity of errors encountered, and other criteria as they apply to the specific product.  Develop questions to identify the scope of specific testing procedures that must be answered at the end of the assessment.

(g) Hardware Setup.  Identify the procedures necessary to prepare the hardware for the test(s), and record specific hardware used along with information on the switch settings, cable connections, control and data paths.  Include the step-by-step preparations used to configure the hardware and to verify correct equipment operation.

(h) Software Setup.  Identify any specific procedures, tools, etc., required to load the software and accomplish the testing/evaluation.  Specify all versions of baseline software that the product is intended to support or use.  It is critical for the success of the test that it is conducted on a system or network that mimics the supporting infrastructure. 

(i) Test Tools.  Identify test tools required and ensure they are available and fully functional.  Record version numbers, manufacture, and operational purpose for reference later. Ensure that the analyst is familiar with these tools, especially if the tools used were obtained from public sources.  Ensure that security standards for any tools used are installed or setup as close to the “best practices” used throughout the DoD and IA community.

(j) Test Documentation.  The most useful and important tool in this process is the test documentation.  Determine what documentation is required to record test results.  Documentation should be of sufficient detail to defend and explain results, including all test configuration data, research findings, supporting third party documentation from internal and/or external sources.

(k) Step Three:  Reporting.  After all test data has been accumulated and analyzed, a report should be published and disseminated to the DAA, IAM, IAO, and SAs of the network or information system. The scope of the report should address all technical and operational requirements and inquiries regarding the product.  The report is a tool for security personnel, such as the IAM, and technical personnel, such as the SA, to make sound decisions on approval or disapproval for a product to be added to a network or information system.  Therefore, the report should be written with enough technical and non-technical information to allow both to make an educated judgment on the risks of introducing the product(s) onto a network or information system.
Section IV - Hardware Security and Controls

2-14.  
Keyboard, Video/Monitor, and Mouse (KVM/KMM) Switch Policy

a. Purpose.  To provide the policy and procedures outlining the minimum requirements for the management of KVM or KMM switches used to share a common keyboard, mouse, and monitor between Computer Processor Units (CPU) of different security, sensitivity, or classification levels.

b. Policy.  

(1) Only KVM/KMM switches that have been approved for use by the Secret Internet Protocol Router Network (SIPRNet) Connection Approval Office (SCAO) shall be used on USSOUTHCOM networks or systems.  The list of approved switches can be found at https://iase.disa.mil.

(2) Information Assurance Managers will maintain the KVM/KMM switch user agreement (Appendix E) and verify that the user has completed the requisite training and complies with the requirements for introduction and use of the multi-position KVM/KMM switch.  The IAM will ensure multi-position switches are installed correctly and that an approved configuration management program is in place to track and account for each multi-position switch unit and ensure tamper seals are placed on the equipment.

(3) Information Assurance Security Officers and SAs will ensure that the Local Configuration Control Board (LCCB) approves the system, and that systems are installed correctly and meet all TEMPEST standards.  Periodic inspections will be conducted by the command’s Certified TEMPEST Technical Authority (CTTA) to ensure that configuration of the KVM/KMM has not changed.  Ensure the desktop banners, backgrounds, and screen locks have the proper classification banner displayed.

(4) Users will read and sign the KVM/KMM Switch User Agreement form (Appendix E).  The user is responsible for protecting the information system and KVM/KMM in his/her area.  Users will immediately report any security violation IAW local security reporting standards.  Report any suspected tampering or mishandling of the KVM/KMM switch to your Information Management Officer or IAO.

(5) KVM/KMM switches are strictly prohibited for use to share printers in an office or on separate security domains.

2-15. Government Issued Portable Computing Devices 

a.
A government issued portable computing device, or a contractor issued portable computing device in direct support of a government program, includes but is not limited to laptops, personal electronic devices, personal digital assistants, and other such devices which process and retain data.  Such a device, unclassified and/or classified, shall operate only as a deployable unit in either system high or dedicated security mode of operation.  It shall not be networked nor have any logical/physical connection to a USSOUTHCOM government network.  Specifically, laptops are not authorized in lieu of (temporary or permanent) a desktop workstation.  This last point applies to all SOUTHCOM except deployed JTFs in support of a crisis or operation in the AOR (e.g. ODC in Colombia).

b.
Portable computing devices (when technically possible) shall be baselined, STIG'ed and installed with appropriate software to establish a secure, VPN dialed-in connection (e.g., Smartpass) for an authorized user to check their SOUTHCOM E-mail via remote authentication method (e.g. Outlook Web Access).  The appropriate supporting entity shall configure/service the device.  Clarification shall be made with the J62 Information Assurance Division to determine the responsible entity.


c.
Documents Required for Travel.  When removing a laptop or other such portable computing device from any U.S. Government owned or leased workspace all personnel must obtain a Property Pass (GSA Optional Form 7 is recommended), signed by the director or a designated representative.  If the laptop/device is a classified system, the user must also have in their custody a properly authenticated Courier Authorization Card (DD Form 2501) and a courier authorization letter issued by their local security office.


d.
Sensitive Unclassified Laptops/Devices/Equipment  

(6) When traveling via private or commercial transportation, the user will maintain constant control of the laptop/device.  At no time will a government issued laptop be checked in as baggage.  Unclassified devices can be put through x-ray security screening at airports, but the user must ensure that he/she maintains constant visual contact to avoid theft.  

(7) Users are authorized to operate the laptop/device in public, at home, or in non‑secured area.  However, care must be exercised to ensure that unauthorized individuals, to include family members and friends, do not view SBU information or operate the SBU equipment.

(8) When not in the physical possession of an authorized individual, unclassified laptops/devices should be stored in a secure place or in a locked container.


e.
Classified Laptops/Devices/Equipment

(1)
Refer to DoD 5200.1-R, Chapter 7.3 and Army Regulation 380-5 for general guidance on escorting or hand carrying classified materials.   Transporting classified equipment/information aboard commercial aircraft will not be done except in time-critical or emergency situations and until all other, more secure, methods of transmission or transportation have been considered and determined to be impractical.  Before transporting classified material/equipment on commercial aircraft in an official travel status within CONUS, travelers must obtain a Letter of Authorization from the USSOUTHCOM Security Manager.  Before transporting classified material/equipment outside CONUS on a commercial aircraft, requests will be submitted to the servicing command security manager (for collateral information) or to the SSO (for SCI).  Contractor personnel should contact their company security office to obtain appropriate courier authorization.  Additionally, when traveling overseas, travelers should review the State Department Composite Threat List for all areas of travel.  Audible travel warnings and consular information may be heard anytime by calling the Citizen’s Emergency Center at (202) 647-5225 or on the World Wide Web at travel.state.gov from an unclassified machine.
(2)
Security x-ray screening at airports of classified laptops/devices is prohibited because laptops/devices are a premium target for theft.  The following is guidance for travelers who must carry classified material/equipment on commercial aircraft:

(a) Present Courier Card and Letter of Authorization to airport security personnel or Customs inspector, and ask to speak with the senior Customs or security official.  Again, present your Courier Card and Letter of Authorization and explain to the senior official that you must maintain positive control of the material and cannot pass it through the x-ray machine due to the sensitivity of the information.  If the official demands to view the contents of the classified equipment, agree and ask that it be screened in an office or some location that will protect it from being viewed by the general public.  Courier must remain with the laptop/equipment at all times.

(b) Should the security official demand that the laptop be put through the x-ray screening equipment at the gate, request that the screening line be closed until they have completed the screening of your bag or equipment.

(3)
Classified laptops/devices shall not be checked in as baggage. The laptop/device must be hand‑carried onto the aircraft and kept in your personal custody at all times.

(4)
Classified laptops/devices will not be opened enroute or operated outside of a DoD or US Government controlled space.

(5)
Classified equipment and materials must not be left unattended except when stored in an authorized GSA security container. During travel, it must stay in the possession of the traveler and during overnight stops the laptop/device/equipment must be stored at US military facilities, US embassies or consulates, or cleared contractor facilities in an approved security container. Classified material is never authorized to be stored in hotel safes or rooms.

(6)
Travelers carrying classified laptops/devices and material are responsible for the safety of such property at all times, to include during emergency situations.


f. 
Loss or theft.
(1)
USSOUTHCOM personnel are responsible and accountable for equipment issued to them whether it is unclassified or classified.  Should the laptop/device or material be lost, report the loss immediately to your supervisor, the issuing office and your local security office.  When classified equipment is stolen or lost, it must be processed as a security incident according to DoD Regulation 5200.1R.

(2)
When it has been determined that a loss or theft of equipment, including parts or software, has occurred at a US Government facility, immediately notify the local security office and the Base or Installation Security Office.  

(3)
Should a loss or theft of equipment occur while in the personal custody of a USSOUTHCOM employee (e.g., at home or while in travel status), the employee should contact the local police and make a report.  Contact your local security office as soon as possible and provide them a copy of the local police report.  Subordinate commands will report the loss or theft to the USSOUTHCOM Security Division.

2-16. USB Port Usage

a. 
Background.  New technologies in secondary storage media devices have introduced the need to clarify current information assurance policy.  Operational benefits of highly portable, reusable and removable secondary storage media devices are acknowledged.  However, these devices pose additional risk to USSOUTHCOM systems.


b.
Applicability.  This policy refers to any universal serial bus (USB) storage device (e.g., thumb drive, memory stick, removable media) that can be connected to a workstation or other computing device via USB port. 


c.
Policy.  Due to the inherent risk that secondary storage media pose to the computing environment, USB ports shall be disabled on computing devices that process classified or controlled unclassified material.  DAA approval will be obtained, in writing, only when the use of USB meets compelling operational requirements in classified computing environments, or when based upon the securely-conceived architectural design of the device mandating the use of USB connections.  Use of these connections (e.g., keyboard, mouse, print devices, etc.) shall be in keeping with best security practices to be considered for waiver by the USSOUTHCOM DAA.  Use or connection of personally owned removable secondary storage media with any government computing device is strictly prohibited without prior written approval of the DAA.

Section V – Personnel Security

2-17.   
General.  Personnel are the most critical element of any information system; they are clearly the “First Line of Defense.”  Therefore it is imperative that users and system administrators hold the appropriate security clearance for the systems or networks they will access.  The following guidelines are based on ref A-15 and other applicable DoD instructions.
2-18.   
Unclassified Systems and Networks

a.
Users.  All personnel having access to DoD or USSOUTHCOM unclassified information systems must have a minimum of a favorable National Agency Check (NAC) or host country equivalent investigation completed within the past 10 years and complete INFOSEC training before a LAN account is issued.  The preferred source of DoD user training is the INFOSEC CBT.  Local user training may be substituted for the INFOSEC CBT if such training meets the minimum user requirements set in CJCSM 6510.01. This includes, but is not limited to, all military, government civilians, Non-appropriated Fund employees, contractors, consultants, volunteers, Red Cross, and MWR personnel that have unlimited access to government systems.  The only exception is use of a Family Support Center system by spouses and/or family members to send and receive E-mails from deployed forces in the AOR.  Access controls to systems used in Family Support Centers will be established by the local commander to ensure that DoD or USSOUTHCOM information systems and networks are not exploited due to misuse or abuse by family members.


b.
System Administrators (SAs). Personnel assigned to positions in which they are responsible for the planning, design, operation, maintenance, and security of unclassified information systems and/or networks must have a security investigation completed in accordance with national policy.  In most cases SAs will have a minimum of a BI/SBI investigation before they are granted administrator privileges.  Training and certification requirements for SAs and other IA professionals are found in Appendix B.  USSOUTHCOM headquarters or DRUs that allow foreign nationals to be assigned in SA positions will ensure that the foreign national only has limited privileges (e.g. no root access) and meet the standards required for US government employees in the same status.


c.
Foreign National Employees. Foreign nationals employed by DoD organizations overseas, whose duties do not require access to classified information and use US information systems or networks for administrative purposes must meet all the training standards of US employees, and shall be the subject of the following record checks:

(9) Host government law enforcement and security agency checks at the city, state (province), and national level, whenever permissible by the laws of the host government;

(10) Defense Central Index of Investigations; and

(11) FBI-HQ/ID (where information exists regarding residence by the foreign national in the US for 1 year or more since age 18).


d.
Foreign Liaison Officers.  Foreign Liaison Officer refers to a foreign government military member or civilian employee who is authorized by his or her government, and is certified by a DoD component, to act as an official representative of that government in its dealings with a DoD component in connection with programs, projects or agreement of interest to both governments.  The three types of Foreign Liaison Officers include Security Assistance, Operational, and National Representatives.  The Foreign Liaison Officer Program is discussed in DoD Directive 5230.20, “Visits, Assignments, and Exchanges of Foreign Nationals”; dated 12 Aug 98.  Foreign Liaison Officers access to unclassified DoD information systems (e.g. NIPRNet) must be in accordance with CJCSM 6510.01 Appendix B to Enclosure C, paragraph 5.  

2-19.  
Classified Systems and Networks


a.
Users.  All personnel having access to DoD or USSOUTHCOM classified information systems must hold a valid security clearance commensurate with the highest classification level of information stored on the information system or network (see ref A-14 for information regarding personnel security investigations, etc.) and complete INFOSEC training before a LAN account is issued.  The preferred source of DoD user training is the INFOSEC CBT.  Local user training may be substituted for the INFOSEC CBT if such training meets the minimum user requirements set in CJCSM 6510.01. This includes, but is not limited to, all military, government civilians, contractors, and consultants that have unlimited access to government systems.


b.
System Administrators.  System administrators with access to classified systems must hold a security clearance commensurate to the highest classification level of information stored/processed on the information systems or network.  Training and certification requirements for SA’s and other IA professionals are found in Appendix B.  Foreign nationals are not authorized to be appointed as system administrators on classified systems or networks.


c.
Foreign National Employees.  In most cases, foreign national employees will not be allowed access to US classified systems or networks.  See your security manager or contact the Security Office at DSN 567-2349/1706 or commercial (305) 437-2349/1706.


d.
Foreign Liaison Officers.  Foreign Liaison Officers are not allowed access to US classified systems.  There are no exceptions.

2-20.  
Network Suspensions  


a.
Activities will suspend network access for, at a minimum, the following types of actions:

(1)  
Actions that knowingly threaten, damage, or harm DoD information systems, networks, or communications security (e.g., hacking or inserting malicious code or viruses). 


(2)  
When an individual has a security clearance and that clearance is suspended, denied, or revoked; or a person in the process of obtaining a clearance is denied an interim clearance.


(3)  
Unauthorized use of the same.


b. 
Suspension is not, in and of itself, a punitive action.  Activities will develop their own policies governing network suspensions and reinstatements.  Suspensions related to clearances must follow the guidelines of DOD5200.2-R.
Section VI - Security Controls for IS Media and Electronic Files  

2-21.   General.  Any form of media (e.g., floppy diskettes, compact discs, compact flash, zip disks, thumb drives, etc.) that is used to store or process information is an integral part of information systems.  Users must safeguard and control these media as they would a printed document, from proper marking and labeling to clearing, purging, declassifying or destroying.  This section will discuss procedures established in the AOR to accomplish this critical piece of protecting our information and information systems.

2-22.  
Labeling and Marking.   Executive Order 12958 prescribes a uniform system for classifying, safeguarding, and declassifying national security information.  The order states that classified documents “shall, by marking or other means, indicate which portions are classified, with the applicable classification level, which portions are exempt from declassification…and which portions are unclassified.”  Complying with the requirements of the order requires the labeling of information residing in electronic classified information systems.  At a minimum, “ all electronic classified information in the form of documents, images, or other human-viewable formats shall require plain-text markings indicating classification, handling restrictions, classifying authority, and declassification instructions, as would be required if they were paper products.”  New databases or other similar data repositories shall include database columns for identifying plain-text labels, or equivalent methods for labeling data elements. 

2-23.  
System Identification Screens.  All DoD information systems (to include routers and servers) must display “log-on notice and consent banner” that presents the notice information on the initial log-on page regardless of access methodology (e.g., network, website, remote access, dial-in, etc.).  An example of a DoD Log-on and Consent Banner is located at Appendix F.  This screen shall include the following information:

c. The classification level of the system and any control markings and compartments (e.g. UNCLASSIFIED, SECRET REL NATO, TOP SECRET).   A classification banner is also required for display after logon.

d. The name of the proponent organization for the system or network (e.g., USSOUTHCOM, JIATF-S).  The name may be displayed within an organizational logo, if the name is complete and legible.

e. The name of the system or network (e.g. GCCS, CNCMS).

f. A log-on notice and consent banner that advises the user that:

(1) the system is a DoD system, 

(2) the system is subject to monitoring, 

(3) this system is for authorized US government use only,

(4) monitoring is authorized in accordance with applicable laws and regulations and conducted for purposes of systems management and protection, protection against improper or unauthorized use or access, and verification of applicable security features or procedures and that use of the system constitutes consent to monitoring. 

g. The warning banner will be displayed prior to the logon screen and will remain displayed on the user’s screen until the user “Accepts” or “Declines”.  Should a USSOUTHCOM user choose to decline the system will not allow user logon.

h. The warning banner will be displayed after a successful log-on and will remain displayed on the user’s screen until a keystroke is entered.  This serves as an audible event that the banner could be read.

i. System owners will periodically review their existing electronic banners to ensure compliance with DoD policy in consultation with appropriate legal counsel.

j. See Appendix F for an example of a DoD Log-on and Consent banner.

2-24.  
Labeling and Handling of Removable Media.  Removable media includes floppy diskettes, CDs, DVD’s, compact flash cards/chips, removable hard drives, etc.  Standard Form (SF) labels were developed just for this purpose.  All media will be labeled and handled in accordance to the highest classification of the system in which it was operated (e.g., if media is read, or written to, in a SECRET system then the media is automatically classified SECRET).  The following standard forms will be used to label all media used in DoD information systems:  SF 706 – Top Secret, SF 707 – Secret, SF 708 – Confidential, SF 710 – Unclassified, and SF 711 and 712 for SCI.  For new media where SF’s are not appropriate due to shape or size, modifications to the SF are acceptable.  Note:  For memory sticks, thumb drives, and other USB storage media refer to paragraph 2-16. 

2-25.  
Electronic Files (E-files).  Electronic files will be marked to ensure that the data owner, as well as other users, can easily identify the overall classification level of the document.  The USSOUTHCOM standard marking convention for e-files:  (classification) file name (as prescribed by local naming conventions).  For example, the e-file for this regulation might be:  (FOUO) SCReg1001.doc.

2-26.  
Electronic Mail (E-mail).  All activities shall mark E-mail IAW USSOUTHCOM and DoD prescribed methods for marking classified documents.  Simply put, E-mails will contain paragraph markings, declassification instructions, classification authority, and downgrading instructions in the same manner as paper documents (see Appendix G for complete instructions and a sample of E-mail markings).  Also, all activities shall digitally sign all Unclassified E-mails with an officially issued DOD PKI certificate (ref paragraph 4-12f).  Digitally signing E-mails with a DOD PKI certificate assures the Defense in Depth tenants of Trust, Data Integrity and Non-repudiation are met." 

2-27.  
Web Pages.  Web pages must contain banner notification of the highest level of classification of the system they reside on.  It is the data owners responsibility to ensure any information provided to the web master for posting to a web site is properly marked, i.e. page and paragraph markings, declassification instructions, and distribution and releasability as prescribed for paper documents in reference A-13.  

2-28.  
Transmission Security.  The DoD requires all sensitive information to be protected commensurate with the associated risk of exploitation by US adversaries.  It is the responsibility of commanders to ensure that all DoD information is protected during transmission from exploit or intercept.  Use of NSA approved encryption devices are required for transmission of all classified US military information.  Bulk encryption is required for all US military information transmitted via radio, satellite, and landlines (copper or fiber) for end-to-end transmission security.  See CJCSM 6510.01, C-E-4.

2-29.  
Clearing, Purging, Declassifying, and Destroying Media.  The following provides guidance and procedures to clear and sanitize magnetic or other storage media that are no longer useable, require transfer, or must be released from the control of cleared US government personnel.  The IAM has primary responsibility to ensure that storage media from any US government information system or network is properly protected and disposed of IAW DoD policy.  In most cases, the only acceptable means of declassifying information systems storage media is to completely destroy the media so it cannot be reused.  


a.
Terms:  It should be understood that overwriting, clearing, purging, degaussing, and sanitizing are not synonymous with declassifications.  The following definitions are provided to help users and administrators understand the procedures included in this section.

(1) Clearing.  Clearing of media means erasing or overwriting all information on the media.  Clearing is adequate if the media is reused in an environment that provides an acceptable level of protection for the data that was previously on the media before clearing.

(2) Purging or Sanitizing.  Purging or sanitizing of media means to erase or overwrite, totally and unequivocally, all information stored on the media.  Purging or sanitizing is required before the media can be reused in an environment that does not provide an acceptable level of protection for the data that was previously stored on the media.

(3) Destroying.  Destroying is the process of physically damaging the media to the level that the media is no longer useable, and no method exists to retrieve the data.

(4) Declassification.  Declassification is a separate administrative action for which the result is a determination that the given media no longer requires protection as classified information.  The procedures for declassifying media require DAA approval.

(5) Rigid Magnetic Storage Media.  Rigid magnetic storage media such as removable disk packs (e.g., single and multiple platter disk packs), sealed disk drives, hard disk assemblies (HDAs), and magnetic Bernoulli cartridges.

(6) Optical Storage Media.  Optical storage media such as optical disks, optical tape, and optical Bernoulli cartridges.


b.
Overwriting media.  Overwriting is a software process that replaces the data previously stored on magnetic storage media with a predetermined set of meaningless data.  Overwriting will be used to overwrite all DoD owned or controlled UNCLASSIFIED hard drives.  Overwriting is not acceptable for classified information systems.  (Appendix H for a list of software available for overwriting.)  

(7) Overwriting procedure.  To properly purge data from a hard drive using the overwrite procedure, the DoD requires overwriting with a pattern, and then its complement, and finally with another pattern, basically a system of three random pattern overwrites.  The sanitization process is not complete until three cycles (six passes) are completed.  (Appendix H for complete DoD overwrite standards.)

(8) Overwrite verification.  The individual performing the overwriting must be properly trained and will be responsible for certifying that the process has been successfully completed.  Once overwriting has been certified, a signed label (see Appendix H for sample) verifying that the drive has been purged will be affixed to the hard drive or the computer housing the hard drive, as appropriate.  The certifier will maintain separate documentation recording the same information for a minimum of five years.  The IAM is responsible for sampling on a random basis that the overwriting process has been successfully complete.  No fewer than 30% of all overwritten hard drives will be examined in the sampling process.


c.
Degaussing media.  Degaussing or demagnetizing renders all previously stored information on magnetic media unreadable, if done properly.  Only personnel trained to degauss magnetic media will perform this function.  Degaussing is the only acceptable means for sanitizing classified media, but is also the recommended method for unclassified media when being released from DoD control.

(1)
Procedures.  Degaussers used on DoD hard drives must have a nominal rating of at least 1700 Oersted.  Degaussers must be operated at their full magnetic field strength.  Rigid magnetic media will be removed from the chassis or cabinet of the information system.  All steel shielding materials or mounting brackets that may interfere with the degaussing process will be removed.  Should the degaussing process fail, or there is doubt that the process was complete, the magnetic media will be destroyed in a manner described below.  Degaussing products should be acquired from the NSA Degausser Products List.  (See Appendix H for complete procedures and standards.)


(2)
Degaussing Certification.  Individuals performing degaussing will certify that the process has been completed by affixing a signed verification label (see Appendix H) to the hard drive, indicating the date and degaussing product used for the procedure.  Again, only trained personnel can perform the degaussing function.  Documentation of all degaussed hard drives will be maintained for a minimum of five years.


(3)
Periodic Testing of Degaussers.  Operators of degaussers will perform periodic testing to assure continued compliance with the appropriate specification for the degaussing equipment.  See Ref A-11 for information test procedures or contact NSA Information Assurance Service Center at 1-800-688-6115 or (410) 854-7661 for assistance.


d.
Physical Destruction.  Physical destruction is a process of physically damaging a medium so that it is not usable in a computer and so that no known exploitation method can retrieve data from it.  The methods below must be approved by the DAA:

(1)
Destruction methods for rigid magnetic media. Remove the media from the chassis or cabinet it is housed in.  Remove any steel shielding materials, mounting brackets, and cut all electrical connections to the unit.  The media will then be subjected, in a suitable facility by cleared personnel wearing appropriate safety gear, to physical force or extreme temperatures that will disfigure, bend, mangle, or otherwise mutilate the media so that it cannot be re-inserted into a functioning computer or information system.  Sufficient force must be used directly on top of the media to cause shock/damage to the disk surface.  Some examples of methods used to destroy rigid magnetic media are:  pounding the media with a sledgehammer, incinerating, and grinding the surface of the disk plates. (See Appendix H for more information.)


(2)
Expendable item destruction.  Expendable items such as floppy diskettes are not authorized for release from DoD once used in classified or unclassified systems.  To destroy removable media such as floppy diskettes, magnetic mylar, film, or ribbons, the items will be removed from any outside container (reels, casings, envelopes, etc) and shredded, pulverized, or burned in accordance with national standards for destruction of classified or sensitive paper products.  The outside containers will have all labels indicating classification level or information type removed and the container can then be disposed of in a regular trash receptacle.


(3)
Optical storage media.  Optical storage media including compact disks (CD, CDE, CD-R, or CD-RW), optical disks (DVD), and magneto-optic disks must be destroyed by burning, pulverizing, or grinding the information-bearing surface.  When material is pulverized or ground, all residue must be reduced to pieces sized 0.25 millimeters or smaller.  Burning shall be performed only in facilities certified for the destruction of classified material.

(9) Memory components and boards. Memory components are classified as either volatile or nonvolatile memory.  Components or boards in an information system that are considered to have volatile memory (meaning once power is removed from the system all memory is cleared and once reinserted no residual information is contained on the board or component) only require that power is completely removed from the system before release from DoD control.  Components or boards that contain nonvolatile memory (meaning they retain residual information even after power is removed from the system) must be completely destroyed.  See Table 2-1 for destruction methods.

	Sanitizing System Components

	Type of component
	Procedures (Listed at bottom half of this table)

	Magnetic bubble memory
	a or b or c

	Magnetic core memory
	a or b or d

	Magnetic plated wire
	d or e

	Magnetic-resistive memory
	Destroy

	Solid state memory components
	

	Dynamic random access memory (DRAM) (Volatile)
	Destroy

	if RAM is functioning
	d, then e and i

	if RAM is defective
	f, then e and i

	Static random access memory (SRAM)
	j

	Programmable ROM (PROM)
	Destroy (see h)

	Erasable programmable ROM (EPROM/UVPROM)
	g, then c and i

	Electronically erasable PROM (EEPROM)
	d, then i

	Flash EPROM (FEPROM)
	d, then i

	Procedures  (Performed or supervised by the IAO.)

	a. Degauss with a Type I degausser.
	

	b. Degauss with a Type II degausser
	

	c. Overwrite all locations with any random character.
	

	d. Overwrite all locations with a random character, a specified character, then its complement.

	e. Remove all power, including batteries and capacitor power supplies from RAM circuit board.

	f. Perform three power on/off cycles (60 seconds on, 60 seconds off each cycle, at a minimum).

	g. Perform an ultraviolet erase according to manufacturer’s recommendation, but increase time requirements by a factor of 3.

	h. Destruction required only if ROM contained a classified algorithm or classified data.

	i. Check with the DAA/SSO to see if additional procedures are required.

	j. Store a random unclassified test pattern for a time period comparable tot he normal usage cycle.


Table 2-1


(5)
Laser printer drums, belts, and cartridges. Laser printer components containing light-sensitive elements (for example, drums, belts, complete cartridges) shall be sanitized before release from control.  All systems that process collateral information are considered sanitized after printing three printer font test pages.  Printers used for intelligence information must be sanitized IAW DCID 1/21.


(6)
Facsimiles.  Most facsimiles contain nonvolatile memory components and boards that must be destroyed before the facsimile can be released from control.  Procedures for destroying or sanitizing components of facsimiles mirror procedures outlined above for other information systems.


(7)
Copiers.  Follow the same methods described above as it pertains to the particular model and make.  Many copiers have magnetic storage media such as hard drives and/or nonvolatile memory components or boards that must be destroyed or sanitized prior to turn-in or release from government control.

Section VII - Certification and Accreditation
2-30.  
Purpose.  This section implements the DITSCAP and DoD 5200.40.  It establishes policies, standard procedures, and responsibilities necessary for the certification and accreditation process, which ensures adequate security is provided for USSOUTHCOM Information Technology (IT) resources.  It allows USSOUTHCOM to actively and passively preserve the confidentiality, integrity, and functionality of its information and information systems to support its mission. 

2-31.  
Policy.  To insure the availability, integrity, authenticity, non-repudiation, and confidentiality of information, all USSOUTHCOM information systems will be certified and accredited to operate under DAA approved security safeguards in accordance with this regulation and the DITSCAP.  Accreditation for SCI systems with DIA/SYS-4 (the SYS-4 division of the Defense Intelligence Agency) as the accreditation authority will be prepared and processed in accordance with DCID 6/3 and the DoDIIS Security Certification and Accreditation guide using the DITSCAP format.  Laptop computers will be accredited as deployable systems.  Exceptions will be based on mission requirements.  Requests for exceptions will be routed via the information technology request process or through the appropriate IAM and approved by the DAA.  An authorization letter will be initiated prior to deployment that defines site-specific minimum security requirements, connectivity criteria, and site-specific security plans.  

2-32.  
Accreditation Overview.  It is DoD policy that all information systems that process classified and SBU, information are designed, developed, and implemented with appropriate security safeguards in place.  They must be certified and accredited to operate at an acceptable level of risk. The DITSCAP was developed to establish a standardized process, set of activities, general tasks, descriptions, and management structure to verify, validate, implement and maintain the security posture of the Defense Information Infrastructure (DII) throughout a systems life cycle. This process provides program strategy and integrates activities into the system life cycle to ensure that the system meets accreditation requirements and maintains the accredited security posture.  

2-33. DITSCAP Phases.  Four phases lead to a successful accreditation.


a.
Phase I:  Definition.  This phase documents the systems mission, environment, and architecture; defines the level of effort; identifies the DAA; and documents the security requirements.  The SSAA, a living document that represents the formal agreement by the DAA, User Representative, and the Program Manager, is developed during this phase.


b.
Phase II:  Verification.  This phase verifies the system’s compliance with previously agreed security requirements in the SSAA. 


c.
Phase III:  Validation.  This phase evaluates the fully integrated system in a specified computing environment at an acceptable level of residual risk.


d.
Phase IV:  Post Accreditation.  This phase monitors system management and operation to ensure an acceptable level of residual risk is preserved.  Security management, change management, and periodic compliance validation reviews are conducted.
2-34.
USSOUTHCOM DITSCAP Process


a.
The Information Technology Request (ITR) initiates the certification and accreditation process for USSOUTHCOM elements.  The ITR includes: functions the system must perform, desired interfaces, associated capabilities of those interfaces, information to be processed, and the operational organizations to be supported, and the intended operational environment.


b.
The DAA is responsible for implementing the standard certification and accreditation process and accrediting each system and network under his/her jurisdiction.  All systems will be certified and accredited using the DITSCAP.


c.
Certification and Accreditation Process.

(1)
All organizations will follow the DITSCAP and accomplish all the associated tasks and activities for each phase of the DITSCAP.  The procedures in the DITSCAP are a set of established tasks, which can be tailored to fit the mission, environment, system architecture, and programmatic considerations. 


(2)
The DAA will be aware of operational and security requirements as well as specific threats before deciding if the accreditation is merited.  The DAA will balance the risk of disclosure, loss or modification of information, and the availability of assets based on the risk and vulnerability assessments, and mission requirements to determine if the residual risk is acceptable and issue one of the following:


(a)
Statement of Accreditation – a formal declaration by the DAA that an information system has been approved to operate in a particular security mode using prescribed safeguards.  The decision to accredit is based on the residual risk identified during the certification process.


(b)
Interim Approval to Operate (IATO) – an IATO is approval by the DAA to operate the information system under specified conditions for a limited time until a full accreditation can be obtained.  An IATO may be issued in situations where unforeseen circumstances prevent the requirements for a full accreditation. When an IATO is issued, the responsible organization has up to 180 days to correct all deficiencies noted during the certification process.  The security test and evaluation (ST&E) will be accomplished prior to full accreditation.  It is the responsibility of each organization to ensure that all information systems attain a formal accreditation or cease operations by the expiration date of the IATO. The DAA has the authority to extend an IATO for another 180 days; however, no more than two IATOs will be issued. 


(c) 
Statement of Termination – based on the mission and criticality, if an information system’s operational security risk exceeds the acceptable level of risk, the DAA will issue a directive to terminate operations.  The directive will provide actions necessary to meet the minimum acceptable level of risk for an IATO. The functional component may appeal to the CDR or DCDR on the basis of operational necessity.  Decisions will be made within 72 hours.


(d)
Site Accreditation.  The DAA may determine that a site accreditation is the optimal way to issue an accreditation given the number of information systems, networks, or unique operational characteristics.  Test sites, Network Centers, and large data processing facilities are candidates for a site accreditation.  Certification is focused on the safeguards that are provided by the information system and all external controls  (administrative, personnel, procedural, COMSEC, EMSEC, and COMPUSEC).


(e)
MOA.  When information systems managed by different DAAs are interfaced or networked, an MOA is required that addresses the accreditation requirements for each information system involved.


(f)
DISN Connections.  All new information system connections to the DISN shall comply with the applicable DISN Connection Approval Process (DISN Connection Security Requirements, Nov 1997). 


(g)
Secret and Below Interoperability (SABI)/Top Secret and Below Interoperability (TSABI).   System interconnections that pass information between systems operating at different security levels shall comply with either the SABI or TSABI process depending on security level.  If the system interconnection is between Secret and below, comply with SABI process IAW OASD/C3I Policy Memorandum “SABI Reaffirmation”, 11 May 98.  Point of contact for new SABI ticket submission or questions is the SCAO at DSN 381-1455.  If the interconnection involves Top Secret and below systems, comply with the TSABI process.  The TSABI process is in development at the date of this publication.  Point of contact for new TSABI ticket submission or questions is the TSABI Program Office at 410-854-4234.   The site owning and operating a SABI implementation is responsible for preparing the SSAA; however, much of the information required by the SSAA is available from the SABI technology provider/program office.  The site should have the SSAA well underway when the SABI process is initiated.  The SSAA will be constructed using the guidance provided in the Tailored SABI SSAA Annotated Outline dated 16 June 1998.


(h)
IARR and Reaccreditation.  An initial Information Assurance Readiness Review will be conducted on the anniversary of the first year of operation of an accredited system or at least once during its three-year accreditation period.  A list of countermeasures that guard against a variety of threats is included at Appendix I.  An Information Assurance Readiness Review checklist is included at Appendix J that includes minimum security requirements.  Systems must be reaccredited at least every three years or when a major change occurs that impacts the security posture of the accredited system.  Review of configuration management activities and current posture environment by the DAA and certification authority will determine actions required for reaccreditation.  Reaccreditation may involve the same steps accomplished for the original accreditation.  Portions of the security documentation, which remain valid, will not have to be recreated. Reaccreditation will begin immediately if any of the following situations occur: a change in criticality or sensitivity level of the information processed, a breach in security or violation of system integrity that reveals a flaw in security design, system security management, policy or procedure; a change in the threat environment impacting overall system risk; a change in the system security mode of operation; a change in the operating system, security hardware, or hardware that affects the accredited security countermeasures or changes in the availability of safeguards; or the passage of three years since the effective date of the existing accreditation.


(i)
Life-cycle Management.  Since the SSAA is a dynamic document that lives throughout the life cycle of the system it is imperative that all updates be posted as soon as possible.  Only in this manner can the SSAA remain accurate.  For an outline of how the SSAA should be drafted, review DoD Instruction 5200.40 and DoD 8510.1M.  A successful implementation of secure information technology systems depends on defining security requirements before any items are procured.  All IT security elements, i.e., COMPUSEC, COMSEC, EMSEC etc., must be considered in the requirements definition process to arrive at a complete set of requirements.
Section VIII – Wireless Device Security

2-35.
General.  


a.
Wireless devices are automated information systems capable of storing, processing, and/or transmitting information and are subject to DoD directives governing the security, connectivity, and use of such devices in US government facilities and on US government information systems/networks. 

b.
Wireless Device Security Policy excludes: Land Mobile, Emergency, and Tactical Radios and one-way receive-only devices (e.g., devices with a wireless receiver and no transmitter).


c.
This wireless device policy is intended for secret collateral environments.  For wireless device policy in SCI environments refer to Appendix S.


d.
Devices with photographic capability (e.g. camera phones, PDAs with camera, etc.) are prohibited from entering the building.


e.
The USSOUTHCOM DAA may grant exceptions to the wireless device security policy may be granted on a case-by-case basis.


e.
At USSOUTHCOM headquarters, family members are authorized to contact USSOUTHCOM employees via the 1-888-547-4025 toll free number.


2-36.
Policy.


a.
Government-owned wireless devices (only issued by USSOUTHCOM) capable of storing, processing, and/or transmitting information -- to include, but not limited to, cellular phones, personal digital assistants (PDAs), two-way pagers, and laptops with wireless capabilities -- must remain powered off at all times while in the USSOUTHCOM HQ building and all other USSOUTHCOM facilities in which classified information up to the secret level is processed or discussed unless the following conditions are met:


(1)
User must read and sign a wireless device user agreement form prior to issuance of a government wireless device.  Users who refuse to sign a written agreement will not be issued government-owned wireless devices.  Users who do not strictly adhere the agreement shall lose their privileges, at a minimum.  Appendix K contains a sample issue form.


(2)
All wireless transmissions must be encrypted to current U.S. Government standards.  The transmission of unclassified information requires end-to-end encryption over an assured channel.  Minimum approved encryption standards for the transmission of unclassified data over such devices include the Advanced Encryption Standard (AES).  The transmission of classified information requires National Security Agency (NSA) approved type 1 encryption.


(3)
Connection or subscription to a commercial Internet service provider (ISP) using a government-owned wireless device is strictly prohibited.


(4)
Government-owned (only issued by USSOUTHCOM) PDAs and laptops, with the wireless capability disabled, may be utilized and can only be synchronized with an unclassified system via a physical connection.


(5)
No approved method exists to sanitize classified data from unclassified wireless devices.  If a device is contaminated, the user will turn it over to the local IAM.  The IAM shall maintain official control of the device in coordination with the issuing/property book office.  The IAM will classify the device at the highest classification of the information to which it was exposed, and the device will be secured until it can be destroyed properly.  Any information at the "for official use only" or "sensitive but unclassified" level, introduced on a wireless device must be purged upon equipment turn-in in accordance with DoD Directive 8500.1, DoD Instruction 8500.2 and this regulation.


(6)
Wireless devices shall not be connected to secret networks operated by USSOUTHCOM or any of its subordinates.


(7)
Only authorized software will be used on wireless devices.  Users are not authorized to download third-party software onto government-owned wireless devices.


(8)
If a wireless device is lost or stolen, the user will notify the local IAM and/or property book manager immediately and provide a sworn statement of the incident, to include the nature of the data contained in the device.


b.  Personal, contractor-owned, and visitor-held wireless devices capable of storing, processing, and/or transmitting information -- to include, but not limited to, cellular phones, PDAs, two-way pagers, and laptops with wireless capabilities -- must be powered off at all times while in the USSOUTHCOM HQ building and all other USSOUTHCOM facilities in which classified information is processed or discussed.  Visitor-held devices include government owned devices not issued by USSOUTHCOM (regardless of encryption level).  PDAs and laptops with the wireless capability disabled may be utilized (if local physical security policy permits) but will not be connected to any USSOUTHCOM computer.  The USSOUTHCOM DAA may consider waiver requests for wireless devices if those devices meet all of the conditions of government-owned (USSOUTHCOM issued) devices listed in paragraph a.

Section IX – Firewalls, Ports, and Protocols Standards (See Reference L)

Section X – Remote Access

2-37.
General.  The DAA approved the use of Microsoft’s Outlook Web Access (OWA) as the standard for remote access to the USSOUTHCOM network domain throughout the AOR. The DAA must approve the implementation of all systems that provide remote access capabilities within the USSOUTHCOM domain as well as approve those systems that will be performing remote access from locations in the AOR via the CNCMS.

2-38.
Outlook Web Access (OWA) 


a.
Information systems being accessed remotely will comply with the following:


(1)
Microsoft’s OWA application will be used to provide limited remote access to the user's unclassified E-mail and calendar. 


(2)
Remote users will be authorized to perform limited mail functions from any government computer with access to .mil or .gov networks.  


(3)
All workstations accessing the USSOUTHCOM domain shall have a 128 bit enabled Internet browser for remote access via OWA.  Secure socket layer is the minimum security required for NIPRNet web access.


(4)
The web site security and OWA application will require positive identification and authentication of all users before granting access.


(5)
The security architecture of all USSOUTHCOM unclassified networks will employ firewalls and intrusion detection systems to detect and prevent exploitation of network services.


(6)
The network security architecture will employ a “time-out” protection feature that automatically disconnects the remote user after 10 minutes of inactivity and a maximum connection time of one hour.


(7)
The network security architecture will limit unsuccessful logon attempts to three before denying access.


(8)
Passwords used to access OWA must conform to standard USSOUTHCOM password policy in accordance with the above reference. 


b.
Users and the computers performing remote access will comply with the following:


(1)
Users are authorized to perform remote access from any government computer on a .mil or .gov network for which they have an individual or guest account. 


(2)
Users are permitted to use a U.S. global Internet service provider to access OWA.


(3)
Users will employ physical safeguards to ensure only authorized personnel have access to USSOUTHCOM information systems.


(4)
Laptop or desktop computers must have the password save function disabled.


(5)
System must have login (user ID and password) encrypted as they traverse the network.


(6)
Computer must use approved virus applications consistent with USSOUTHCOM baseline with current signature files loaded to access OWA.  Anti-virus software updates can be obtained from the DoD Computer Emergency Response Team web page at http://www.cert.mil.


(7)
If using a government issued laptop computer and a US global Internet service provider, the laptop must have a Virtual Private Network client installed. 


(8)
As Public Key Infrastructure (PKI) evolves, the accessed servers must have certificates (electronic keys) and the individuals accessing these servers must use client PKI certificates.

Chapter 3 – Information Assurance Training Program
3-1.  
Purpose.  To describe the IA Training Program.  This guidance documents the goals, objectives, strategy and processes associated with planning for and conducting training.  It will serve as a reference for all personnel and as a tool for modifying the local/site training program in response to changing requirements.  This training plan applies to uniformed service personnel, government civilians and contractors who access and/or maintain USSOUTHCOM information systems.

3-2.  
Goal.  To ensure all personnel understand the necessity and practice of safeguarding information processed, stored, or transmitted on all information systems.  Personnel must know how to protect these systems against sabotage, tampering, denial of service, espionage, fraud, misappropriation, misuse, or release to unauthorized persons by applying various information protection countermeasures.

3-3.  
Objectives


a.
All personnel receive initial user information assurance and awareness training prior to being granted network access.  


b.
All personnel receive training annually.


c.
All SAs are certified at a minimum of SA Level 1 and at least 50% are certified at SA Level 2 and 10% at Level 3.


d.
All personnel carrying out duties in computer/network crime, threat and vulnerability assessments; CERT and Computer Incident Response Team (CIRT) members, and information system security staff personnel are certified at a minimum of SA Level 1.


e.
DAAs will complete the DISA DAA training and are encouraged to complete the DISA DITSCAP (or equivalent) course.


f.
Implement and maintain an periodic awareness program to disseminate information throughout the command, raise awareness on key IA issues, and update the command on the latest developments in IA.  


g.
Establish and implement a mentorship program to foster information system security personnel professional development and training.

3-4.  
Responsibilities


a.
The TIAM will establish and oversee the command’s IA Training Program. 


b.   Directors, Program Managers, and Commanders and/or Chiefs of USSOUTHCOM Field Operating Activities will implement the IA Training Program within their organizations.

      
c.  IAO/IAMs will ensure all personnel involved in management use, operation, and maintenance of computer systems receive periodic computer security training and specialized or system unique training as required.


d.   User representatives, to include Information Technology Officers (ITOs) and Terminal Area Security Officers (TASOs), will maintain information systems security training documents on all personnel in their directorate(s) and will forward this information to the IAO or IAM as directed.

3-5.  
Training  


a.  
Initial User IA and Awareness Training.  


(1)
Initial user IA and awareness training will be conducted for all personnel requiring access to USSOUTHCOM information systems prior to granting access to those systems.


(2)
New users will be briefed on their information and information system security responsibilities, consent to monitoring, and sign a user agreement form (see Appendix D) prior to gaining system access.


(3)
Records documenting the successful completion of initial user training will be maintained by each activity and made available upon request to the DAA and SCJ62.


(4)
Signed user agreements will be maintained on file and made available upon request by appropriate authority.  User agreements will be maintained for at least one year after an individual’s departure from the command.


(5)
At a minimum, initial user IA and awareness training will include:


(a)
The need for INFOSEC and IA, to include public law, DoD policy, common sense, and the threat (see below).

     
(b)
Threats to DoD systems: External threats, such as script kiddies, crackers, hackers, protesters, agents employed by terrorist groups or foreign countries and acts of nature.  Internal threats, such as malicious or incompetent insiders, insiders employed by terrorist groups or foreign countries, disgruntled employees or Service members, hackers, crackers, and self-inflicted damage.


(c)
DoD risk from aggregation of unclassified information.


(d)
Principle of shared risk in networked systems (i.e., how a risk assumed by one is imposed on the entire network).


(e)
Risks associated with remote access; e.g., working from home, during deployment, or on temporary duty.


(f)
Privacy issues, including vulnerability of payroll, medical, and personnel records and e-mail.

(g)
Malicious code; e.g., logic bomb, Trojan horse, malicious mobile code, viruses, and worms; how they attack, and how they damage an information system.


(h)  
Impact of distributed denial of service (DDOS) attacks.


(i)  

Prevention of self-inflicted damage.

(j)  

Scope of embedded software and hardware vulnerabilities and how the DoD corrects them.

(k)  
Unauthorized activity on local systems and how to report unauthorized or suspicious activity.


(l)  

Basic differences between NIPRNet and SIPRNet and why they are protected differently.

(m) INFOCON requirements and definition.

(n) Local IA chain of command roles and responsibilities for the IAM, IAO, systems administrators, and help desk, if applicable.


(6)
Completion of the INFOSEC CBT satisfies the minimum user training requirements if a local training program has not been developed.  
      
b.
Annual IA Training.   


(1)
All information systems users will receive training at least every 12 months.  If this training is not completed the user’s network access shall be suspended.


(2)
At a minimum, training will address the same topics as initial user training.  Training should be tailored to the needs of a more experienced audience and provide additional depth in the topics above, as appropriate, address aspects of IA that may be impacting the command’s mission, and educate users on current IA trends in DoD and the command.


(3)
Records documenting the successful completion of training will be maintained by each activity and made available upon request to the DAA and SCJ62.


(4)
Completion of the INFOSEC CBT satisfies the minimum user training requirements if a local training program has not been developed.  

c.  
Periodic Awareness Program.   IA training and awareness will supplement annual training.  Periodic training will be conducted as needed to maintain situational awareness.  This may include various combinations of the following:


(1)  
Self-paced or formal instruction.


(2)  
Security education bulletins.


(3)  
Security posters.


(4)  
Training files and tapes.


(5) 
Computer-aided instruction.

d.
IA Professional Training.   Individuals carrying out duties in computer/network crime, threat and vulnerability assessments, CERT/CIRT positions and information system security staff positions should be provided additional training in one or more of the following areas:


(1)
Computer/Network Crime.  The training program for this critical function should include: 


(a)
Knowledge of forensic analysis and technical expertise in computer/network crime.


(b)
Knowledge of computer crime laws and regulations.


(2)
Threat and Vulnerability Assessments for Information Systems.  The training program for this critical function should include the following subject areas: 


(a)
Assessment policy and procedures.


(b)
Red Team operations and network-penetration testing. 


(c)
Information system threat analysis.


(3)  CERT and CIRT.  The training program for these critical functions should include the following subject areas:


(a)
Collecting, reporting, and managing technical vulnerability information.


(b)
Collecting, reporting, and managing incident reports.


(c)
Providing victim site technical expertise to mitigate and reconstitute following an event/incident.


(d)
Disseminating vulnerability information with mitigation solutions.


(e)
Disseminating threat information.


(f)
Coordinating with other CERTs and CIRTs.


(g)
Coordinating with law enforcement agencies.


(4)
Web Security.  The training program for this critical function should include the following subject areas: 


(a)
Information management.


(b)
Information system administration.


(c)
Information system security.


(d)
Critical indicator information/operational security (OPSEC) training.


(5)
Other areas of specialization can include Microsoft Windows security, Universal Interactive Executive (UNIX) security, router security, mobile device security, firewall security, remote access security, and wireless security.

3-6.  
Certification
     
a.
All personnel who maintain USSOUTHCOM computer systems (classified and unclassified) and/or networks shall be IA certified in accordance with Appendix B.



b.
Individuals carrying out duties in computer/network crime, threat and vulnerability assessments, CERT/CIRT positions and information system security staff positions must at a minimum be SA Level 1 certified. 

     
c.
SA Level 1 certification of SAs is mandatory prior to issuing unsupervised root access.  All SAs, including part-time or collateral-duty SAs will be certified and cleared to the level of information classification of a given information system.  

     
d.
Certifications must be renewed annually to retain system access and continue to carry out information system security responsibilities.

     
e.
Certification standards apply equally to uniformed service members, DoD civilians, and contract personnel.  Contract language will include the certification level appropriate for the requirement, and negotiate civilian equivalencies as necessary.

     
f.
Records documenting the successful certification, re-certification, and certification failures will be maintained by each activity and made available upon request to the DAA and SCJ62.

 
g.
Personnel who are not certified or who fail certification tests will not be permitted root/administrative network/system access.  Each command will develop programs to address remedial training and conditions for workers to return to certified status.


h.
The DAA may waive the certification requirement under severe operational or personnel constraints.  DAAs will document the waiver with a memorandum for record stating the reason for the waiver and the plan to rectify the constraint.
Chapter 4 - Computer Network Defense (CND)

Section I – Introduction to Computer Network Defense

4-1.
General.  The threat to information systems and networks supporting USSOUTHCOM is complex and covers a broad range of potential sources to include hackers, disgruntled insiders, foreign intelligence activities, terrorists, organized crime, and industrial espionage.  The interconnection of our computer networks to the Internet and the reliance of our business practices on interaction with corporate entities in the greater Internet expose our military networks to these threats.  All of these threats are increased by careless security behaviors of legitimate information system users.  Defensive measures are implemented at varying levels to ensure survivability and mission accomplishment through multi-layer and multidimensional protection. CND is the mission to defend computer systems and networks from unauthorized activity and other activity, which degrade mission performance and adversely impact survivability (e.g., disruption, denial, degradation, destruction, or exploitation).
4-2. Topics

a. General Roles/Functions.

b. Information Operations (IO)/Exercise Support.

c. Information Operations Condition (INFOCON) Reporting.

d. Vulnerability Management System (VMS).

e. Configuration Management (CM).

f. Incident and Vulnerability Reporting.

g. Defending the Enclave Boundary.

Section II – General Roles and Functions
4-3.
General. This section describes the roles and functions of divisions, branches, agencies and departments involved in relation to the CND process in the AOR.

4-4.
Roles and Functions


a.
Information Assurance Division (SCJ62). Manages IA/CND issues for the AOR. Manages IA reporting and compliance procedures to ensure compliance with the DoD mandated Information Assurance Vulnerability Management (IAVM) Program, incident reporting, and INFOCON reporting. Chairs the CM board. Develops and publishes IA/CND policies and procedures. Provides guidance on these issues to USSOUTHCOM elements and support activities. 


b.
USSOUTHCOM Computer Incident Response Team (CIRT). Serves as the internal agent responsible for responding to Computer Network Attacks (CNA)/ Incidents against computer networks in the theater.  Provides CND recommendations to the IO cell and implements proactive measures to reduce the risks of computer security incidents, and assists organizations with timely defensive responses to such incidents as they occur.  


c.
Joint Operations Intelligence Center (JOIC). Serves as the agent responsible for receiving and reporting USSOUTHCOM Staff Information Requirements, IAVAs and CND message traffic in conjunction with the Theater C4 Coordination Center.

d.
Theater C4 Coordination Center (TCCC). Serves as the watch center and provides an operational picture of the theater network infrastructure providing the Command Group and directorates with timely situational awareness of communications status and the information operations integrity of the Area of Responsibility. Disseminates information to and from Local Control Centers in the AOR.


e.
Local Control Center (LCC). Serves as the focal point for handling network security incidents and are the fusion center for situational awareness of network management processes for each enclave throughout the theater. Reports and responds to directions from the TCCC and provides support situational awareness and attack sensing and warning through coordinated reporting to increase situational awareness of the overall network status. Each service component, DRU and command communication provider will establish an LCC.
Section III - Information Operations/Exercise Support
4-5.  General.  All joint exercises should incorporate IO appropriate to the scope and duration of the exercise, IAW Joint Publication 3-13, Joint Doctrine for Information Operations.  Only during joint exercises can the complexity of synchronization, coordination, and deconfliction of IO within the joint force and throughout the Department of Defense and other USG and commercial activities be made apparent to the planners and implementers of IO.  When feasible, joint exercises should incorporate the challenges of coordinating IO activities with multinational forces, international organizations, and non-governmental organizations (NGOs).

4-6.  Exercise Planning and Execution.  Planning and execution in joint exercises should emphasize protection and defense of information and information systems.


a.  Exercises under the control of USSOUTHCOM requiring CND support to IO should be coordinated through SCJ62. (See Appendix M for SCJ62 points of contact)


b.  Exercise design shall allow realistic free play to ensure defensive capabilities are stressed or exercised to the appropriate degree.  Exercise participants shall learn to adjust to simulated degraded network conditions and develop alternative methods to cope with networks under attack.


c.  Red teaming can be a key element in an IO related joint exercise. Red teaming uses formal, time-bound tasking to expose and exploit friendly force vulnerabilities, and should be periodically incorporated into exercises.

Section IV - INFOCON Reporting

4-7.  Purpose.  This section outlines policy on reporting requirements for compliance with the INFOCON process.  USSOUTHCOM will follow INFOCON procedures as prescribed by CJCSM 6510.01.  The INFOCON recommends actions to uniformly heighten or reduce defensive posture, to defend against computer network attacks, and to mitigate sustained damage to the Global Information Grid and the USSOUTHCOM information infrastructure, including computer and telecommunications networks and systems.  The INFOCON is a comprehensive defense posture and response based on the status of information systems, military operations, and intelligence assessments of adversary capabilities and intent.  

4-8.  Responsibilities


a.
Under authority of the SCJ3, SCJ62, Information Assurance Division will act as staff lead for INFOCONs.


b.
SCJ62 will coordinate with the LCC through the TCCC to review threat information, network activity and to resolve any reporting requirement conflicts.

h. SCJ62 will coordinate with SCJ339 to provide recommendations to the IO cell on changes to the INFOCON.

i. The IO cell will assess the operational impact of an INFOCON change.

j. The JOIC will inform points of contact (Appendix M) during non-working hours upon a notification of INFOCON change, as outlined in Appendix N.

k. The TCCC will maintain status and visibility of security posture of USSOUTHCOM network and disseminate information to and from the LCCs.

l. LCC will review all network related activities for potential impact upon operations and ensure all reporting requirements are met and reporting complies with guidance provided in the INFOCON Reporting Guide.

4-9.
Procedures

a. INFOCON Reporting Guide (see Appendix N)

b. Points of Contact (see Appendix M)

Section V - Vulnerability Management System (VMS)
4-10.  
General. This section outlines policy for VMS for all reportable assets throughout the AOR.  VMS consists of Information Assurance Vulnerability Alert – Web Application (IAVA-WA), Vulnerability Compliance Tracking System (VCTS) and Security Readiness Review Database System (SRRDB) applications.
4-11.  
Vulnerability Compliance Tracking System (VCTS).  DoD has mandated that all Combatant Commands, Services and Agencies (C/S/A) develop a methodology to ensure vulnerability notices (IAVA/IAVB/TAs) are received by system administrators, implemented within a specified time period, and periodically audited to validate compliance.  In order to accomplish the goals within DoD, DISA developed a secure, web-based application called VMS.  VCTS tracks compliance at the asset and administrative level within VMS.  USSOUTHCOM has elected to use VMS/VCTS as its Information Assurance Vulnerability Management (IAVM) program.  USSOUTHCOM elements (e.g., LCC and CCP) are responsible for implementing the VCTS compliance-tracking database as their IAVM reporting system.  USSOUTHCOM has published an IAVM Program/VCTS User Handbook that personnel will use for the VCTS and IAVM Program.  The handbook guides users on the VMS web application and its functionalities.

4-12.
Responsibilities

k. LCC SAs and Program Managers will be responsible for the day-to-day management of individual assets, registration of the assets in VCTS, acknowledging vulnerability for an asset, correcting the vulnerability or requesting an extension, and reporting the information in VCTS.  

l. TCCC will disseminate information about each vulnerability and its potential impact within their organization.

c.
SCJ623 will monitor the progress of the LCCs in eliminating vulnerabilities for their systems; provide status reports of the Deputy Director or Director, work with the IAOs and SAs to assess the impact of vulnerabilities throughout the AOR, and act as the official point of contact for requesting an extension.  Additionally, SCJ623 will monitor the activities of each LCC in response to IAVA notification and provide assistance to the IAMs as required.  SCJ62 will review and give recommendations for all requests for extension.
Section VI - Configuration Management (CM)
4-13.
Purpose.  This regulation establishes policy for the CM Program for IT systems.

4-14.  
Background.  CM provides a mechanism for corporate oversight of the IT environment. CM is required to effectively manage all IT system life cycle phases, from fielding through system replacement. An effective CM program will include four basic functions: configuration identification (establish a baseline), configuration control, status accounting, and configuration audits. The program will track all key components of the command’s information technology systems to include: hardware, network security features and assurances, operating system and supporting network application software and documentation.

4-15.  Policy.  USSOUTHCOM will implement an effective theater-wide configuration management program for all IT systems. The Chief Information Officer (CIO) will partner with the J2 to ensure that the CM process is consistent at both the collateral and SCI levels, and cooperative where collateral and intelligence systems interact. As such the following will be completed:

m. The CIO will establish a CM Working Group (CMWG). This planning element will be the primary body for facilitating all IT CM issues. The CMWG will develop a charter, establish membership requirements, and conduct meetings to ensure CM is appropriately conducted across the command and its AOR.

n. The CMWG will review all ITRs and waivers that may impact the established IT baseline and will submit recommendations to the ITMB for final disposition.

o. All directorates, component commands and DRUs will establish a local configuration management structure, such as a LCCB that will be responsible for establishing and managing their respective IT system baselines.

p. Each LCCB will provide the CMWG, either electronically or through documentation, the capability to provide auditing and oversight of all IT systems that support the command. Also, each LCCB will designate a representative to the CMWG as required by the CMWG charter and will review local ITRs and waivers to determine if they require submission to the CMWG.

q. All organizations will ensure appropriate provisions for CM are included in all IT systems support or acquisition contracts and locally generated written agreements (i.e., program management plans or MOAs).

Section VII - Incident and Vulnerability Reporting
4-16.  
Purpose.  This section provides policy on reporting requirements for computer security incidents/events and vulnerabilities within the AOR. USSOUTHCOM will follow Computer Incident and Vulnerability Reporting as prescribed by CJCSM 6510.01 and utilize the computer incident/event report as the primary medium through which computer vulnerabilities and attacks are identified, tracked, and resolved. 
4-17. Responsibilities
r. Commanders will ensure compliance with reporting criteria in this regulation.

s. Users will report any suspicious E-mails, computer security incidents or vulnerabilities immediately to their Help Desk, IAO and/or SA, who will immediately notify their LCC.

t. LCCs will develop local incident and vulnerability procedures according to policy outlined in this regulation.  LCCs will report all incidents to the TCCC using the incident report form as prescribed in the Incident Reporting Guide.

u. TCCC will forward the incident report to the J62 for review and follow up action for incidents involving the USSOUTHCOM enterprise.  Incidents that involve networks outside the USSOUTHCOM enterprise will also be forwarded to the CONUS R-CERT for a DoD global assessment.

4-18.  
Procedures

v. Reporting Instructions

(1) All SIPRNet categories will be submitted immediately via a secure phone call.

(2) All Unclassified but Sensitive Router Network (e.g., NIPRNet) categories 1, 2, 4, and 7 will be submitted immediately via a secure phone call.

(3) All other NIPRNet categories will be submitted within 24 hours.

(4) The final report should be sent via secure E-mail or facsimile as prescribed by CJCSM 6510.01.

w. Points of Contact (see Appendix M).

x. Incident and Vulnerability Reporting (see Appendix C).

4-19. Compromise of Classified Information (See Appendix P)
Section VIII – Defending the Enclave Boundary

4-20.  
General.  An enclave boundary exists at the point of connection between an enclave (e.g. LAN) and an “untrusted” network or other enclave. The enclave boundary can include multiple LANs, with computing resource components such as servers, routers, firewalls, intrusion detection systems, vulnerability scanners, and malicious-code detectors (see Table 4-1).

4-21.  
Technology

y. Defending the enclave boundary is geared toward ensuring that all outside systems that seek access meet the security criteria of the enclave.  Boundary defenses protect inside data and services from outside dangers.  They also protect systems within the enclave that do not have their own self-defense capabilities. 

z. Presidential Decision Directive (PDD) 63 directed both the federal government and private sector, in partnership, to provide a plan to “eliminate any significant vulnerability to both physical and cyber attacks on our critical infrastructures”.

aa. USSOUTHCOM has established a program to standardize the commands’ security architecture, a critical step in forming “defense-in-depth” boundary protection for collateral information systems within the enterprise, in accordance with PDD 63. USSOUTHCOM mandates the use of the following technologies:

(1) Firewalls, malicious code and virus detectors will be used throughout the enterprise and updated on a regular basis.

(2) Mail guards will be implemented on all mail servers to prevent the spillage of higher classified information to a lower level.

(3) Network level Intrusion Detection Systems (IDS) will be used throughout the enterprise at all enclave boundaries.

(4) Host based IDS software will be installed on all critically defined assets.

ab. In addition to the technologies designed to defend the enclave boundary from outside attack, USSOUTHCOM will use network correlation tools (e.g. Silent Runner() throughout the enterprise as determined by the SCJ62.


Table 4-1

4-22.  
Policy.
  J62 has directed use of standard products for each of the technologies listed above.  Specific information on those products can be found by contacting the SCJ622 Network Security Analyst.  The use of all newly procured and installed security products in any USSOUTHCOM network are subject to evaluation and approval by SCJ62.  Requests for exception must include detailed information on the product being used, system(s) they are a part of, and the sensitivity of the information being protected.  Depending upon SCJ62 assessment of the risk, a waiver may be granted.

Chapter 5 - Key Management Infrastructure (KMI)
Section I – Chapter Introduction

5-1.
General.   Consumer requirements for cryptographic materials, information, and services are currently provided by several cryptographic key systems.  The KMI primary purpose is to provide consumers with simple, timely, and reliable access to the cryptographic products needed for secure communication.  The system also serves to streamline underlying customer service, and key production, distribution and management functions to meet the diverse needs of a worldwide consumer community. This chapter provides policy on KMI and its various sub-components to include the PKI, the Electronic Key Management System (EKMS), traditional COMSEC management, and coalition interoperability and release of US COMSEC to foreign government.

Section II – Individual Functions

5-2.
General.  This section describes the responsibilities and functions of KMI managers, custodians, and users of KMI products.  This section will also describe KMI relationships between USSOUTHCOM and subordinate units and activities.

5-3. The SCJ6 will:
a. Appoint in writing a theater KMI manager.

b. Ensure that KMI policy is enforced throughout the theater.

c. Ensure resources are available for SCJ62 (IAD) to execute all theater KMI functions.

5-4.
The SCJ62, (IAD) will:
a.
Develop and implement KMI programs IAW national and DoD policy.

b.
Provide KMI support to subordinate units.

c.
Deconflict policy with service components.

d.
The Chief of IAD appoints the KMI Branch, SCJ621, with the responsibility to develop and implement KMI throughout the theater.

5-5.
The SCJ621, KMI Branch will:
a.
Develop policy and procedures for the execution of all KMI functions.

b.
Be appointed as the theater KMI Manager.

c.
Manage theater COMSEC networks as the controlling authority for COMSEC keys that provide command and control throughout the theater.

d.
Coordinate KMI key support for units supporting theater contingencies, operations, and exercises.  

e.
Ensure secure interoperability for deployed units supporting joint contingency operations and exercises.

f.
Perform functions of the Command’s KMI Inspector.

g.
Validate requests from subordinate commands for the use of Inter-theater COMSEC Packages (ICP) to the USJFCOM Joint Key Management Office.

h.
Periodically review CONPLANs and FUNCPLANS to insure that all KMI programs are addressed.

i.
Represent USSOUTHCOM at the following national and DoD working groups as a voting member:

(1) Joint Key Management Infrastructure Working Group (JKMIWG), 

(2) COMSEC Distribution and Accounting Working Group (CDAWG),

(3) Joint Inter-Agency Counter-drug COMSEC Working Group (JIACCWG),

(4) US Army Global INFOSEC Partnership Conference (GIPC),

(5) Public Key Infrastructure Working Group (PKIWG).

j.
Develop and implement COMSEC modernization program throughout the theater.

k.
Coordinate all KMI requirements, to include COMSEC release to foreign governments and MILGP COMSEC and PKI requests, with the Department of State (DoS).

l.
Ensure that USSOUTHCOM cryptologic equipment requirements are included in the Army’s Information Systems Security Program (ISSP) database and is updated annually at the Army’s Global INFOSEC Partnership Conference (GIPC). 

m.
Conduct annual COMSEC Evaluation Review (CER).

n.
Manage, operate, and maintain the USSOUTHCOM COMSEC Management Activity (SCCMA).

o.
Manage the Public Key Infrastructure (PKI) program IAW Section III of this chapter.

5-6. Direct Reporting Units (DRU) will:

a.
Comply with this regulation, JCS Instructions, DoD Directives, and appropriate service component regulations governing KMI (e.g. PKI, COMSEC management and EKMS).

b.
Coordinate all KMI requirements through the KMI Branch.  

c.
Appoint in writing a COMSEC officer and alternate(s) to provide staff assistance, address and isolate COMSEC issues, and provide a copy of the appointment letter to the KMI Branch.

d.
Appoint in writing a PKI Local Registration Authority to provide staff assistance and coordinate PKI implementation at your activity, and provide a copy of the appointment letter to the KMI Branch.

e.
Ensure personnel requiring access to KMI products receive adequate training on the use, storage, security and accounting for those products.

f.
Ensure personnel involved in release of US COMSEC to foreign governments coordinate all actions through KMI Branch, and receive training in Foreign Disclosure as prescribed by the National Disclosure Policy-1 (NDP-1).  

g.
Provide reports as required by the SCJ6 for accountability of all KMI products.

5-7. 
Service Components will:
a.
Comply with this regulation, JCS Instructions, DoD Directives, and service component regulations governing KMI.

b.
Provide the full spectrum of KMI services to deployed forces, agencies and other DoD activities as executive agents for USSOUTHCOM Forward Operating Locations (FOL).  Executive agents of the FOLs will deconflict policy and procedural issues between DoD service component policy, USSOUTHCOM KMI policy, and other federal agencies through the KMI Branch. 

c.
Appoint in writing a COMSEC officer and alternate(s) to provide staff assistance, address and isolate COMSEC issues, and provide a copy of the appointment letter to KMI Branch.

d.
Appoint in writing a PKI representative to provide staff assistance and coordinate PKI implementation at your activity, and provide a copy of the appointment letter to KMI Branch.

e.
Ensure personnel requiring access to KMI products receive adequate training on the use, storage, security and accounting for those products.

f.
Ensure personnel involved in release of US COMSEC to foreign governments coordinate all actions through KMI Branch, and receive training in Foreign Disclosure as prescribed by NDP-1.  

g.
Provide reports as required by the SCJ6, for accountability of all KMI products.  Ensure users of COMSEC material, CRYPTO, and CCI equipment receive COMSEC and CRYPTO briefings.

5-8.
Security Assistance Offices (SAOs) will:
a.
Comply with this regulation, JCS Instructions, DoD Directives, and DoS Instructions governing KMI.

b.
Appoint in writing a COMSEC officer and alternate(s) IAW DoS Instructions, and provide a copy of the appointment letter to KMI Branch.

c.
Appoint in writing a PKI representative to act as the primary point of contact for all PKI issues, and provide a copy of the appointment letter to KMI Branch.

d.
Ensure personnel requiring access to KMI products receive adequate training on the use, storage, security and accounting for those products; and are allowed access to KMI products only after signing a user agreement with DoS or the appropriate agency.

e.
Ensure personnel involved in release of US COMSEC to foreign governments coordinate all actions through the KMI Branch, and receive training in Foreign Disclosure as prescribed by NDP-1.  

f.
Provide reports as required by the SCJ6 for accountability of all KMI products.

g.
Forward requests for KMI support to the KMI Branch.

5-9. Command Communications Providers will:
a.
Comply with this regulation, JCS Instructions, DOD Directives, and appropriate service component regulations governing KMI.

b.
Coordinate all KMI requirements through the KMI Branch.  

c.
Appoint in writing a COMSEC officer and alternate(s) to provide staff assistance, address and isolate COMSEC issues, and provide a copy of the appointment letter to the KMI Branch.

d.
Appoint in writing a PKI Local Registration Authority to provide staff assistance and coordinate PKI implementation at your activity, and provide a copy of the appointment letter to the KMI Branch.

e.
Ensure personnel requiring access to KMI products receive adequate training on the use, storage, security and accounting for those products.

f.
Provide reports as required by the SCJ6 for accountability of all KMI products.

Section III - Public Key Infrastructure (PKI)

5-10. 
General.  This section establishes policy and procedures for the implementation of PKI in the theater.  The DoD mandated implementation of PKI as an integral part of the Defense in Depth Strategy to achieve information superiority by protecting information vital to combatant commanders and business operations.  In addition, PKI provides the necessary authentication, confidentiality, integrity and non-repudiation needed to migrate business operations to a paperless environment.  The first phase of the DoD implementation of PKI is integrated into the Defense Enrollment Eligibility Reporting System/Real Time Automated Personnel Identification System (DEERS/RAPIDS) system to issue DoD PKI certificates with the new Common Access Card (CAC).

5-11.  
Application.  This policy does not apply to users or applications on encrypted networks or in the tactical environment.  Until DoD establishes a PKI program for encrypted/classified networks and for the tactical environment, USSOUTHCOM user and application requirements for PKI on encrypted networks and in the tactical environment will be handled on a case-by-case basis.   

5-12.  
Policy.

a. 
All implementations of PKI within USSOUTHCOM shall use the standard DoD PKI Medium Assurance Infrastructure.  The existing and planned infrastructure provided by DEERS/RAPIDS will become the DoD PKI Medium Assurance Infrastructure component for issuing PKI Certificates.
     
b. 
Class 3 PKI token for Identity and Encryption Certificates issued to USSOUTHCOM users for use on unencrypted networks will be contained on the DoD CAC.

     
c. 
All new procurement will be PKI enabled to meet the standard established by DoD.

d.  
Any current USSOUTHCOM pilot program, initiatives and systems that may be using Public Key Cryptography must migrate to the standard DoD PKI Medium Assurance Identity Certificates.  The certificates issued on the CAC will be the primary set of PKI Certificates used for Digital Signature capability.  Any personnel that have software certificates issued to them should transfer over to the set of PKI Certificates on their CAC.
     
e. 
PKI Identity Certificates contained on the CAC will be used to access USSOUTHCOM unclassified networks, and will be capable of verifying a user’s access through use of the DoD PKI Identity Certificates contained on the DoD CAC.

     
f. 
Standard DoD PKI Medium Assurance Identity Certificates will be used to digitally sign messages that are created and sent from any unclassified USSOUTHCOM E-mail system other than the Defense Message System (DMS).  In accordance with the current OASD 3CI Memorandum, all the unclassified e-mail message sent shall be digitally signed using the DoD Medium Assurance Encryption Certification contained on the CAC.

     
g. 
Web Servers will become SSL enabled via the DoD Medium Assurance PKI.

      
h. 
Command communications providers and DRU’s will install the CAC readers (hardware) only.  Operation and maintenance (O&M) for the CAC readers will be the responsibility of the CCPs and DRUs.

      
i. 
Local Registration Authorities (LRA) will coordinate with their CCP or network administrators to incorporate CAC user training as a part of their LAN User Training course.

j. All USSOUTHCOM authentications will be PKI enabled.

Section IV - Traditional COMSEC Management

5-13.   COMSEC Management System.  The COMSEC Central Office of Record (COR) manager’s COMSEC distribution and accounts are defined using the EKMS Tiers.   


a. 
Tier Zero.  Director, National Security Agency, Operations Building No. 3 (Y131), Room C1B51, Fort George G. Meade, MD, 20755-6000, (301) 688-8110/972/2188(s).  

     
b. 
Tier One.  

(6) US Army.  Commander, US Army Communications Electronics Command Communications Security Logistics Agency (CECCSLA), ATTN: SEL-NCICP-OR, Fort Huachuca, AZ 85613-7090.  

(7) US Navy, Marine and Coast Guard.   Director, Communications Security Material System (DCMS), 3801 Nebraska Avenue, NW, Washington, DC 20390-5433.  

(8) US Air Force.  Headquarters, US Air Force Cryptologic Support Center, ATTN: MMIA, San Antonio, TX, 78243

     
c. 
Tier Two.  COMSEC accounts listed in paragraph 4-15 below.

     
d. 
Tier Three.  Hand receipt holders and users.

5-14.  
Command COMSEC Channels.  COMSEC account managers, custodians, alternate custodians, shall direct all questions and correspondence concerning request for CRYPTO material modifications, CCI equipment transfers, and/or CONAUTH issues, to their respective service component, and/or as instructed through service component policies, regulations and/or instructions.  For questions related to this policy, and/or the USSOUTHCOM AOR/AOI, that are not sufficiently answered, the service component COMSEC COR shall contact the USSOUTHCOM, J621, for resolution.

5-15.  
Support Accounts. USSOUTHCOM has a limited number of traditional COMSEC and/or EKMS accounts supporting the AOR. USSOUTHCOM will direct supporting accounts to transfer key either via traditional method or electronically when required to support emergent COMSEC requirements in the AOR.  See table 4-1 below:

	Activity Name
	Account Number
	Type Account
	Location

	SCCMA
	880899
	NSA
	Miami, FL

	Department of State
	815120
	NSA
	Washington, D.C.

	ASA-USSOUTHCOM
	5E3258
	US Army
	Miami, FL

	JTF-B
	5DL650
	US Army
	Soto Cano AFB, HO

	56SIGBN
	5E3926
	US Army
	FT Buchanan, PR

	NCTS Jacksonville Det
	160071
	US Navy
	Key West, FL

	NCTS Roosevelt Roads
	259053
	US Navy
	Roosevelt Roads, PR

	NCTAMS LANT Det
	273092
	US Navy
	Guantanamo Bay, CU

	12AF
	614002
	US Air Force
	Davis-Monthan AFB, AZ


Table 5-1

5-16.  
Responsibilities in COMSEC Management System (CMS)
     
a. 
COMSEC Supervisor/Custodian

         
(1)
Safeguard and account for all COMSEC material.



(2)
Use access rosters, physical security safeguards to protect access to COMSEC material.

         
(3) 
Issue COMSEC material only to appropriately cleared and authorized individuals, verify duty position, need-to-know, have appropriate clearance, and that they are properly briefed.  Ensure that appropriate COMSEC material is readily available and if the material is classified, verify that the individuals are cleared to the level of the material. Use hand receipts to issue users COMSEC material.



(4)
Keep informed of any new requirements or modifications to existing requirements to be serviced by the COMSEC account.




(5)
Maintain COMSEC accounting and related records IAW service component regulations/instructions.



(6)
Conduct an inventory semi-annually or upon appointment of a new COMSEC Custodian by physically sighting all COMSEC material charged to the account, and reconcile this inventory with the COR.  



(7)
Perform routine destruction of COMSEC material as required, IAW service and national policy.


(8)
Submit transfer, inventory, destruction, and possession reports as required.


(9)
Ensure COMSEC material integrity by inspecting the implemented protective technologies upon initial receipt, during each inventory and prior to each use.


(10)
Promptly post accurate entries of all amendments to COMSEC publications held by the account.


(11)
Conduct required page checks on all keying material and publications when they are received, return from hand receipt, transferred, destroyed, when a change of Custodian occurs, and when posting amendments which include replacement pages to ensure completeness of each publication.


(12)
Ensure that all accountable COMSEC material shipped outside of the account’s organization is packaged and shipped IAW National and DoD regulations/directives.


(13)
Establish SOPs for hand receipt holders and shift personnel to enforce strict accounting for keys and equipment.


(14)
Validate that COMSEC users are properly trained and familiar with their duties and responsibilities through implementation of a comprehensive user-training program. 


(15)
Disseminate critical COMSEC information to service component COR and users.


(16)
Maintain Emergency Actions Plan (EAPs) IAW service component regulations and execute quarterly dry runs with all appropriate personnel. 


(17)
Assess and report cryptographic and physical insecurities and COMSEC incidents that occur within your organization from sub-accounts and hand-receipt holders to CONAUTH and service component COR.


(18)
Maintain up-to-date COMSEC publications library with all applicable service and national policies.  



(19)
Provide 24-hour a day, 7 days a week coverage for COMSEC matters/services. 

     
b. 
COMSEC Hand Receipt Holders/Users

            
(1) 
Safeguard and control classified and unclassified COMSEC material and accomplish the COMSEC user duties, as prescribed by the custodian.  

           
(2) 
Immediately report all known or suspected physical, personnel, or cryptographic insecurities to COMSEC custodian, manager, and immediate commander as defined in 5-18.

     
c. 
Military service accounts, as a general rule, will follow their service specific COMSEC policies, regulations, and/or instructions.  In the absence of a service specific policy or regulation, national guidance as promulgated via draft, interim, or final National Security Telecommunications and Information Systems Security Instruction (NSTISSI) or Committee on National Security Systems (CNSS) Instructions will be followed.

5-17. COMSEC Incident Reporting in USSOUTHCOM AOR
     
a.  
Physical, personnel, and cryptographic incidents/insecurities are defined as follows:

            
(1) 
Physical Incident.  Any loss, theft, loss of control (regardless of period of time), or inadvertent exposure, including improper destruction of COMSEC material.

            
(2) 
Personnel Incident.  An individual who has had access to COMSEC material, training or doctrine within one year, who has been declared captured, missing and presumed captured, absent without official leave (AWOL), a deserter, or has had their access (clearance to classified information) suspended or withdrawn for cause.



            
(3) 
Cryptographic Incident.  Any equipment malfunction, operator, or COMSEC manager error that adversely affects the cryptosecurity of a machine, auto-manual, or manual cryptosystem is a cryptographic incident. 


b.  
Reports should be identified as initial, amplifying, interim, or final. Message subject will be COMSEC INCIDENT (See applicable service COMSEC regulations for additional instructions).  The minimal report should include: WHO, (the unit/users), WHAT (the short title, edition and segment involved), WHERE (location of suspected/actual compromise), WHEN (time of compromise or discovery of incident), as well as circumstances or events occurring which may have led to the compromise.

      
c. 
All COMSEC incidents, insecurities that occur within the AOR/AOI shall be reported IAW service specific policy and format (Action) to the controlling authority of the keymat involved and the Director, National Security Agency (DIRNSA), and (Info) the service and operational chain of command and cryptographic agencies for evaluation and resolution.  See Appendix O for examples of COMSEC reports to report incidents and insecurities.

              
(1) 
Messages shall be addressed Action  “To”: “HQ USSOUTHCOM MIAMI FL//SCJ621//” if they involve USSOUTHCOM controlled keymat (see para 4-19 below) or involve a sub-unified command or JTF under USSOUTHCOM, and for Information, “INFO” if they involve another controlling authority’s keymat.

               
(2) 
For incidents involving ICP keymat, COMSEC managers/custodians must address the message (Action) to “JCMO MACDILL AFB FL”.

5-18.
USSOUTHCOM Controlled Keymat.  Table 5-2 identifies and lists USSOUTHCOM controlled keymat.  Note:  All short titles ending in a “D” denote dual media.

	SHORT TITLE
	EQUIPMENT/NET
	OTHER

	AKAT/AKAD E18222
	KIV-7
	(special intel sharing Net)

	AKAU 8070
	SECTEL 9600
	

	ASAU
E16330
	SV-7
	(special intel sharing Net)

	ASAU E18222
	SV-7
	(special intel sharing Net)

	USKAK A4950
	KL-43
	

	USKAT/USKAD 1113
	KY 57-58/Combatant CDR Net
	(limited distribution)

	USKAT/USKAD 1114
	KY 57-58/SC C2 Net
	(required for all SC AOR)

	USKAT/USKAD 1121
	KY 57-58/ OTAR/OTAT/OTAD
	(required for all SC AOR)

	USKAT/USKAD 20072
	KY 65/75 ANDVT
	

	USKAT/USKAD H2124
	KY 57-58/Special Ops Net
	(limited distribution)

	USKAU 1950
	KG-194A
	(SCFO support only)


Table 5-2

   
a. 
Requests to use, increase, decrease copy count must be sent via an official AUTODIN/DMS message to: “HQ USSOUTHCOM MIAMI FL//SCJ621//”.  Include requirement and justification statement, COMSEC account number, agency address, service COR, short title(s) required, copy count required (Note: if key is in dual media, only the electronic version will be validated), in-place date (date the keymat is needed in the account), point of contact, phone number and e-mail address (if available).  Verify that EKMS credentials are up to date and on file with the central facility.  


b.
Note: USSOUTHCOM will not approve an increase in controlled hard copy traditional key requirements if the key is available in dual media for any EKMS account. USSOUTHCOM will query the appropriate service COR of the account requesting hard copy key increases to ensure service accounts are actively maintaining their EKMS accounts and keeping their credentials on file with the Central Facility current.

   
c. 
Users must review the USSOUTHCOM monthly effective edition call-out message to determine status of controlled keymat and dual-media status.


d.
Custodian shall generate electronic keys IAW applicable service regulations to support local point-to-point circuits.

5-19.
Coast Guard Telecommunication and Information System Command (TISCOM) Controlled Keymat


a. 
U.S. COGARD TISCOM (ISD-3B) is controlling authority of the Joint Interagency Counterdrug COMSEC (JIACC) Keymat Package.  The keymat is used for secure communications interoperability between U.S. Federal Law Enforcement Agencies (LEAs), DoD, and international military and foreign LEAs.  All counter drug missions in the AOR use key from the JIACC package.  COGARD TISCOM ALEXANDRIA VA//ISD-3B// generates a monthly JIACC keymat status message under the set date-time-group of 181800Z MMMYY.


b. 
Units permanently assigned counterdrug duties shall request to be placed on permanent distribution for the keymat required in the JIACC package.

     
c. 
Units temporarily assigned counterdrug duties shall request approval for keymat on a case-by-case basis.

      
d. 
Requests for JIACC key use in USSOUTHCOM AOR must be forwarded via official DMS message to: “HQ USSOUTHCOM MIAMI FL//SCJ621//” for Combatant Commander validation and info the units COMSEC chain of command, and “COGARD TISCOM ALEXANDRIA VA//ISD-3B//”.  An example of the message request is provided in Appendix O.  USSOUTCOM (KMI Branch) will validate requirements and notify all addees of concurrence or non-concurrence.  Upon receipt of USSOUTHCOM validation and COGARD TISCOM controlling authority approval, units must coordinate with one of the service accounts listed in table 5-1 above to obtain an “electronic push” of the required keymat short-titles.

5-20. Joint Inter-theater COMSEC Package (JICP)
     
a. 
The JCMO is controlling authority for the CJCS-Controlled JICP.  This package supports Combatant Commander executed joint crisis or contingency operations and exercises.  The JICP assets are pre-positioned and short titles identified. JCMO promulgates monthly effective/reserve status messages on all JICP key.  JCMO hosts a SIPRNet web page that provides copies of all status messages, crisis messages, the JCMO Redbook listing of all COMSEC accounts holding JICP key and their JICP instruction C2281.1.  The address is: http//157.224.120.250/JCMO/HOMEPAGE.NSF.

    
b. 
The use of the JICP is not intended for routine day-to-day, fixed base or station, or intratheater connectivity except in emergencies.  It is intended for:


(1) 
Secure joint interoperable communications between deployed elements of two or more Combatant Commanders, CJTFs, or Service components for D+60 days of operations.

      
(2) 
Units assigned to a supporting Combatant Commander and time limits prevent distribution of the supported Commander’s prescribed theater-unique material.  The JICP key will be used until the supported Combatant Commander’s material is designated and distributed.

      
(3) 
Combatant Commanders and CJTFs establish initial communications with components in crisis, contingency, or OPLAN execution. As soon as practical and feasible, area or theater-unique material should be designated by the supported Combatant Commander to replace JICP material.

    
c. 
Units requiring JICP key for use in the AOR will submit requirements via message to: “HQ USSOUTHCOM MIAMI FL//SCJ621//”.  An example message is provided in Appendix O.  USSOUTHCOM will validate and forward request for use of JICP key to “JOINT COMSEC MANAGEMENT OFFICE MACDILL AFB FL”. 

5-21. 
North Atlantic Treaty Organization (NATO) Keymat.  The use of NATO COMSEC keymat within the AOR is not authorized.

Section V - Electronic Key Management System (EKMS)

5-22. 
Electronic Key Management System.  EKMS provides key distribution and decentralized key generation, allowing certain types of keys to be generated at field locations.  EKMS is structured as a four-tier hierarchy:

      
a. 
Tier 0: A central facility to produce all necessary electronic and physical, modern and traditional key materials, as well as to support modern key conversion, rekey, and support for compromise recovery.  Tier 0 consists of the NSA Central Facility at Fort Meade and the Central Facility at Finksburg. 

      
b. 
Tier 1: Automated Office of Record Functions to consolidate orders, distribute, and manage physical and electronic key distribution- enabling common key management policies and procedures across the user community. Tier 1 consists of the military service(s) COR system, located at Air Force COR and Army COR.

      
c. 
Tier 2: Automated support for COMSEC Accounts to enable account managers to order and automatically account for all INFOSEC material, locally generate keys, and support benign delivery of key to End Crypto Units (ECUs).  Tier 2 includes COMSEC accounts equipped with a suite of EKMS components, the Key Processor (KP) and Local Management Device (LMD), which run the Local COMSEC Management System (LCMS) software.  See table 5-1 for SC EKMS accounts.

      
d. 
Tier 3: Tier 3 is the “last mile” delivery mechanisms for allow electronic keys, both modern and traditional.   The devices used to transfer cryptographic keys to ECUs and users include the Data Transfer Device (DTD) or AN/CYZ-10, Secure DTD2000 System (SDS), and Simple Key Loader (SKL).

5-23. Policy for implementation of EKMS in the AOR

      
a. 
Military service accounts, will follow their service policies on EKMS.  In absence of service specific policy, follow national guidance as promulgated in NSTISSI/CNSS Instructions. 

      
b. 
USSOUTHCOM directs the use of electronic key to the maximum extent possible.  All traditional key have been converted to dual media to allow for migration to fully capable EKMS implementation. Custodians and users must review the monthly effective edition call-out message to determine status of controlled dual-media key. 

      
c. 
All EKMS Custodian Accounts supporting the AOR shall maintain current credentials on file at the central facility in order to obtain controlled electronic keys.

Section VI - Coalition Interoperability and Foreign Release of US COMSEC

5-24.  
Background.  The Chairman of the Joint Chiefs of Staff (CJCS) validates Combatant Commander’s interoperability requirements to release COMSEC products or associated information to a foreign government.  NSA reviews the Joint Staff-validated requests and identifies the most appropriate COMSEC solution to support the combined interoperability requirement.  The NSA recommendation and CJCS validation are passed to the CNSS for a full vote of the membership.

5-25.  
Criteria for Release  


a.
Combatant Commander’s emerging or documented interoperability requirements.

    
b.  Enhance the objectives and effectiveness of mutual USG defense arrangements or coalition operations by providing a means for achieving secure communications interoperability when exchanging military planning information or conducting combined or coalition combat operations that involve US military forces and the military forces of a foreign government(s).


c.
Protect USG national security information that is provided to or exchanged with a foreign government in support of USG efforts to combat the transnational threats of international crime, international terrorism, international drug trafficking, or proliferation of weapons of mass destruction.


d.
All requests for release of USG COMSEC products/information must:

(1) be consistent with USG foreign policy and military or economic objectives

(2) have no unacceptable impact on USG Signals Intelligence (SIGINT) activities

(3) not impact adversely on the overall INFOSEC posture of the USG

ac. An ally or coalition partner’s desire to be interoperable with a Combatant Command is no justification for release.

5-26.
Limitations. Provided the criteria above are satisfied, the following limitations apply to the release of COMSEC products or associated information.
     
a. 
The inclusion of COMSEC products/ information in weapons, communications, or other major defense systems, to provide a complete package for foreign military sales (FMS), or initiatives to promote international competition for system procurements, are not acceptable justifications for seeking release of US COMSEC products.

     
b. 
USG COMSEC products or associated information will not be authorized for release solely to improve the internal national COMSEC posture of a foreign government.

     
c. 
The transfer of USG COMSEC products or associated information must be transferred through FMS - Cryptographic Device Services (CDS) channels.  In addition, both training and US COMSEC accounts will be procured at the recipient nation’s expense to ensure proper operation and protection in accordance with prescribed standards.

5-27.  
Types of COMSEC release
    
a. 
Release in Principle (RIP):  A RIP provides a USG classified disclosure decision.  A RIP is not an equipment transfer authorization.  With an approved RIP, Combatant Commanders, US Military Services and their components, and agencies can discuss COMSEC products or associated COMSEC information requirements and develop proposed solutions with foreign nations to fulfill US interoperability requirements.

    
b. 
Release in Specific (RIS):  A RIS is an actual equipment release of a specified number of COMSEC devices.  The Combatant Commander submits a RIS COMSEC Release Requests (CRR) as required to support identified interoperability requirements.  A RIS can either be general or limited as detailed in the following paragraphs. 

       
(1) 
General:  This release only applies to Mode IV Identification, Friend or Foe (IFF) and Global Positioning Satellite (GPS)-Precise Positioning System (PPS) COMSEC products.  The release is not tied to a specific weapon system or platform, and once released, the foreign nation may purchase devices as needed through approved channels as authorized by the National Manager, NSA.

        
(2) 
Limited:  A limited release is used in situations where a specific circuit/network is established.  In this release, an exact number of devices is specified for release to cover the designed system plus spares.  A separate COMSEC release is required if additional devices are later needed to expand the system or augment its current capabilities.

5-28.  
Discussions with Foreign Nations
     
a. 
Policy of False Impression.  It is the policy of the United States to avoid creating false impressions of its readiness to make available classified military material, technology, or information.  Therefore, initial planning with foreign governments and international organizations concerning programs which might involve the eventual disclosure of classified military information may be conducted only if it is explicitly understood and acknowledged that no US commitment to furnish such classified information or material is intended or implied until disclosure has been approved.  Accordingly, proposals to foreign governments and international organizations which result from either US or combined initial planning and which will lead to the eventual disclosure of classified military materiel, technology or information, must be authorized in advance by designated disclosure officials in the departments and agencies originating the information.  The national disclosure authority of COMSEC products or associated COMSEC information is the CNSS.

    
b. 
Before initiating discussions or negotiations on weapon systems, C4I systems, or other platforms, USG personnel must define the need or expected need for US COMSEC products or associated COMSEC data.  When the use of US COMSEC products or associated COMSEC data is implied or possible, but not absolutely required, discussions may be conducted; however, no COMSEC products or associated COMSEC data may be committed or discussed other than to acknowledge that some type of USG or authorized or approved commercial COMSEC equipment may be required.  An approved RIP/RIS is required before initiating discussions on disclosure/release of US COMSEC data to a foreign government.

5-29. Responsibilities of the Combatant Commander

    
a. 
Integrate C4I strategic plans that identify current and anticipated allied and coalition interoperability requirements requiring releasable COMSEC solutions into the Combatant Commander’s Theater Security Cooperation Plan (TSCP).

    
b. 
Submit CRR(s) to release COMSEC products or associated COMSEC information to a foreign government to the Joint Staff J-6 for validation.

    
c. 
Submit Communication Interoperability and Security Memorandum of Agreement (CIS MOA), based on the approved Joint Staff-NSA template, to Joint Staff J-6 for approval.  Request delegated authority from the CJCS and DIRNSA (COMSEC products or associated COMSEC information) to negotiate the approved CIS MOA.


d.
Establish a program to track and report status of released crypto equipment and keys in the AOR.


e.
Establish a program for Configuration Management and change management of all released crypto.

5-30. 
Responsibilities of the Military Services, their IPA/IPOs and Director, Security and Cooperation Agency (DCSA)
    
a. 
Coordinate foreign government requests for US COMSEC products or associated COMSEC information with the appropriate Combatant Commander.

     
b. 
Assist the Combatant Commander’s staff in planning and conducting site surveys in order to refine foreign government requirements for US COMSEC products or associated COMSEC information that support Combatant Commander interoperability requirements.  

     
c. 
After release approval has been granted, coordinate FMS cases that include COMSEC products or associated COMSEC information (FMS-CDS) with NSA’s Office of International Relations.

5-31.  
CRR Process in the AOR

    
a. 
Components, DRUs, SAOs will forward foreign interoperability requirements to HQ USSOUTHCOM MIAMI FL.  See Appendix O for CRR format.

    
b. 
USSOUTHCOM will review and validate the CRR. If validated, USSOUTHCOM will forward for Joint Staff validation. 

    
c. 
Joint Staff provide validation.  If validated, Joint Staff sends to DIRNSNA for technical solution.  If not validated, Joint Staff returns requirement to Combatant Command with explanation. 

    
d. 
DIRNSA will review and develop a COMSEC solution or policy and forward the CRR to the CNSS secretariat for approval or policy decision and vote. If the COMSEC release solution or policy decision is approved, the CNSS delegates release authority to DIRNSA.

    
e. 
RIP Process:

       
(1)
Step 1 - DIRNSA will send the RIP message, specifying that a RIP is only a policy decision and not an equipment release.  The RIP allows the Combatant Command to “discuss” COMSEC requirements, to appoint a site survey team (NSA, DSCA, Service IA/IPOs, DISA, the American embassy SAO/Defense Attache) and to perform the necessary site surveys to evaluate interoperability requirements with the foreign government. 

       
(2)  Step 2 - USSOUTHCOM will lead the site survey team, and coordinate and develop the requirement to support a RIS. 

       
(3)  Step 3 - USSOUTHCOM will submit a CRR RIS to CJCS for validation based on the site survey.  The RIS will specify the equipment required. 

       
(4)  Step 4 - If the RIS is validated, CJCS will forward the RIS to DIRNSA to determine the COMSEC solution. 

       
(5)  Step 5 - DIRNSA will forward the solution to the CNSS for final vote. 

       
(6)  Step 6 - If CNSS approval is given, DIRNSA sends the RIS message to USSOUTHCOM with stipulation that COMSEC products or information cannot be shipped until a CIS MOA is signed and in place. 

     
f. 
If the request is for an RIS, steps a. thru d. and e. (6) above would apply.

5-32. 
Ship-Rider Procedures.  The ship-rider solution for combined interoperability is used when the requirement is for a “one-time” or very short duration use by a foreign government.  

     
a. 
Ship-rider procedures are a DIRNSA-approved COMSEC waiver used to solve interoperability requirements for ongoing combined operations or combined training exercises. 
     
b. 
Ship-rider procedures are not COMSEC products or associated COMSEC information releases to foreign countries.
     
c. 
Under ship-rider procedures, properly cleared US personnel temporarily install, operate, key, and physically secure and provide 24-hour control for US COMSEC products or associated COMSEC information in a foreign government weapon or command, control, communications, computers, and intelligence (C4I) system in foreign sites or mobile platforms.  NSA recommends a minimum of three US personnel to provide this service under normal circumstances.  Certified U.S. personnel will remove the COMSEC products or associated COMSEC information as soon as possible after the exercise or operation ends.  
     
d. 
Under ship rider procedures, foreign nationals are not permitted unaccompanied access to any USG COMSEC products or associated COMSEC information without specific NSA authorization and release by the CNSS.  Foreign nationals may not, at any time, have access to keying material for the devices.  Foreign nationals may be present when Controlled Cryptographic Item (CCI) equipment is keyed by cleared US personnel, but are not permitted to load, handle or have access to any keying material associated with the equipment. 
     
e. 
An approved ship rider waiver does not relieve responsibility for meeting the NDP requirements for the associated data and terminal equipment.
     
f. 
See Appendix O for a ship rider COMSEC waiver request format.  Requests for exceptions to the requirements listed above will be included in the request.
5-33.  
Communication Interoperability and Security Memorandum of Agreement (CIS MOA) Process in the AOR
     
a. 
As soon as possible after submission of the CRR USSOUTHCOM will begin to prepare a CIS MOA if one is not already in place.

     
b. 
A boilerplate CIS MOA is available on the Joint Staff J-6 website: http://199.114.114.220/j6i/comsec/index.htm.  USSOUTHCOM will modify the boilerplate CIS MOA as required and apply appropriate classification markings.  All previous COMSEC agreements will be documented in the CIS MOA.  In addition to the boilerplate text, and a request for authority to negotiate and conclude memo, three other supporting documents must also be included in the final CIS MOA package:

        
(1) 
Legal Memorandum

        
(2) 
Fiscal Memorandum

        
(3) 
Technology Assessment/Control Plan (TA/CP)

     
c. 
USSOUTHCOM will internally staff the CIS MOA package with the supporting documents and then submit the package to CJCS J6K for approval.

     
d. 
Joint Staff will coordinate the CIS MOA package between its directorates, services, DISA, DSCA, and OSD and then send the package to DIRNSA for delegation authority for the COMSEC portion of the CIS MOA.

     
e. 
DIRNSA will send delegation authority via the CJCS, who will send a memorandum, authorizing USSOUTHCOM to negotiate and conclude the COMSEC portion of the CIS MOA. 

     
f. 
The SCJ62 will convene a negotiation team with representation from DISA, NSA, and DSCA, the DATT or SAO at the American Embassy of the country involved, as well as pertinent USSOUTHCOM staff members, and negotiate and conclude the CIS MOA with the foreign government. Once the CIS MOA is signed, USSOUTHCOM will provide reproduced copies to the General Counsel, DoD, NSA Office of International Relations, DISA legal counsel, DSCA, and Joint Staff J6K.

     
h. 
Due to the nature of the AOR, foreign governments will not establish an FMS case to open a DoD U.S. COMSEC Account in its country.  Instead, the transfer of COMSEC equipment and key will be coordinated via the SCCMA established to support all theater coalition COMSEC requirements. 

5-34.   SCCMA
     
a. 
General.  USSOUTHCOM has unique theater requirements to support coalition interoperability in the AOR.  With no forward deployed U.S. controlled military bases in South America and only one small combined base in Central America, the SCCMA was designed to fill the gap created by lack of regional COMSEC support facilities.

     
b. 
The SCCMA will provide all theater releasable COMSEC hardware and its required software keymat.  The account is fully EKMS capable in anticipation of fielding the next generation of releasable COMSEC devices.

     
c. 
The SCCMA shall be manned by two teams of COMSEC/EKMS specialists to manage the account, provide COMSEC oversight and assistance, and conduct on-site inventories, inspections, and training of coalition personnel.

     
d. 
Policy.

        
(1) 
All equipment and key for coalition forces will be issued by the SCCMA directly to coalition COMSEC officers.


(2)
Shipping.  


(a)
Equipment will be packaged IAW national standards and shipped via the Regional Information Management Center (RIMC) Fort Lauderdale, FL diplomatic pouch service to the appropriate AMEMBASSY. 


(b)
The Embassy Information Program Officer (IPO) will be notified by official message that a pouch is enroute to their location and the message will indicate when SCCMA personnel will arrive to receipt for the package.  


(c)
SCCMA personnel will ensure that a memo or DCS form listing personnel authorized to pick up the packages is provided to each Embassy IPO.


(d)
The IPO will hold the pouch until SCCMA personnel arrive to sign for the package.


(e)
SCCMA personnel will receipt for package, inventory the contents against the SF-153, and deliver to host nation site.  


(f)
The host nation COMSEC officer will conduct a joint inventory with the SCCMA representative and sign the SF-153.


(g)
A copy will be maintained by the host nation COMSEC officer, and the SCCMA representative will return all other copies of the signed SF-153 to the parent account.


(h)
Every six (6) months, the host nation COMSEC officer will re-validate their hand receipt. Two copies of the SF-153 will be mailed to the host nation COMSEC officer.  The host nation COMSEC officer will physically sight and verify the serial number of each piece of COMSEC equipment and each piece of key by short title, edition, and register number.  The SF-153 will be signed by the host nation COMSEC officer and witnessed by an alternate COMSEC officer.  One copy of the signed SF-153 will be returned to the SCCMA within 10 days of receipt of the inventory, but no later than 30 days from the originating date on the SF-153.  The host nation COMSEC officer will maintain a copy of the inventory.


(i)
The SCCMA Custodian and/or alternate will conduct a 100% physical inventory of all equipment and key held by all host nation COMSEC officer at least once every 12 months, or sooner if the situation dictates.  

        
(2) 
All coalition partners will provide the SCCMA with a signed memorandum from the Ministry of Defense (MOD) listing the names of individuals who will be the host nation COMSEC officers for their country organizations.  Individuals listed will be the only ones authorized to sign for equipment and key destined for their use.  COMSEC officers will be properly briefed on their responsibilities as a hand receipt holder for both CCI and key and will execute a COMSEC Access briefing statement, and receive training on proper handling and accounting for COMSEC equipment and key.

The proponent agency of this regulation is the U.S. Southern Command. Users are invited to send comments and suggested improvements directly to HQ, USSOUTHCOM, SCJ62, 3511 

NW 91st Avenue, Miami, FL  33172.
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Appendix B

System Administrator Skill Level Training Standards

a.  All personnel who maintain USSOUTHCOM secret and below computer systems and/or networks shall be IA certified prior to unsupervised root access.  Specific training standards for each position (e.g., DAA, IAM, SA, etc.) and skill level can be reviewed in CJCSM 6510.01.  


b.
Skill level 1.  Skill level 1 SAs generally have minimum experience (e.g., less than 3 years) in the job.  Skill level 1 SAs are generally junior in grade and have lesser responsibility (e.g., small localized local area network (LAN) with few user and no additional servers than the domain controller).  


1.  
At a minimum, the following CD/CBT coursework must be successfully completed for skill level 1.  (All CD/CBTs can be ordered at http://iase.disa.mil)

a) 
DOD Information Assurance Awareness

b)
Operational Information Systems Security (OISS) Volumes 1 & 2

c)
Defense Information Technology Security Certification and Accreditation Process (DITSCAP)

d)
Cyber Protect

e)
Internet Security: Firewall Principles (https://maestro.den.disa.mil/disacbt/)

2.
Once the necessary training has been completed, the individual must successfully pass the on-line level 1 certification test with a score of 80% or higher.  The test is located at:   

https://webhqs101.ncr.disa.mil:88/genericsurvey/generate_disclaimer.html?srvy_par_id=1073


3.
The supervisor must complete and sign the Level 1 core skills checklist and provide it to the command’s Certification POC.


c.
Skill Level 2.  Skill level 2 SAs are more experienced (3 to 5 years).  Skill level 2 SAs are generally in grades E-5 to E-7 or civilian equivalent and have greater responsibility (e.g., large network with multiple domains, several types of servers, and a larger user population).  At least 50% of the SAs should be skill level 2 in organizations operating large mission-critical networks with multiple domains, several types of servers, and large user populations.  At a minimum, the following CD/CBT coursework must be successfully completed for skill level 2.  

1.
The SA must be Level 1 certified to qualify for Level 2.


2.
At a minimum, the following CD/CBT coursework must be successfully completed.  (All CD/CBTs can be ordered at http://iase.disa.mil)

a)
System Administrator Incident Preparation and Response (SAIPR) for Windows NT and/or UNIX (CD).  

b)
Introduction to the Defense Information Technology Security Certification and Accreditation Process (DITSCAP) (CD) 

c)
Cyber Protect

d)
Internet Security: Firewall Principles (https://maestro.den.disa.mil/disacbt/)

3.
In addition, the one of the following 5-day courses or their equivalent must be taken.

a)
Windows NT or 2K Security for System Administrators

b)  UNIX Security for System Administrators

4.
The SA must successfully pass the required level 2 certification test with a score of 80% or higher.  The test should be offered at the end of the 5-day classroom training.  

5.
The supervisor must complete and sign the Level 2 core skills checklist and provide it to the command’s Certification POC.

d.
Skill level 3.  Skill level 3 SAs are highly experienced (more than 5 years).  Skill level 3 SAs are generally higher in grade and are responsible for managing resources, policy, and/or supervising other SAs.  SAs at level 3 may also include specialized civilians with advanced skills.  At a minimum, the following CD/CBT coursework must be successfully completed for skill level 3.  


1.
The SA must be Level 1 and Level 2 certified to qualify for Level 3.  


2.
The SA must possess a minimum of 5 years of relevant operating systems experience.


3.
The SA must be certified at Level 2 in two operating systems.


4.
The individual must possess the knowledge, skills, and abilities to perform at Level 3 and must have the requisite security experience.


5.
The SA must have experience managing large enclaves and spends considerable time directing the technical efforts of the Level 2 and Level 1 SAs under his or her direct supervision.


6.
The SA must have formal technical and security training in a number of core computer science courses and possess a good understanding of the capabilities of the operating systems he or she manages. 


7.
The SA possesses an understanding of the vulnerabilities associated with the operating environment to sufficiently assess the potential impact of applying patches and fixes.


8.
The SA oversees the actions of the Level 1 and Level 2 SAs to make the corrections and assess whether the patches and fixes were applied correctly.


9.
The SA must be proficient in operating system design and machine architecture.

The Level III SA must also possess training in networking and network security.


10.
The supervisor must complete the Level 3 core skills checklist and provide it to the command’s Certification POC.

Core Skills Checklist – SA Level 1

	Level 1
	Task

	1
	Install hardware

	1
	Boot system

	1
	Maintain inventory of system hardware

	1
	Order consumable supplies

	1
	Run diagnostics

	1
	Relocate hardware

	1
	Install system software

	1
	Shut down system

	1
	Reboot system

	1
	Maintain inventory of system software

	1
	Install system changes

	1
	Install vendor specific software

	1
	Install system updates or patches

	1
	Maintain documentation

	1
	Format media storage

	1
	Partition disks

	1
	Create a file system

	1
	Load data

	1
	Restore data from a back-up

	1
	Install application software

	1
	Maintain inventory

	1
	Maintain application documentation

	1
	Install application updates

	1
	Assign addresses to nodes

	1
	Install network software

	1
	Set access permissions

	1
	Start network software

	1
	Test communication connectivity

	1
	Stop network software

	1
	Re-establish host connectivity

	1
	Enforce security procedures

	1
	Assist in maintaining physical security for the system

	1
	Assist in maintaining device access controls

	1
	Report security incidents

	1
	Add new accounts

	1
	Assist in setting the account's access control list

	1
	Explain basic operating procedures

	1
	Assist in modifying passwords

	1
	Delete accounts

	1
	Coordinate with other systems administrators

	1
	Interact with vendors

	1
	Communicate with IAM/IAO

	1
	Provide working aids

	1
	Inform users of system status

	1
	Handle user calls

	1
	Respond to user identified problems

	1
	Gather information

	1
	Use diagnostic tools

	1
	Initiate corrective action

	1
	Explore system capabilities

	1
	Interpret technical manuals

	1
	Attend classes

	1
	Participate in peer groups

	1
	Read journals

	1
	Attend seminars and conferences


Core Skills Checklist – SA Level 2

	Level 2
	Task

	2
	Schedule preventative maintenance

	2
	Coordinate hardware repair

	2
	Set system defaults

	2
	Generate new operating system kernel

	2
	Maintain system start-up and shut down procedures

	2
	Maintain command files

	2
	Test validity of updates

	2
	Implement back-up procedures

	2
	Monitor data storage utilization

	2
	Maintain integrity of the file system

	2
	Audit file system security

	2
	Delete unnecessary files

	2
	Manage log files

	2
	Maintain data storage layout

	2
	Ensure compatibility among applications

	2
	Allocate system resources to applications

	2
	Validate integrity of applications before installation

	2
	Test validity of software installation

	2
	Request inter-host connectivity

	2
	Acquire internet address

	2
	Build network tables

	2
	Configure TTY lines

	2
	Configure peripheral lines

	2
	Configure file servers and clients

	2
	Configure firewalls

	2
	Monitor network activity

	2
	Manage network services

	2
	Manage network bridges and routers

	2
	Manage print servers

	2
	Manage terminal servers

	2
	Manage network topology

	2
	Assist writing system security plans

	2
	Assist in host network accreditation

	2
	Ensure output labeling procedures

	2
	Ensure data labeling procedures

	2
	Assist testing security mechanisms

	2
	Assist in analysis of audit trails

	2
	Assist in incident handling

	2
	Enforce security procedures

	2
	Report security incidents

	2
	Establish user login environments

	2
	Assist in managing mandatory access controls

	2
	Manage account privileges

	2
	Audit account activity

	2
	Manage resources used by accounts

	2
	Coordinate with other systems administrators

	2
	Participate in working groups

	2
	Present briefings

	2
	Delegate responsibility

	2
	Train users

	2
	Generate working aids

	2
	Interact with system support personnel

	2
	Interact with hardware support personnel

	2
	Interact with software developers

	2
	Interact with vendors

	2
	Communicate with IAM/IAO

	2
	Communicate with network operations centers

	2
	Communicate with system operations centers

	2
	Recreate scenario

	2
	Interpret error messages

	2
	Test components

	2
	Isolate problems

	2
	Maintain log of problems and solutions

	2
	Recover from system crashes

	2
	Explore system capabilities

	2
	Interpret technical manuals

	2
	Attend classes

	2
	Participate in peer groups

	2
	Read journals

	2
	Attend seminars and conferences


Core Skills Checklist – SA Level 3

	Level 3
	Task

	3
	Plan hardware installation

	3
	Acquire hardware

	3
	Coordinate network installation

	3
	Optimize operating system parameters

	3
	Plan system changes

	3
	Plan data storage layout

	3
	Plan back-up procedures

	3
	Evaluate impact of software packages

	3
	Optimize application parameters

	3
	Plan application changes

	3
	Plan network configuration

	3
	Help establish audit guidelines

	3
	Help establish user security guidelines

	3
	Assist writing system security plans

	3
	Assist in host network accreditation

	3
	Enforce security procedures

	3
	Report security incidents

	3
	Plan account management strategy

	3
	Make recommendations to management

	3
	Coordinate with other systems administrators

	3
	Participate in working groups

	3
	Present briefings

	3
	Delegate responsibility

	3
	Communicate with IAM/IASO

	3
	Explore system capabilities

	3
	Interpret technical manuals

	3
	Attend classes

	3
	Participate in peer groups

	3
	Read journals

	3
	Attend seminars and conferences


Appendix C

Incident and Vulnerability Reporting
 

1.  Purpose.  Computer Incident and Vulnerability Reporting will be done in accordance to CJCSM 6510.01.   This appendix contains USSOUTHCOM specific guidance.  


a.
This appendix outlines the reporting requirements for computer security incidents/events within USSOUTHCOM and its AOR.  The computer incident/event report is the primary medium through which computer vulnerabilities and attacks are identified, tracked, and resolved. 


b.
The computer incident/event report is disseminated when the Continental United States (CONUS) Regional Computer Emergency Response Team (RCERT) detects an attack on DoD computer systems.  The report can also be sent up channel when an incident/event is identified by local control centers (LCCs) in the SOUTHCOM AOR.  This is the primary medium through which computer vulnerabilities and attacks are identified, tracked, and resolved.

 

2.  References.



a.
CJCSM 6510.01, Defense in Depth:  Information Assurance (IA) and Computer Network Defense (CND), 2001.


b.
Defense Information Systems Agency (DISA) CONUS RCERT Daily and Weekly Activity Summary Reports.


c.
USSOUTHCOM Regulation 525-22, United States Southern Command Reporting Procedures, 31 October 2001.


d.
DTG 201659Z USSOUTHCOM Local Control Centers (LCCs).

 

3.  Applicability.  The information contained herein applies to Headquarters, USSOUTHCOM, Local Control Centers (LCCs), and Security Assistance Organizations (SAOs), and Joint Task Forces when activated or in support of independent operations directly under USSOUTHCOM. USSOUTHCOM LCCs are located at direct reporting units (DRUs) (JIATF-S, JTF-B, SOCSOUTH, and JTF-GTMO), and command communications providers (CCPS)  (ASA-SOUTHCOM and SC C4S).

 

4.  Responsibilities.


a.
The Commander, Component Commanders, Subordinate Commanders, and Commanders Joint Task Force ensure compliance with reporting criteria in this regulation.


b.
The Joint Intelligence Operations Center (JOIC):


(1)
Notifies the TCCC when a message is received relating to a computer incident.


(2)
Submits an OPREP-3 for Computer Incidents.


(3)
Provides a JOICGRAM to USSOUTHCOM Staff listed in the Information Requirements (IRs).

c.
The Theater C4 Coordination Center (TCCC):


(1)
Notifies LCCs when an incident/event has been detected on their network.


(2)
Forwards the Daily/Weekly RCERT and Joint Intrusion Detection System (JIDS) reports to LCCs and an information copy to the SOUTHCOM Computer Incident Response Team (SCCIRT) (Located in the Global Address List (GAL) as OMB CIRT).


(3)  Provides LCCs with a list of monthly hot IP addresses.

(4)  Distributes an IA Status Report.


d.
SOUTHCOM Computer Incident Response Team (SCCIRT):


(1)
Provides a Computer Network Defense (CND) Common Operating Picture (COP) that is accessible by the USSOUTHCOM AOR.


(2)
Assisting LCCs, system administrators and users in handling the technical and organizational aspects of incidents.



(3)
Collecting statistics concerning incidents that occur within or involve the entire AOR.


(4)
Analyzing logs and other report for a comprehensive report on the incident/attack.

Distributes an IA Status Report.


(5)
Conducting onsite incident response (if required).



(6)
Providing timely reports to the TCCC.


(7)
Coordinating responses with the Command Information Operations (CIO) Cell.


(8)
Coordinating with law enforcement agencies (LEA), federal agencies, Counter Intel (CI) communities and Joint Task Force Computer Network Operations (JTF-CNO).

e.
The LCCs (DRU and CCPS):


(1)
Reports all incidents/events detected on their network.


(2)
Acknowledges the receipt of the JIDS report and provides IP blockage status.

f.
The Service Component:


(1)
Service components shall report through COCOM channels, in addition to complying with Service reporting requirements.


(2)
Reports all incidents/events detected on their network to the SCCIRT and provides the TCCC with an INFO copy.


g.
The Information Assurance Officer (IAO)/System Administrator (SA): 


(1)
Investigates and reports unusual activity to the LCC.


(2)
Updates all virus protection signatures.

h.
The User reports any suspicious e-mails and computer activity immediately to their Help Desk, ISSO and/or SA, who will immediately notify their LCC.

5.  Reporting Agency.  The SCCIRT is the reporting agent for all IA related issues.  The TCCC shall receive a courtesy copy of any IA related incident report. 

6.  Reporting Structure.  Local Control Centers will report directly to the SCCIRT.  Service Components will report to their service and info the SCCIRT.  The SCCIRT will report directly to the Regional Continental United States (CONUS) Emergency Response Team (RCERT).

7.  Reporting Procedures.


a.  The TCCC will disseminate CONUS RCERT computer incident reports to the LCCs.


b.  LCCs (DRUS and CCPS) are required to provide an incident report to the SCCIRT and info copy the TCCC.  An electronic incident report form is located on the SIPRNET at http://scnet.hq.southcom.smil.mil/IRT/Incident Reporting/Reporting form.htm and NIPRNET http://www.southcom.mil/scj6/uscirt/uscirt.html.  If email is not an option, then a secure telephone or secure fax shall be utilized.


c.  SAOs are required to provide an incident report to their LCC.


d.  The SCCIRT will forward the report to the CONUS RCERT. 


e.  The CONUS RCERT will forward the report to the Department of Defense (DoD) Computer Emergency Response Team (CERT) and the Joint Task Force to Computer Network Operations (JTF-CNO).
 

8.  Incident Reporting Guide.  The following guide is a quick reference to assist users in determining the type of report to submit:


 

	CAT #
	TITLE
	DEFINITION

	0
	Exercise or Red Team Activity
	Exercise Related:  During a planed DoD exercise a CAT 1 through CAT 8 was generated.  Indicates the category number inside the report

	1
	Unauthorized Privileged Access
	Root Level Intrusion:  An unauthorized person completely controlled (root level) a DoD computer.

	2
	Unauthorized Limited (User) Access
	User Level Intrusion:  An unauthorized person gained user level privileges on a DoD computer..

	3
	Unauthorized Attempted Access
	Attempted Access:  An unauthorized person executes multiple attempts to log in to a DoD computer.

	4
	Denial of Service Information Attack
	Denial of Service:  A DoD computer was unavailable for use due to overwhelming unauthorized traffic.  

	5
	Poor Security Practice
	A DoD computer was incorrectly configured or a user did not follow established policy.

	6
	Unauthorized Probe/Information Gathering
	Scan/Probe:  Open ports on a DoD computer were scanned with no DOS or mission impact.

	7
	Malicious Logic
	Hostile code successfully infected a DoD computer.  Unless otherwise directed, only those computers, which were infected, will be reported as a Category 7 incident.

	8
	Investigating
	Unknown:  This category is used in an initial report until a true category can be determined.

	9
	Item(s) of Interest
	Activity of interest.


 

9.  Reporting Instructions. (See Annex 1)


a.
Automated Form.  (Located on the SCCIRT website.)  This form meets the initial reporting requirements outlined in CJCSI 6510.01C, to report computer/network events.  Use the appropriate network when sending this form depending on the classification of the data.


b.
Secure Voice Report.  This option shall be used after the automated form is successfully sent and/or if the automated form is not available for use.


c.
Hard Copy Report.  A hard copy report will be sent no later than one hour after the initial voice report.


(1)  The final report should be sent via secure e-mail or facsimile.


(2)  The system in which the computer incident took place should not be used.


d.  All SECRET Internet Protocol Router Network (SIPRNET) categories will be submitted immediately.


e.  Ensure incident reports are submitted according to the following time line:


(1)  Category 0 – Exercise or Red Teaming Activity.


(2)  Category 1 – Root Level Intrusion: Initial incident report: 1 hour from detection.  Follow up report: 24 hours following validation by CND service provider.  (Modification:  this guidance eliminates the distinction between an ongoing and an existing intrusion.  Initial report will be submitted within 1 hour of detection).


(3)  Category 2 – User Level Intrusion: Initial incident report: 1 hour from detection.  Follow up report: 24 hours following validation by CND service provider.  (Modification: this guidance eliminates the distinction between an ongoing and an existing intrusion.  Initial report will be submitted within 1 hour of detection).


(4)  Category 3 – Attempted Access: Initial incident report: 48 hours following validation by CND service provider. (No change).


(5)  Category 4 – Denial of Service: Initial incident report: 10 minutes following start of activity.  Follow up report: 1 hour after initial incident report.  Additional reports shall be made on a schedule not to exceed 3 hours.  Closeout report: 48 hours after cessation of DoS. (No change).


(6)  Category 5 – Poor Security Practice: Initial incident report 24 hours following validation by CND service provider. (Modification: this guidance reduces required reporting time from 48 to 24 hours since most Cat 5 events lead to more serious Cat 1 or 3 intrusions.


(7)  Category 6 – Scan/Probe: Major (leads to degradation of service) Initial incident report: 10 minutes from detection.  Minor/routine scanning: Initial incident report: 24 hours following validation by CND service provider. (No change).


(8)  Category 7 – Malicious Logic: Major (outbreak in progress) Initial incident report: 10 minutes after detection.  Follow up report: 1 hour after initial incident report.  Additional reports should be made on a schedule not to exceed 3 hours.  Closeout report: 48 hours after cessation of attack.  Minor (individual systems infected, no large outbreak): Initial incident report: 24 hours following validation by CND service.


(9)  Category 8 – Unknown: Initial report: 1 hour from detection follow up incident report: 24 hours following validation by CND service provider.  (No change).


(10)  Category 9 – Item(s) of Interest:  Activity of Interest.

10.  Report Format.


a.  Report Classification:

b. From:

c. Incident Report Number: (STC2002-262-001- See Appendix 2 to Annex ?)

d. Date/Time of Incident:

e. Category of Incident (1-7):

f. Network: 

g. Type of Incident (e.g. FTP/21, TCP):

h. Mission Impact:

i. Details of Mission Impact:

j. Source IP/Intruder:

k. Intruder (s):

l. Origin of intruder:

m. Target IP, Port, Protocol:

n. Technical details of Incident:

o. Vulnerability:

p. Technique, Tool or Exploit used:

q.  Operating System/Version:

r.  Applicable IAVA:

s.  Use of Target:

t.  Unauthorized Results:

u.  Action Taken:

v.  Contact Information: 


(1)  Name:

(2)  Phone (DSN):

(3)  Phone (Commercial):

(4)  Email (NIPRNET):

(5)  Email (SIPRNET):

w.  Coordination:
 

ANNEX 1 - POINTS OF CONTACT

 

1.  Theater Network Coordination Center (TCCC) 


a.  Plain Language Address (PLA) - USCINCSO MIAMI FL // TCCC


b.
Non-Secure/Secure Voice – 305-437-3538 / 3539 / 3540 (DSN 567)


c.
Non-Secure Fax - x1875


d.
Secure Fax - x3531


e.
E-mail (NIPRNET) - TCCCU@hq.southcom.mil

f.
E-mail (SIPRNET) -  TCCCGrp@hq.southcom.smil.mil
 

2.  Joint Operations Intelligence Center (JOIC)


a.
PLA - USCINCO MIAMI FL // JOIC


b.
Non-Secure/Secure Voice – 305-437-3716 / 3719 / 3722 (DSN 567)


c.
Red Switch – x6761 / 6762 / 6763


d.
Unsecure Fax - x3744


e.
Secure Fax – x3742 / 3743


f.
E-mail (NIPRNET) - joicmia@hq.southcom.mil

g.
E-mail (SIPRNET)  - joicmia@hq.southcom.smil.mil
 

3.  DISA CONUS RCERT


a.
PLA - RHCUAFC/CONUS RNOSC SCOTT AFB IL//RCERT


b.
Non-Secure/Secure Voice - 618-229-9032 /9036 (DSN 779)


c.
Unsecure Fax - x9044


d.
Secure Fax - x9009


e.
E-mail (NIPRNET) - conusrcert@scott.disa.mil

f.
E-mail (SIPRNET) - conusrcert@scott.disa.smil.mil
 

4.  SOUTHCOM INFORMATION OPERATIONS (IO) CELL


a.
PLA - USCINCSO MIAMI FL // SCJ339/SCJ62/SCJ2IO//


b.
Non-Secure/Secure Voice 

 (1)  SCJ339 - 305-437-3017 / 3032 (DSN 567)

 (2)  SCJ62 - 305-437-1452 / 1654/ 3201 (DSN 567)

 (3)  SCJ2IO - 305-437- 2930 / 3739 (DSN 567)

 
c.  Global Address List (GAL) - All DIO Cell

 

 

ANNEX 2 - Local Control Center (LCC) Identification Symbols

1.  Sequencing.  Computer incident reports will be numerically sequenced with the abbreviated LCC id the year, followed by the Julian Date, and the number of the report for that day. (e.g., STC2002-262-001).

a.  STC - United States Southern Command (USSOUTHCOM)

b.  TCSC - SC Theater C4S Support Center (SC C4S)

c. PRC - Special Operations Command South (SOCSO)

d. HAB – Homestead Air Base (SOCSO)

e. HON - Joint Task Force - Bravo (JTF-B)

f. KEY - Joint Inter-Agency Task Force - South (JIATF-S)

g. JTFGTMO – Joint Task Force Guantanamo Bay Cuba (JTF - GTMO)

Appendix D

Information Systems User Agreement
UNCLASSIFIED/FOR OFFICIAL USE ONLY

Local Commands Header

Office symbol









Date
MEMORANDUM FOR (insert responsible IASO information)
SUBJECT:  Information Systems User Agreement

1. This memorandum details some of the duties and requirements established by existing law, executive orders, regulations, and instructions for the use of (insert your organization) information systems.

2. (Insert the name of your Organization’s Classified Information Network (OCIN)) and (insert your Organization’s Unclassified Network (OUNET)) users have the responsibility to safeguard the information contained in these systems from unauthorized or inadvertent modification, disclosure, destruction and use.  OCIN and OUNET are for official use and authorized purposes in accordance with DoD 5500.7-R, “Joint Ethics Regulation.”  Information on both systems is subject to monitoring and security testing.

3. OCIN is the primary classified automated administration tool for the (insert your organization).  OCIN is an US-only system and approved to process SECRET collateral information as well as NATO SECRET.  OCIN is not authorized to process TOP SECRET, SCI, SIOP, NATO COSMIC, or information requiring special access programs (SAP).

a. OCIN provides communications with DoD or USG organizations using the SIPRNet.

b. The SIPRNet is authorized for SECRET or lower-level processing in accordance with SC Reg 1001.

c. The ultimate responsibility for insuring the protection of classified information residing on the OCIN and transiting the SIPRNet lies with the user.  Security violations will be investigated and appropriate administrative action taken to persons violating established policy due to negligence or malicious activities.

4. OUNET is the primary unclassified automated administration tool for (insert your organization).   OUNET is a US-only system.

a. OUNET provides unclassified communication to DoD and other USG organizations using the NIPRNet.

b. OUNET is approved to process UNCLASSIFIED, nonsensitive information in accordance with SC Reg 1001.

c. The NIPRNet and the Internet are viewed as synonymous.  Technical security measures cannot provide protection from interception as information transits the NIPRNET/Internet via E-mail and attachments.

5. As an OCIN and/or OUNET system user, the following security rules and requirements apply:

a. Personnel are not permitted access to USSOUTHCOM information systems unless they are in complete compliance with USSOUTHCOM personnel security requirements.

b. The USSOUTHCOM INFOSEC and LAN User training programs are required for all personnel before receiving system access.

c. Passwords must be safeguarded commensurate with the classification and/or sensitivity level of the system.  Password sharing and embedded passwords are prohibited.

d. Passwords will consist of a mix of eight characters minimum using all four character sets (e.g., uppercase, lowercase, numbers and special characters).  Do not use your user ID, common names, birthdays, phone numbers, or dictionary words.  System Administrators will employ password tools to identify weak or non-compliant passwords and require users to change weak or non-compliant passwords upon next logon.

e. Only USG-acquired hardware and software are authorized.  Use of any personally owned hardware, software, shareware, or public domain software is forbidden on USSOUTHCOM information systems or networks.  Exceptions may be granted by the DAA on a case-by-case basis through the USSOUTHCOM ITR process.

f. Virus checking is mandatory prior to uploading information onto any USSOUTHCOM or DoD system via SIPRNet, NIPRNet, diskettes, compact disks, or other media.

g. Users will not attempt to access or process data or use operating systems or programs, except as specifically authorized.  Users will not upload any executable or program files (e.g., .exe, .com, .vbs, or .bat files) onto DoD or USSOUTHCOM information systems.  

h. Users will safeguard and mark with the appropriate classification level all information created, copied, stored, or disseminated on DoD information systems and networks.  This includes all electronic forms of data such as messages, electronic mail, word processing documents, spreadsheets, databases, graphical presentations, and art; printed output, magnetic tapes, floppy disks, CD’s, DVD’s, hard drives, and any other storage media.  Users will mark   with the appropriate classification level in accordance with Executive Order 12958, “Classified National Security Information,” and DoD 5200.1-R, “Information System Security Program.”

i. Users will not allow anyone to perform maintenance on any workstation unless specifically performed by or under the supervision of an authorized system administrator.

j. Log-off or screen-lock the workstation when leaving the work area.  Log off the workstation at the end of each working day.

k. Request through your help-desk to have your account disabled if you will be away from the work area for an extended period of more than two weeks.

l. Users can notify (insert your organization) system administrator and/or Information Assurance Security Officer with questions regarding policy, responsibilities, and duties.  

m. Users will report all security incidents immediately to the IASO.

n. Report information system or network problems to your help-desk (insert your organizations help-desk phone number).

o. All USSOUTHCOM and DoD networks are subject to monitoring for management of the system, protection against unauthorized access, and verification of security procedures.

6. Authority for soliciting a social security number (SSN) is Executive Order 939.  The information below may be used to identify you and may be disclosed to law enforcement authorities for investigating or prosecuting a violation of the law.  Disclosure of information is voluntary; however, failure to disclose information could result in denial of access to USSOUTHCOM information systems and networks.

7. I have read the above requirement regarding use of (insert your organization) information systems.  I understand my responsibilities regarding these systems and the information contained in them.  

________________________________




__________________

Signature








Date

________________________________




__________________

Last Name, First, MI        Rank/Grade




SSN

________________________________




__________________

Directorate/Division/Branch






Telephone Number

Appendix E

Multi-level Classification Switch User Agreement
a.
The user agreement ensures training and certification for personnel using multi-level classification switches.

b.
Procedures for login and switching between systems.  This process must be performed for each switch between systems.  When the system is not in use, it is required to be inactive and displaying the screen lock. 
Logging onto a system


Identify the classification of the system currently selected


Use the login and passwords appropriate to that system


Verify the classification of the present system by checking the classification label/banner


Begin Processing

Switching between systems


Screen lock the system you are currently working on


Select the desired system with the switch


Enter your user id and password to deactivate the screen lock on the newly selected system


Verify the classification of the present system by checking the classification label/banner


Begin Processing

Logging off of a system.


Close all applications processing on the active system.


Logout of the system when processing is no longer required on the system.


Secure the system, as required, at the end of the day.  

c.
User shall perform weekly inspection of switch connections/configuration and switch tamper seals (if applicable).

d.
Any suspected tampering, modification of the configuration, and/or mishandling of the switch will be reported to the Security Manager/ASA Helpdesk in accordance with local security directives.

_____________________________

___________________________________

Printed Name of User
Signature/Date

The above individual has received the necessary training and has complied with the requirements for application and use of multi-level switches.

_____________________________
____________________________________

Printed Name of Security Manager


Signature/Date

Appendix F

DoD Log-on and Consent Banner
Appendix G

Sample E-mail Classification Markings
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(U) Ensure any attachments to the message are properly marked, and the overal classification
level of the message reflects the level of any attachments included
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(U) Be sure to include declassify instructions if the message is classified
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Appendix H

Specifications and Standards for

Overwriting, Degaussing and Destroying Hard Drives
1.  Overwriting standards and procedures.
Overwriting Software Specifications:  The software specifications discussed below are the minimum that Components must apply to overwriting hard drives.  Software products and applications not meeting the minimum stated specifications are not acceptable for sanitizing unclassified hard drives.  Overwriting software that merely reformats or repartitions a hard drive is not accepted within the scope of this policy.  Further, some software products may not run on systems with lower end CPU chipsets.  Software users should verify the compatibility of selected software products with the particular hard disk being sanitized.  In addition, some software product versions may not have the capability to remove the operating system (OS) during the overwriting process.  To ensure the integrity of the sanitization process, overwriting software must have the following functions and capabilities:


a.  The ability to purge all data or information, including the OS, from the physical or virtual drives, thereby making it impossible to recover any meaningful data by keyboard or laboratory attack.


b.  A compatibility with, or capability to run independent of, the OS loaded on the hard drive.  


c.  A compatibility with, or capability to run independent of, the type of hard drive being sanitized (e.g., ATA/IDE or SCSI type hard drives).


d.  A capability to overwrite the entire hard disk drive independent of any BIOS or firmware capacity limitation that the system may have.


e.  A capability to overwrite using a minimum of three cycles (six passes) of data patterns on all sectors, blocks, tracks, and slack or unused disk space on the entire hard disk medium.


f.  A method to verify that all data has been removed from the entire hard drive and to view the overwrite pattern.


g.  Although not mandatory, selected software should also:

          (1)  Provide the user with a validation certificate indicating that the overwriting procedure was completed properly.

          (2)  Provide a defects log, or listing of any bad sectors, that could not be overwritten by the software.

Software Available for Overwriting:  Listed below are products and manufacturers that produce overwriting software tools.  These products are currently in use by DoD Components and are considered to meet the minimum standards called out in this policy.  Note:  This listing is not all-inclusive and there may be other products that meet the required specifications in addition to the products listed below.

Product Name:  "No Trace"


Communication Technologies, Inc., 

14151 Newbrook Drive, Suite 400, Herndon, VA  20170

Tel:  (703) 961-9080

Fax:  (703) 961-1330

Web:  www.comtechnologies.com 

Product Name:  "DataEraser"

ONTRACK Data International, Inc.

9023 Columbine Road, Eden Prairie, MN  55347

Toll Free:  (800)-872-2599 

Tel:  (952) 937-5161 

Fax:  (952) 937-5750 

Web:  www.ontrack.com
Technical Support: (952) 937-2121

Product Name:  "UniShred Pro"

Los Altos Technologies,

1381 Kildaire Farm Road, Suite 415, Cary, NC  27511

Toll Free:  (800) 999-8649

Tel:  (919) 233-9889

Fax:  (919) 233-6761

Web: www.lat.com
Technical Support: 1 (919) 223-9889

Product Name:  "CleanDrive"

Access Data Corporation

2500 North University Ave., Suite 200, Provo, UT  84604-3864

Toll Free:  (800) 574-5199

Tel:  (801) 377-5410

Fax:  (801) 377-5426

Web:  www.accessdata.com
Technical Support: 1 (800) 489-5199

Product Name:  “Sanitizer” D 4.01

Infraworks

6207 Bee Cave Road Austin, TX  78746

Tel:  (512) 583-5000

Fax:  (512) 583-5075

Web:  www.infraworks.com/products/santizer.html

Damaged Hard Disks:  A hard disk platter may develop damaged or unusable tracks and sectors.  However, sensitive data may have been recorded in areas of the disk that should be purged.  If features or malfunctions of the storage media inhibit overwriting, the storage media should be degaussed or destroyed.

2.  Degaussing standards and procedures.  

Degaussers used on DoD hard drives must have a nominal rating of at least 1700 Oersted.

Degaussers must be operated at their full magnetic field strength.  Follow the product manufacturer’s directions carefully.  Deviations from an approved method or rate of coercivity could leave significant portions of data remaining on a hard drive.  All shielding materials (e.g., castings, cabinets, and mounting brackets), which may interfere with the degausser’s magnetic field, must be removed from the hard drive before degaussing.  Hard disk platters must be in a horizontal direction during the degaussing process.  For degaussing hard drives with very high coercivity ratings, it may be necessary to remove the magnetic platters from the hard drive's housing.  Degaussing products should be acquired from the NSA Degausser Products List that can be obtained by contacting:


National Security Agency


Attn:  S7 Media Technology Center


9800 Savage Road, Ft. George G. Meade, MD  20755-6877


Tel:  (800) 688-6115 (Option #3) or (410) 854-7661


Fax:  (410) 854-7668

3.  Physical Destruction Procedures.  Hard drives should be destroyed when they are defective or cannot be economically repaired or sanitized for reuse.  As an added security measure, when practical, operable hard drives no longer deemed economically viable should be overwritten or degaussed prior to destruction.  Physical destruction must be accomplished to an extent that precludes any possible further use of the hard drive.  The following are acceptable means for destruction of hard disk storage media:

Physical destruction/impairment beyond reasonable use:  Remove the hard drive from the chassis or cabinet.  Remove any steel shielding materials, mounting brackets, and cut any electrical connection to the hard drive unit. In a suitable facility with individuals wearing appropriate safety equipment, subject the hard drive to physical force (e.g., pounding with a sledgehammer) that will disfigure, bend, mangle, or otherwise mutilate the hard drive so that it cannot be re-inserted into a functioning computer.  Sufficient force should be used directly on top of the hard drive unit to cause shock/damage to the disk surfaces.  In addition, any connectors that interface into the computer must be mangled, bent, or otherwise damaged to the point that the hard drive could not be re-connected without significant rework.

The following conditions will be met when destroying hard drives: (depending on type of media)


a.  Destruction at an approved metal destruction facility, i.e., smelting, disintegration, or pulverization.


b.  Application of an abrasive substance (emery wheel or disk sander) to a magnetic disk or drum recording surface. Make certain that the entire recording surface is completely removed.  Ensure proper safety measures to include protection from inhaling abraded dust and use of protective eyewear.


c.  Application of concentrated hydriodic acid (55% to 58% solution) to a gamma ferric oxide disk surface.  Acid solution use should be done in a well-ventilated area, and personnel must wear eye protection.


d.  Application of acid activator Dubais Race A (NSN 8010 181 7171) and stripper Dubais Race B (NSN 8010 181 7170) to a magnetic drum recording surface.  Technical acetone (NSN 6810 184 4796) should then be applied to remove residue from the drum surface. The above should be done in a well-ventilated area, and personnel must wear eye protection.

NOTE:  Extreme caution must be observed when handling acid solutions.  The application of chemical substances to remove data should be accomplished only by qualified and approved personnel.

4.  Sanitization/Destruction Verification Labels and Records.  Figure Q-1 provides a suggested label format to be attached to a hard drive or computer housing, as appropriate.  The label below includes the minimum amount of information required.


[image: image2.wmf] 

Certification of Hard Drive Disposition

 

This certifies this hard drive,

 

Serial Number ____________________,

 

Make and Model___________________

 

Was 

 

Overwritten/Degaussed/Destroyed

 

 in accordance with DOD

 

  

 

Memorandu

m 

 

XXX

 

 on 

 

     

 

( date )

 

_____

 

  

 

(Manufacturer, Product Version, Date Used)

 

________

 

  

 

Software or Degausser Used

 

-

 

 

or 

-

 

(

 

e.g., Approved Metal Destruction Facility)

 

___________

 

  

 

Method of Destruction

 

______________________________

_______

 

Printed Name and Rank/Grade

 

_______________________________  _______

 

Signature

 

   Date

 


Figure H-1
Format letter verifying that a hard drive was overwritten, degaussed, and/or destroyed.











(Date) 

1.  The following listed hard drives were overwritten in accordance with Attachment 2, DoD Memorandum “Disposition of Unclassified DoD Hard Drives,” dated April 2001, using the following software:  (Manufacturer, Product Version).
- or-

The following listed hard drives were degaussed in accordance with Attachment 2, DoD Memorandum “Disposition of Unclassified DoD Hard Drives,” dated April 2001, using the following degausser:  (Manufacturer, Product Version).

- or -

The following listed hard drives were destroyed in accordance with Attachment 2, DoD Memorandum “Disposition of Unclassified DoD Hard Drives,” dated April 2001, using the following method:  (Smelting, Disintegration, Pulverization, Abrasion, or Acid Application, etc.).

2.  (Hard Drive Make, Model, and Serial Number).

(Hard Drive Make, Model, and Serial Number).

(Hard Drive Make, Model, and Serial Number).

(Hard Drive Make, Model, and Serial Number).

3.  The sanitization/destruction process was performed by (Name and Rank/Grade).  






Verifying Official (Name, Rank/Grade, and Organization)
Appendix I

Threat Checklists
Natural Threats

Checklist of countermeasures that guard against natural threats

__ Backup copies of critical information

__ Continuity Of Operations Plan (COOP)

__ Smoke detectors installed

__ Fire extinguishers available

__ No smoking near computers policy

__ Specially formulated gas fire extinguishers

__ Temperature controls (50-80 degrees)

__ Humidity controls (20-80 percent)

__ Air filters on cooling systems

__ Electrical surge protectors

__ Anti-static carpeting

__ Dedicated grounding system

__ Line filters on the computer power supply

__ Uninterruptible power supply

__ Water sensors on the floor near the computers

__ Policy to turn off and unplug computers during lightning storms

__ Computers located away from glass windows and high surfaces

__ Computers located away from water sources like pipes, drains, toilets, sinks, and sprinklers

Unintentional Threats

Checklist of countermeasures that guard against unintentional threats

__ Backup copies of critical information

__ Use only authorized software

__ No computer games allowed

__ Use system passwords

__ Train users on hardware and software

__ Practice good housekeeping

__ Supervise maintenance workers

__ Do not use pirated software

__ Automatically scan all diskettes for viruses as part of the system boot up process

__ No eating, drinking, or tobacco use near the computers

__ Divide computer security related additional duties so no one person has total control

__ Store system administrator passwords in a safe and secure place

__ Restrict access to system operational files such as the config.sys and autoexec.bat

__ Classification labels on all media

Intentional threats

Checklist of countermeasures that guard against intentional threats
__ Backup copies of critical information

__ Passwords

__ Guards

__ Changing passwords frequently

__ Training for users

__ Security Manager appointed in writing

__ Key control

__ End of day checks

__ Software security programs

__ Audits

__ Virus protection

__ Warning banners

__ Property inventories

__ Secure area during non-duty hours

__ Cipher locks

__ Badge system

__ Visitor escort policy

__ No modem operations

__ Removable hard drives

__ Intrusion detection systems

__ Closed-circuit TV

__ Data access controls (read and write permission)

__ IASO appointed in writing

__ SA appointed in writing

__ Divide computer security related additional duties so no one person has total control

Appendix J

Information Assurance Readiness Review

(Minimum Security Requirements Checklist)

	Certifying Official’s Initials ___________   Date: ____________

	1.  Has the DAA been identified for this system/network?  

	2.  Has an IASO/SA been designated? 

	3.  Is the IASO/SA familiar with their duties? 

	4.  Does the IASO/SA have adequate technical background (e.g., computers, security) to perform their duties?  

	5.  Does the IASO/SA have an adequate technical background (e.g., computers and security) to perform this certification? 

	6.  Does the IASO/SA maintain the certification and accreditation documentation (i.e., the SSAA) of the system? 

	7.  Does the IASO/SA ensure remote sites or facilities have designated ISA/s? 

	8.  Does the IASO/SA review the audit logs on a periodic basis (e.g., daily or weekly)? 

	9.  Has the IASO/SA developed and implemented procedures for handling of security incidents? 

	10.  Has the IASO/SA developed a System Security Policy for the system/network? 

	11.  Does the system/network comply with the system security policy? 

	12.  If the system is new or migrating, has a risk assessment been performed and documented? 

	13.  Are default vendor accounts, privileges, and passwords deleted? 

	14.  Is an approved method of individual identification and authentication used? 

	15.  Is authentication (e.g., passwords) unique to each user? 

	16.  Are group accounts disallowed on the system/network? 

	17.  Is each user’s authentication changed on a periodic basis, but at least every 90 days?  

	18.  If passwords are used, are they at least 8 characters in length with one of each of the four character sets? 

	19.  Are procedures in place to ensure that dictionary-type words are not used as passwords? 

	20.  Are controls in place to ensure timely removal of user accounts when no longer needed?

	21.  Are individuals only given the minimum capabilities/privileges required to perform their assigned duties? 

	22.  Have appropriate contingency/emergency plans been developed and tested to ensure continued availability and integrity of the system/network and data? 

	23.  Are system/data backups made routinely for mission critical and mission essential data? 

	24.  Are external network Unclassified/classified communications encrypted with Type I or II media, as appropriate? 

	25.  Are Wireless LANs encrypted? 

	26.  Do all personnel gaining access to the system have a validated need-to-know?  Have Foreign Service National personnel been subjected to an NAC or host country equivalent investigation?  

	27.  Do all users have a valid clearance for the highest classification level and authorization for all categories of information for which they could have access to? 

	28.  Are procedures in place to protect against inadvertent access to sensitive but unclassified /classified information by uncleared personnel (e.g., visitors, maintenance personnel, etc.)? 

	29.  Has a security risk assessment of the system been accomplished? 

	30.  Have procedures been established for declassifying the system in case of an emergency? 

	31.  Are all products produced by the system (e.g., listings, tapes, disks) marked with the highest classification of the system? 

	32.  Is current anti-virus software installed and properly used on all systems/network? 

	33.  Are required security countermeasures implemented to correct known vulnerabilities?

	34.  Has the IAM established and managed a COMPUSEC training program for system/network users? 

	35.  Is there a program for reporting information system security incidents, vulnerabilities, and virus attacks to the IAM?

	36.  Are procedures in place to ensure media is properly cleared and/or purged (as appropriate) prior to release or reuse at a lower classification level? 

	37.  Have procedures been established for proper disposal/destruction of media (e.g., listings, disks, tapes, microfilm)?

	38.  Are magnetic storage devices clearly labeled with the highest category of data contained? 

	39.  Are information system hardware and software protected against theft? 

	40.  Are systems and information protected against tampering?

	41.  Is there an accreditation control process, which tracks and monitors the progress of information systems under review? 

	42.  Does the IASO monitor for new threats and vulnerabilities? 

	43.  Do changes to the system or environment appropriately trigger recertification/reaccredidation activities? 

	44.  Has the Certifying Official thoroughly examined the information system to ensure the above security measures are effectively and reliably implemented? 


Web Services Policy

	45.  Are there procedures to ensure system file permissions on the Web server are set to maximize security by restricting users to least privilege access needed for their responsibilities?

A.  Have high privilege system accounts and software defaults i.e. root, bin, administrator been changed?

	46.  Are there procedures to enforce password changes and ensure users passwords are not dictionary words, names, or variations of them?

A.  Are passwords a mixture of all four character sets and 8 characters in length?

	47.  Are there procedures to audit Web server operating system login accounts, eliminate shared user ID’s and delete inactive users?

	48.  Does the IAM/ISA continuously and regularly conduct Web server risk analysis to identify what needs protection, what is the threat, and what are the security measures to protect it?

	49.  Is there a policy to limit domain access to web page directories and the number of people who can modify the web server by maximizing use of read only files and other data security methods?

	50. Are there procedures to ensure Web server operating system and audit logs are active; as well as, monitoring and review schedules for those logs have been established?

	51.  Are there procedures to review and eliminate unneeded Web server TCP/IP services and Web host convenience features such as:

A.    FTP, TFTP, finger, sysstat…?

B.    Automatic directory listing?

C.    Shells, interpreters and utilities?

D.   User maintained directories?

	52.  Is there a policy to record Web server host (operating system) vulnerabilities and employ appropriate countermeasures such as separating the web server from other host using a firewall?

	53.  Are there procedures to review web content and ensure prohibited information is not released to the public Internet access?

A.  Has the following information been released on your Web site?

· Classified, for official use only or unclassified sensitive information?

· DoD contractor proprietary information?

· Privacy Act information?

· Sensitive mission data, such as unit capabilities or performance?

· System capabilities, vulnerabilities, concept of operations, or architectures?

· Social Security numbers?

· Home Addresses or phone numbers?

· Dates of Birth?

· Detailed family members’ information or pictures?

· Travel or other itineraries?

· Any information that would reveal movements of military assets?

· The location of units, installations, or personnel where uncertainty regarding the location is an element of the security of a military plan or program?

· Any information not approved by the Commander or his/her designate?

· Any information not releasable to foreign nationals?

· Any separate information, which in aggregate with other information on your Web sites could be classified, for official use only or unclassified sensitive information?


Appendix K

Sample Wireless Device Issue Form

(Minimum information required)

Manufacturer:
Model:
Ser.#

Specific Type of Device (Cell phone, laptop w/ wireless capability, black/cryptoberry, PDA, 2-way pager, etc.) _________________________________________________________

Associated Attachments (Include any and all serial numbers):

Issued to:  (Last name, First name, MI) ___________________________________


Rank/Rate: _____________________
SSAN: ________________________

Issued by: (Property Issuing Officer) _____________________________________

Issued on: (DD MMM YYYY) ______________________________

1.   I, (Rank/Rate) (Last name, First name, MI), take physical custody of the device (and associated accessories if applicable) listed above.  

2.   I understand that I am responsible for this property until such time that I should return them to the Issuing Officer.

3.   I will not attempt to use this device in any manner not authorized by the USSOUTHCOM policy on wireless devices as stated in SC Reg 1001.  

4.   I will not allow access to this device by unauthorized individuals.  

5.   I will not attempt to alter the security features or functionality of this device, nor will I download third party or unauthorized software onto this device.   
6.   If I am authorized to place classified or controlled unclassified information (refer to AR 380-5) on this device, I shall maintain awareness of such information on I place on this device in order to facilitate recovery operations or damage assessment if this device is lost or stolen.  If this device is contaminated with data of a higher level of classification I will give the device to my IAM for destruction.  

7.   Unless specifically authorized in writing by the DAA, I shall not enroll this device with any Internet Service Provider.

8.   I shall not connect this device to secret LANs operated by USSOUTHCOM or any of its subordinates units.
9.  I will not use remote synchronization tools in connection with this device, such as Network HotSync or Modem HotSync.

10.  In situations when the device must be powered off, if the power button may be inadvertently turned on, ensure the battery is removed.

11.
 If a government-supplied security label/sticker is applied to this device I will report to the issuing officer if that label is removed, damaged or visibly altered.

12.  I shall use every possible means to protect the device from theft, damage, alteration, unauthorized access or compromise of USSOUTHCOM information.

13.  I will report any violations of the wireless policy to my local IAM.  


___________________________________________________




(Signature of individual issued wireless device) 



___________________________________________________


(Signature of Property Issuing Officer)

Appendix L 

Firewalls, Ports and Protocols
(This Appendix is incomplete)

Allowable Protocols

      a.  
Common Management Information Protocol (CMIP), ports 163 and 164.  CMIP shall be allowed through the firewall.  The authentication, access control, and security log features shall be enabled.

      b.  
Domain Name System (DNS), port 53.  DNS shall be allowed outbound to access name servers.  DNS shall not be allowed inbound, as the firewall should conceal the inside addresses.

      c.  
Echo (ping) Command, port 7.  The firewall shall be configured to permit outbound “Echo request” (ping) packages and inbound “Echo response” to pass through the firewall, but disallow incoming “Echo request” packets.

      d.  
Endpoint Map (epmap), port 135.  If Remote Procedure Call (RPC) is enabled (see below), epmap shall be allowed through the firewall.

      e.  
File Transfer Protocol (FTP), ports 20 and 21.  FTP should be permitted to pass through the firewall outbound.  Inbound FTP traffic should only be allowed through the firewall from specific IP addresses.

      f.  
Finger command.  The finger command shall be permitted to pass through the firewall outbound, but all incoming finger requests shall be blocked.  

      g.  
Gopher, ports 70 and >1023.  Gopher shall only be used if proxied at the firewall and shall be configured only for outbound use.

      h.  
Hypertext Transport Protocol (HTTP), ports 1023 and 80.  The HTTP protocol shall only be used if a proxy exists on the firewall.

      i.  
Internet Control Message Protocol (ICMP).  The firewall shall be configured to drop packets without returning an ICMP error message.

       j.  
Internet Protocol (IP).  The firewall shall be configured to drop all packets arriving on the unprotected side with a source address of a machine on the protected side.


k.  
Internet Packet Exchange (IPX), port 213.  If used on a site, the IPX protocol shall be permitted through the firewall.
      l.   International Standards Organization Transport Layer Service Access Protocol (ISO-TSAP), port 102.  The ISO-TSAP protocol shall be allowed through the firewall.  For outbound packets, the packet’s source address shall be changed to the firewall’s address.

     
m.  Multipurpose Internet Mail Extension (MIME).  MIME shall be permitted through the firewall.

     
n.   Post Office Protocol 3, port 110.  POP3 traffic shall be permitted to pass through the firewall, but only to the SMTP server. 

     
o.  Remote Procedure Call (RPC), port 530.  RPCs shall only be permitted outbound.  The firewall shall prohibit all inbound RPCs.

     
p.  Secure Electronic Transaction (SET), port 257.  SET shall be permitted to pass through the firewall.

    
q.   Secure Hypertext Transfer Protocol (S-HTTP), port 443.  S-HTTP shall be permitted through the firewall.

    
r.   Secure Multipurpose Internet Mail Extension (S-MIME).  S-MIME shall be permitted through the firewall.

  
s.   Secure Socket Layer (SSL), port 443.  SSL shall be permitted through the firewall.


t.   Simple Mail Transfer Protocol (SMTP), port 25.  SMTP shall be permitted through the firewall, but only to the mail server on the protected side.

    
u.  Telecommunications Network (TELNET), port 23.  TELNET shall be permitted to pass outbound through the firewall, but shall be prohibited from coming in through the firewall to the protected side.

    
v.  Terminal Access Controller Access Control System (TACACS), port 49.  TACACS shall be permitted through the firewall.

   
w.  Transmission Control Protocol (TCP).  TCP shall be permitted through the firewall.  The firewall shall be configured to prevent “SYN flood” attacks.

   
x.   User Datagram Protocol (UDP).  UDP shall be permitted through the firewall, but the firewall shall block all UDP packets inbound with a host address of a machine on the protected side.

   
y.  Virtual Private Network (VPN).  The firewall shall establish VPNs whenever possible.


z.
Whois Command, port 43.  The firewall shall permit outbound whois traffic, but shall block all inbound use of the whois command.

Prohibited protocols

a.  Archie, port 1525 and >1023.  Port 1525 shall be blocked by the firewall.

b.  Exterior Gateway Protocol (EGP).  EGP requests shall not be permitted through the firewall.

c.  Internet Relay Chat (IRC), port 194.  Port 194 shall be blocked by the firewall.

d.  Network Basic Input/Output Services (NetBIOS), ports 137 – 139.  Ports 137, 138, and 139 shall be blocked by the firewall.  This does not limit the use of NetBIOS on the protected side.

e.  Network File System (NFS), port 2049.  Port 2049 shall be blocked by the firewall.

f.   Network Information Service (NIS).  NIS traffic shall not be permitted through the firewall.

g.  Network News Transfer Protocol (NNTP), port 119.  Port 119 shall be blocked by the firewall.

h.  Network Time Protocol (NTP), port 123.  Port 123 shall be blocked by the firewall.

i.   Open Shortest Path First (OSPF).  OSPF traffic shall not be permitted through the firewall.

j.   Open Windows, port 2000.  Port 2000 shall be blocked by the firewall.

k.   Remote Execution (rexec), port 512.  Port 512 shall be blocked by the firewall.

l.   Remote Hosts (rhost).  The system shall not allow the use of .rhost files.

m.  Remote Login (rlogin), port 513.  Port 513 shall be blocked by the firewall.

n.  Restricted Shell (rsh), port 514.  Port 514 shall be blocked by the firewall.

o.  Remote Access Protocol (RAP), port 38.  Port 38 shall be blocked by the firewall.

p.  Routing Information Protocol (RIP), port 520.  Port 520 shall be blocked by the firewall.

q.  Simple Network Management Protocol (SNMP), ports 161 and 162.  Ports 161 and 162 shall be blocked by the firewall.

r.  Trivial File Transfer Protocol (TFTP), port 69.  Port 69 shall be blocked by the firewall.

s.  UNIX-to-UNIX Copy (UUCP), port 540.  Port 540 shall be blocked by the firewall.

t.   Wide-Area Information Service (WAIS), ports 210 and >1023.  Port 210 shall be blocked by the firewall.

u.  X-Windows (X11), port 6000-6063.  Port 6000-6063 shall be blocked by the firewall.

Appendix M

Points of Contact
1.
Theater C4 Coordination Center (TCCC) 


a.
Plain Language Address (PLA) - HQ USSOUTHCOM MIAMI FL // TCCC


b.
Non-Secure/Secure Voice – 305-437-3538 / 3539 / 3540 (DSN 567)


c.
Non-Secure Fax - x1875


d.
Secure Fax - x3531


e.
E-mail (NIPRNet) - TCCCU@hq.SOUTHCOM.mil

f.
E-mail (SIPRNet) - TCCCGrp@hq.SOUTHCOM.smil.mil
2.
Joint Operations Intelligence Center (JOIC)


a.
PLA - HQ USSOUTHCOM MIAMI FL // JOIC


b.
Non-Secure/Secure Voice – 305-437-3716 / 3719 / 3722 (DSN 567)


c.
Red Switch – x6761 / 6762 / 6763


d.
Unsecure Fax - x3744


e.
Secure Fax – x3742 / 3743


f.
E-mail (NIPRNet) - joicmia@hq.SOUTHCOM.mil


g.
E-mail (SIPRNet)  - joicmia@hq.SOUTHCOM.smil.mil

3.
United States Southern Command SCJ62


a.
PLA - HQ USSOUTHCOM MIAMI FL // J62


b.
Non-Secure/Secure Voice – 305-437-1391 / 1877 / 1670 (DSN 567)


c.
Unsecure Fax - x3206


d.
Secure Fax – x3208

4.
Joint Task Force - Computer Network Operations (JTF-CNO)


a.
PLA - CJTF-CNO WASHINGTON DC//J2/J3/JTFCNDWO//


b.
Non-Secure/Secure Voice - 703-607-4583 (DSN 327)


c.
Unsecure Fax - 703-607-4009 (DSN 327)


d.
Secure Fax - 703-607-4001 (DSN 327)


e.
E-mail (NIPRNet) - jtfwo@jtfcno.ia.mil


f.
E-mail (SIPRNet) - jtfwo@jtfcno.ia.smil.mil5.


5.
United States Strategic Command (USSTRATCOM), PLA - HQ USSTRATCOM PETERSON AFB CO//J36/SPOC/J39//

6.
National Military Command Center (NMCC), PLA - JOINT STAFF WASHINGTON DC//J3 NMCC//

7.
DISA CONUS RCERT


a.
PLA - RHCUAFC/CONUS RNOSC SCOTT AFB IL//RCERT


b.
Non-Secure/Secure Voice - 618-229-9032 /9036 (DSN 779)


c.
Unsecure Fax - x9044


d.
Secure Fax - x9009


e.
E-mail (NIPRNet) - conusrcert@scott.disa.mil


f.
E-mail (SIPRNet) - scott-cert@scott.disa.smil.mil

8.
USSOUTHCOM INFORMATION OPERATIONS (IO) CELL


a.
PLA - HQ USSOUTHCOM MIAMI FL // SCJ339/SCJ62/SCJ2IO//


b.
Non-Secure/Secure Voice 


(1)
SCJ339 - 305-437-3017 / 3032 (DSN 567)


(2)
SCJ62 - 305-437-1452 / 3061/ 1657 (DSN 567)


(3)
SCJ2IO - 305-437- 2930 / 3739 (DSN 567)


c.
Global Address List (GAL) - All DIO Cell

Appendix N

INFOCON Reporting Guide
1.
Notification to USSOUTHCOM Component Commanders and LCCs will include the following information:


a.
Summary of what events/circumstances drove the INFOCON change.


b.
Date by the full implementation of the new INFOCON level will be achieved.

c.
Direction to implement additional specific actions (i.e. actions that are not prescribed in current INFOCON guidance, but are tailored to the specific circumstances).


d.
Direction to ignore certain actions from the standard measures prescribed in this document.


e.
Reporting requirements for LCCs and Components to report the status of their compliance with the new INFOCON level.

2.
Sample Notification Message.

DTG
FM HQ USSOUTHCOM MIAMI FL//J3//

TO AIG 8780
ASA-USSOUTHCOM MIAMI FL
CDRUSARSO SOOP FT BUCHANAN PR
CDRUSARSO SOIM FT BUCHANAN PR
DIRJIATF SOUTH//J2/J3/J6//
INFO HQ USSOUTHCOM MIAMI FL//J2//
HQ USSOUTHCOM MIAMI FL//J3//
HQ USSOUTHCOM MIAMI FL//J6//
HQ USSOUTHCOM MIAMI FL//J62/TCCC/JOIC//
BT
CLASSIFICATION
SUBJ:DoD INFOCON CHANGE TO XXXX
REF A DTG DoD INFOCON CHANGE TO XXXX
REF B SECDEF DELEGATION OF INFOCON AUTHORITY

REF C SC REG 1001, INFORMATION ASSURANCE REGULATION, APRIL 1, 2004.
1. (X) DoD WIDE INFOCON WAS SET TO XXXX PER REFERENCE A, BASED ON CURRENT WORLDWIDE THREAT.
2. (X) PRESENTLY, ALL DoD NETWORKS REMAIN STABLE. THERE ARE NO
INDICATIONS OR WARNINGS THAT INDICATE INCREASED PROBING OR SCANNING OR ATTACK OF DoD NETWORKS. HOWEVER, DUE TO THE CURRENT WORLDWIDE THREAT, HQ USSTRATCOM DIRECTS ALL COMBATANT COMMANDS/SERVICES AND AGENCIES TO ACHIEVE INFOCON XXXX IMMEDIATELY. THIS IS AN URGENT DIRECTIVE AND ATTAINMENT MUST BE ACCOMPLISHED ASAP.
3. (U) USERS SHOULD TAKE THE FOLLOWING ACTIONS:
A. (U) DO NOT DISCUSS ON GOING OPERATIONS OR RELATED INFORMATION
OVER ANY MEANS OTHER THAN SECURE COMMUNICATIONS.
B. (U) LIMIT CELL PHONE USAGE.
C. (U) USE GOVERNMENT E-MAIL FOR OFFICIAL BUSINESS ONLY.
D. (U) BE AWARE OF POSSIBLE INCREASED VIRUS ACTIVITY.
E. (U) VERIFY E-MAIL ATTACHMENTS. INCREASE VIGILANCE WHEN OPENING ATTACHMENTS INCLUDED IN E-MAILS, EVEN THOSE WHICH APPEAR TO BE FROM FRIENDS OR COLLEAGUES. SAVE ATTACHMENTS TO A LOCAL DRIVE AND SCAN WITH YOUR ANTI-VIRUS PROGRAM PRIOR TO OPENING.
F. (U) DELETE ANY E-MAILS OR FILES RECEIVED FROM UNKNOWN SOURCES.
G. (U) BE AWARE OF SOCIAL ENGINEERING (SOMEONE ASKING FOR YOUR PASSWORD, ACCESS TO YOUR COMPUTER) AND NETWORK RECONNAISSANCE
 (SUSPICIOUS PHONE CALLS AND E-MAIL).
H. (U) REPORT ANY SUSPICIOUS PHONE CALLS, E-MAILS, AND COMPUTER
SECURITY PRACTICES IMMEDIATELY.
4. (U) NETWORK/SYSTEM ADMINISTRATORS SHOULD TAKE THE FOLLOWING ACTIONS:
A. (U) MONITOR GATEWAYS FOR UNUSUAL ACTIVITY.
B. (U) INVESTIGATE AND REPORT ANY UNUSUAL ACTIVITY.
C. (U) UPDATE ALL VIRUS PROTECTION SIGNATURES.
 5. (U) COMMANDERS AT ALL LEVELS (INCLUDING DoD AGENCY DIRECTORS) STILL RETAIN RESPONSIBILITY AND AUTHORITY TO DIRECT A HIGHER INFOCON LEVEL, SHOULD CONDITIONS WARRANT. IF A HIGHER INFOCON LEVEL IS DECLARED, COMMANDERS MUST NOTIFY CJTF-CNO AND USSTRATCOM VIA MESSAGE TO: HQ USSTRATCOM PETERSON AFB CO//J2/J3/ J36/J39/J6//, CJTF-CNO WASHINGTON DC//CC/J2/J3/JTFCNO WO//;
INFO: CJCS NMCC WASHINGTON DC//.

6. (U) COMPONENT COMMANDERS, LOCAL CONTROL CENTERS (LCCS), AND SECURITY ASSISTANCE ORGANIZATIONS ARE REQUIRED TO ACKNOWLEDGE RECEIPT NLT ONE HOUR OF RECEIVING THIS MESSAGE.  NOTIFY THE FOLLOWING POCS: 

(1) USSOUTHCOM TCCC: DSN: 567-3538/3539/3540, COMM: 305-437-3538/3539/3540, TCCCGRP@HQ.SOUTHCOM.SMIL.MIL; 

(2) USSOUTHCOM JOIC WATCH OFFICER: DSN: 567-3719, COMM: 305-437-3719,
JOICMIA@HQ.SOUTHCOM.SMIL.MIL.
7. (U) A COMPUTER NETWORK DEFENSE (CND) INFOCON SITREP (REFER TO SC REG 1001) WILL BE USED BY RECIPIENTS TO REPORT DIRECTIVE MEASURES IMPLEMENTATION STATUS, EXCEPTIONS, AND DEVIATIONS TO ACHIEVEMENT OF INFOCON XXXX. FORWARD SITREP TO THE FOLLOWING: HQ USSOUTHCOM MIAMI FL//J62/TCCC/JOIC//


CLASSIFIED BY: 
REASON: 

DECLASSIFY ON:

4.
Sample Acknowledgement Receipt

FM HQ USSOUTHCOM MIAMI FL//

TO HQ USSTRATCOM PETERSON AFB CO//J36/SPOC/J39//

CJTF-CNO WASHINGTON DC//J2/J3/JTFCNDWO//

INFO JOINT STAFF WASHINGTON DC//NMCC//

CLASSIFICATION

SUBJ/(U) USSOUTHCOM ACKNOWLEDGEMENT OF DoD INFOCON CHANGE (U)//

REF/A/ MSG/HQ USSTRATCOM/DoD INFORMATION OPERATIONS CONDITION (INFOCON) CHANGE TO ALPHA/271500ZAPR02//

1. (U) HQ USSOUTHCOM ACKNOWLEDGES RECEIPT OF HQ USSTRATCOM MESSAGE, SUBJ: DoD INFORMATION OPERATIONS CONDITION (INFOCON) CHANGE TO ALPHA, DTG 271500ZAPR02.  THEATER C4 COORDINATION CENTER (TCCC) IS NOTIFYING ALL SUBORDINATE UNITS.  TCCC WILL PROVIDE USSTRATCOM/JTF-CNO UPDATE ON INFOCON NOTIFICATION AND IMPLEMENTATION STATUS VIA CND INFOCON SITREP NLT 261400Z AUG 00.

2. (U) POC INFORMATION. DSN 567-3538/3539, SIPRNET:  TCCCGRP@HQ.SOUTHCOM.SMIL.MIL.

DECL/dd mmm yy//

5.
Content.  The message will follow the standard SITREP format, and will include the following INFOCON-specific information:


a.
Commander’s situation and status of networks, as it relates to INFOCON implementation.


b.
Operations Information:



(1)
Directive Measure Exemptions.  Directive actions that has either been omitted or whose implementation is delayed will be individually listed, and shall include, as applicable:



(a)
Status of implementation



(b)
Estimated time to completion (or a statement that the action been omitted)



(c)
Brief rationale for delay or omission



(d)
Description of any limiting factors that may further delay or prevent full implementation.



(2)
Estimated Time to Completion for achieving INFOCON compliance, or for fully accounting for exceptions to implementation measures.



(3)
Operational impacts associated with implementing INFOCON measures.



(4)
Additional measures for INFOCON implementation directed at the local level (in addition to DoD-directed changes).

6.
Precedence.   Message precedence will be immediate or higher.

7.
Sample SITREP format.

1. (U) SITUATION: Brief statement of Commander's operational situation and status of networks, including (as required):

- Any assigned networks INFOCON level within the reporting activity’s command that is other than the DoD level. 

- Statement of any supporting forces assisting in Commander's INFOCON implementation.

2. (U) OPERATIONS

2.A. (U) DIRECTIVE MEASURE EXEMPTIONS:  Report level of compliance for any directive measures that have either been omitted or whose implementation is delayed:  

2.A.1. (U) DoD Directive Measure Reference (e.g. N-1). 

(U) COMPLIANCE STATUS: level of compliance for C/S/A for this directive measure.

(U) ESTIMATED TIME TO COMPLETION: estimated date/time of compliance with directive measure.

(U) RATIONALE FOR DELAY OR OMISSION: List brief rationale for delay or omission of directive measure.

(U) LIMITING FACTORS: List any factors that will delay or prevent full implementation of directive measure.  Limiting factors may include personnel or other resource constraints, overriding mission operations requirements, etc. 

(Repeat 2.A.1. for each delayed or omitted directive measure within the declared DoD INFOCON level.)

2.B. (U) ADDITIONAL MEASURES: List any additional measures that have been directed in association with the INFOCON change.

2.C. (U) OPERATIONAL IMPACTS: Include a brief statement of:

(U) Operational impact(s) associated with the implementation of INFOCON directive measures.  

-   (U) Residual risk incurred until INFOCON measures are implemented. 

3. (U) INTELLIGENCE-RECONNAISSANCE: Provide intelligence information as it relates to INFOCON implementation within the C/S/A.

4. (U) LOGISTICS:  Provide any additional relevant information regarding logistics as it relates to INFOCON implementation that was not already listed as a limiting factor in paragraph 2 (Operations). 

5. (U) COMMUNICATIONS CONNECTIVITY: Provide any additional relevant information regarding communications connectivity as it relates to INFOCON implementation that was not already listed as a limiting factor in paragraph 2 (Operations).

6. (U) PERSONNEL: Provide any additional relevant information regarding the status, training, or availability of personnel that was not listed as a limiting factor in the Operations section.

7. (U) SIGNIFICANT POLITICAL-MILITARY-DIPLOMATIC EVENTS.  Significant political, military, and/or diplomatic events associated with or impacting INFOCON implementation and compliance.

8. (U) COMMANDER'S EVALUATION.  Include:

- (U) Commander's assessment of operational situation.  

- (U) Estimated date of full INFOCON implementation.  

- (U) Any additional information as it relates to operational implementation of INFOCON.

- (U) Request for INFOCON/CND-related support from USSTRATCOM and/or JTF-CNO.

8.
Sample CND INFOCON SITREP Message.

FM HQ USSOUTHCOM MIAMI FL//

TO HQ USSTRATCOM PETERSON AFB CO//J2F/J39/J39/SPOC/J6O//

CJTF-CNO WASHINGTON DC//J2/J3/JTF CNO WO//

INFO JOINT STAFF WASHINGTON DC//J3 NMCC//

CLASSIFICATION

MSGID/SITREP/HQ USSOUTHCOM//

REF/A/ MSG/HQ USSTRATCOM/DoD INFORMATION OPERATIONS CONDITION (INFOCON) CHANGE TO XXXX/DTG//

REF/B/MSG/HQ USSOUTHCOM/INCREASED NETWORK VIGILANCE/DTG//

REF/C/MSG/SECDEF/SECDEF DELEGATION OF DoD INFOCON AUTHORITY (U)/161455Z SEP 99//

GENTEXT/GENERAL/

NARR/REF A IS HQ USSTRATCOM MESSAGE DECLARING DoD INFOCON CHANGE.//

RMKS/1. (  ) SITUATION/DISPOSITION/STATUS OF FORCES.  USSOUTHCOM INFORMATION NETWORKS ARE XXX OPERATIONAL.  ALL FORCES IMPLEMENTING HQ USSTRATCOM-DIRECTED INFOCON XXX, EFFECTIVE DTG.  EXCEPTION IS XXX.

2. (U) OPERATIONS. 

2.A. (U) DIRECTIVE MEASURE EXEMPTIONS.  X-XX.

2.A.1 (U) DoD DIRECTIVE MEASURE REFERENCE.

(U) REVIEW OF IAVA COMPLIANCE (ITEM 3)

(U) COMPLIANCE STATUS: ALL USSOUTHCOM XXX SYSTEMS ARE NON-COMPLIANT. 

(U) ESTIMATED TIME TO COMPLETION: UNK.

(U) LIMITING FACTORS: REFERENCE XXX GUIDANCE ON UNVALIDATED PATCH INSTALLATION.

2.B (U) ADDITIONAL MEASURES.  PASSWORD CHANGES.  HQ USSOUTHCOM/J3 DIRECTED PASSWORD CHANGES FOR ALL USSOUTHCOM PERSONNEL WITHIN X HOURS.

2.C. (X) OPERATIONAL IMPACTS. OPS IMPACT OF DIRECTED MEASURE IMPLEMENTATION IS XXX.  RESIDUAL RISK IN USSOUTHCOM INFORMATION NETWORKS IS XXX.

3. (X) INTELLIGENCE/RECONNAISSANCE/FORCE PROTECTION.  

Provide intelligence information as it relates to INFOCON implementation within USSOUTHCOM.  Contact SCJ2IO for this information.

4. (U) LOGISTICS. USSOUTHCOM WILL INCUR ADDITIONAL COSTS FOR OVERTIME CONTRACT SYSTEM ADMINISTRATOR SUPPORT.  HQ USSOUTHCOM IS ASSESSING REQUIREMENT FOR CONTINGENCY FUND SITE.

5.  (U) COMMUNICATIONS CONNECTIVITY. NSTR. Provide any additional relevant information regarding communications connectivity as it relates to INFOCON implementation that was not already listed as a limiting factor in paragraph 2 (Operations).

6.  (U) PERSONNEL. NSTR.

Provide any additional relevant information regarding the status, training, or availability of personnel that was not listed as a limiting factor in paragraph 2 (Operations).

7.  (X) SIGNIFICANT POLITICAL/MILITARY/DIPLOMATIC EVENTS. Significant political, military, and/or diplomatic events associated with or impacting INFOCON implementation and compliance.
8.  (X) COMMANDER'S ASSESSMENT. ESTIMATED DATE FOR FULL COMPLIANCE WITH DoD INFOCON XXX IS UNKNOWN.  HQ USSOUTHCOM'S ASSESSMENT OF OVERALL THREAT TO USSOUTHCOM NETWORKS IS XXX.//

DECL/ dd mmm yy //

9.
Content.  The message will follow the standard OPREP-3 format, and will include the following INFOCON-specific information:


a.
Organization that declared the INFOCON change and when it was declared.


b.
Old and new INFOCON levels.


c.
Brief summary of situation that led to the INFOCON change declaration.


d.
Specific actions directed as part of the local INFOCON implementation (in addition to the standard actions provided).


e.
Additional pertinent information, including assistance required and exit criteria for the new INFOCON level.

10.
Sample Format.

1. (U) Date, time, and declaring organization.  Date and time of the INFOCON change declaration; name of the organization declaring the INFOCON change (TIMELOC).

2. (U) Old INFOCON/New INFOCON.  INFOCON level prior to level change, and newly declared INFOCON level (INFOCON).

3. (U) Event Description.  Brief description of threat and/or activities leading up to INFOCON change declaration (INCIDENT CAUSE AND DETAILS).  

Include as applicable:

Source of the incident(s)

Vulnerabilities exploited

4. (U) Damage/Operational Assessment.  Include, as applicable, brief summary of impacted systems/missions (ASSESSMENT):

Include as applicable:

Description of capabilities, units/organizations, networks systems, applications, or data assessed to be impacted or at risk, including classification of network(s) affected  

Intelligence assessment

Technical assessment of network capabilities  

5. (U) Delayed or omitted DoD INFOCON Directive Measures.  List any DoD INFOCON Directive Measures whose implementation is either delayed or omitted (EXCEPTIONS).

6. (U) Actions taken or in progress.  List any specific operational or technical measures directed in addition to the DoD level Directive Measures (ADDITIONAL ACTIONS).

7. (U) Additional Comments.  Other pertinent information (e.g. assistance required, exit criteria, etc.) (RMKS).


a.
Voice Report.  “This is an OPREP-3TB/OPREP-3PTB from United States Southern Command, Miami, Florida.  At 230814ZAUG 2002, USSOUTHCOM declared INFOCON XXX.  The tactical communications backbone currently supporting deployed forces is assessed as compromised.  Operational impact of activity is serious; loss assessment ongoing.  Amplification message will follow.”


b.
Sample OPREP-3/OPREP-3 Report.

FM HQ USSOUTHCOM MIAMI FL//

TO HQ USSTRATCOM PETERSON AFB CO//J2F/J39/J39/SPOC/J6O//

CJTF-CNO WASHINGTON DC//J2/J3/JTF CNO WO//

JOINT STAFF WASHINGTON DC//J3 NMCC// INFO 

COMBATANT COMMANDS

SERVICES

AGENCIES

CLASSIFICATION

MSGID/OPREP/ HQ USSOUTHCOM  /001// 

REF/A/TEL/HQ USSOUTHCOM/230800ZAUG2001//

AMPN/INITIAL VOICE REPORT TO JTF-CNO

TIMELOC/230814ZAUG2001/HQ USSOUTHCOM/INIT//

INFOCON/ALPHA/BRAVO//

RMKS/1. (U) INCIDENT CAUSE AND DETAILS/THE TACTICAL COMMUNICATIONS BACKBONE CURRENTLY SUPPORTING DEPLOYED FORCES, ASSESSED AS COMPROMISED.  INITIAL ASSESSMENT INDICATES INTRUDER MAY BE ASSOCIATED WITH HACKER GROUP SUPPORTING COUNTRY ORANGE.  CLASSIFICATION OF NETWORK IS SECRET/RELEASABLE TO COALITION FORCES.  

2. (U) ASSESSMENT.  OPERATIONAL IMPACT OF ACTIVITY IS SERIOUS; LOSS ASSESSMENT ONGOING.  COUNTRY ORANGE MAY HAVE ACCESSED OPERATIONS AND INTELLIGENCE INFORMATION RELATED TO COALITION FORCES MISSION EXECUTION.

3. (U) EXCEPTIONS. NONE.

4.  (U) ADDITIONAL ACTIONS.  PASSWORD CHANGES FOR ALL PERSONNEL IN THEATER.

5.  (U) RMKS/ EXIT CRITERIA.  CRITERIA FOR DETERMINING WHETHER TO EXIT BRAVO SHALL INCLUDE A CHANGE OF ADVERSARY CAPABILITY AND INTENT, AND/OR CLOSURE OF EXPLOITABLE VULNERABILITIES.  NO ADDITIONAL SUPPORT REQUESTED.

DECL/ dd mmm yy //

Appendix O

Key Management Infrastructure Example Messages
1.  COMSEC Incident/Insecurity Report as discussed in Para 5-17.  Example:

Note:  Incident reports will be classified according to content. The example below is marked Classified for example purposes only. 

From: (Unit) reporting incident or insecurity

To:     Controlling Authority (CONAUTH) of the short title involved

Info:    DIRNSA FT GEORGE G MEADE MD//I413//

            Appropriate MACOM, MAJCOM, ISIC

            Service COR:

            Army (DIRUSACCSLA FT HUACHUCA AZ//SELCL-KP-OR/SELCL-KP-KEY//)

            Navy/Marine Corps (DCMS WASHINGTON DC//N30//) & appropriate CMS A&A team

            Air Force ( HQ CPSG SAN ANTONIO TX//DIWKM//)

            Operational Chain of Command

            Supporting INS Activity

            HQ USSOUTHCOM MIAMI FL//SCJ621//

            Any other civil departments and agencies 

Classification:  Classify according to content.  At a minimum classify CONFIDENTIAL if identifying actual keymat effective or superceded editions.

Subject: COMSEC INCIDENT/INSECURITY

Refs: appropriate Service COMSEC Incident Reporting Doctrine; or NSTISSI 4003


a.  COMSEC Account: (Provide the number of the COMSEC account involved or supporting the unit that caused the incident.)


b.  Material Involved:

    
(1)  For keymat: (short title, edition, register or accounting number, segments, and controlling authority for each short title).


(2)
For equipment: (system designator, nomenclature, modification number, serial number)

Note:  if equipment was keyed, include all info on keying material used.


c.  Personnel Involved: (Provide name, rank/grade, duty position/military occupational specialty, citizenship, level of security clearance).


d.  Circumstances of Incident: (Give a chronological account of the events that caused the incident with enough detail to give a clear picture of how the incident occurred.  The chronology must include all relevant dates, times of day, frequency of events, precise locations, organizational elements involved.  Reason for incident if known, or description of the events that led to the discovery of the incident.  Describe the security measures in effect and estimate the possibility that unauthorized personnel had access to the material).


e.  Possibility of Compromise:  Provide an opinion as to the possibility of compromise using one of the following terms: 

   
(1)  Compromise:  The material was irretrievably lost or available information clearly proves that the material was made available to an unauthorized person.

   
(2)  Compromise Cannot be Ruled Out:  Available information indicates that the material could have been made available to an unauthorized person, but there was no clear proof that it was made available.

   
(3)  No Compromise:  Available information clearly proves that the material was not made available to an unauthorized person. 


f.  Additional reporting if Incident involved:

   
(1)  Incorrect use of COMSEC keying material or Use of unapproved operating procedures: Describe the communications activity and the operating mode.  Estimate the amount and type of traffic involved. Estimate the length of time the key was used.

   
(2)  Use of malfunctioning COMSEC equipment:  Describe the symptoms of the malfunction.  Estimate the likelihood that the malfunction was deliberately induced.  Estimate how long the malfunctioning equipment was in use.  Estimate the amount and type of traffic involved.

   
(3)  Unauthorized modification or maintenance of COMSEC equipment or Discovery of a clandestine electronic surveillance or recording device:  Describe the modification or device, installation, symptoms, host equipment, and protective technology.  Estimate how long the item may have been in place.  Estimate the amount and type of traffic involved.  Identify the counterintelligence organization notified.

   
(4)  Known or suspected defection, espionage, attempted recruitment, Unauthorized absence, sabotage, capture, hostile activity or Treason:  Describe the individual’s general background in COMSEC and the extent of knowledge of cryptoprinciples and protective technologies.  List the cryptosystems to which the individual had access and whether the access was to keying material.  For logic, state whether cryptographic logic or access was to full or limited maintenance manuals.  For keying material, list the short titles and editions involved.  Identify the counterintelligence organization notified.

   
(5)  Unauthorized access to COMSEC material:  Estimate how long unauthorized personnel had access to the material.  State whether espionage is suspected.

   
(6)  Loss of COMSEC material:  Describe the circumstances of last sighting.  Provide any available information concerning the cause of disappearance.  Describe the actions taken to locate the material.  Estimate the possibility that material may have been removed by authorized or unauthorized persons.  Describe the methods of disposal of classified and unclassified waste and the possibility of loss by those methods.

   
(7)  COMSEC material discovered outside of required COMSEC control or accountability:  Describe the action that caused accountability or physical control to be restored.  Estimate the likelihood of unauthorized access.  Estimate the length of time the material was unsecured.

   
(8)  COMSEC material received with a damaged inner wrapper:  Give a complete description of the damage.  When the damage occurred in transit, identify the means of transmittal and include the package number and point of origin.  When the damage occurred in storage, describe how the material was stored.  Estimate the likelihood of unauthorized access or viewing. Ensure all packaging containers, wrappers, are retained until destruction is authorized.

   
(9)  Known or suspected tampering with COMSEC equipment or penetration of protective technology:  Describe the evidence of tampering or penetration.  When the suspected tampering or penetration occurred in transit, identify the means of transmittal and include the package number and point of origin.  When the suspected tampering or penetration occurred in storage, describe how the material was stored.  Identify the counterintelligence organization notified.  Identify the date stamped on the protective technology or serial number on the protective technology if applicable.

   
(10)  Unauthorized photography or reproduction:  Identify the material or equipment that was reproduced or photographed.  Provide the reason for the reproduction and describe how the material was controlled.  Specify detail contained in the photographs of equipment internals.  State whether espionage is suspected.  If the incident is evaluated as “compromise” or “compromise cannot be ruled out” forward a copy of each photograph or reproduction to DIRNSA I413.

   
(11)  Aircraft crash:  Identify the location of the crash, including coordinates, and specify whether the crash occurred in friendly or hostile territory.  State whether the aircraft remained largely intact or if wreckage was scattered over a large area.  Estimate the size of the area.  State whether the area was secured.  If so, indicate how soon after the crash and by whom.  State whether recovery efforts for COMSEC material were made or are anticipated.

   
(12)  Material lost at sea:  Provide the coordinates or the approximate distance and direction from shore.  Estimate the depth of the water.  State whether material was in weighted containers or was observed to sink.  Estimate the sea state, tidal tendency, and the most probably landfall.  State whether U.S. salvage efforts were made or are anticipated.  State whether foreign vessels were in the immediate area and their registry, if known.  Estimate the possibility of successful salvage operations by unfriendly nations.

   
(13)  Space vehicles:  Provide the launch date and time.  State whether the space vehicle was destroyed or lost in space.  State whether the keying material involved was unique to the operation or is common to other operations.  Estimate the probably impact point on the earth’s surface on land or sea.


g.  Point of Contact:  Include name, e-mail address and telephone number of the person who is prepared to respond to questions from the evaluating authority(ies). 

2.  Requests to receive, increase, and/or delete HQ USSOUTHCOM controlled keymat as discussed in Para 5-18, Example:

Note: Requests will be sent by message and classified according to content. Classified for example purposes only. 

From: (Unit) requesting USSOUTHCOM keymat

To:     HQ USSOUTHCOM MIAMI FL//SCJ621//

Info:    DIRNSA FT GEORGE G MEADE MD//Y132//

            Appropriate MACOM, MAJCOM, ISIC

            Service COR:

            Army (DIRUSACCSLA FT HUACHUCA AZ//SELCL-KP-OR/SELCL-KP-KEY//)

            Navy/Marine Corps (DCMS WASHINGTON DC//N30//), (CMIO NORFOLK VA//) & appropriate CMS A&A team

            Air Force (HQ CPSG SAN ANTONIO TX//DIWKM//)

            Operational Chain of Command 

Classification:  Classify according to content.  At a minimum classify CONFIDENTIAL if identifying actual keymat segment effective or supersession dates and/or if justification statement is classified.

Subject: HQ USSOUTHCOM CONTROLLED KEYMAT REQUEST TO (add, increase, delete). The message must contain the following information:


a. 
COMSEC account number.


b. 
Short title and quantity of KEYMAT(s) to be increased/decreased/deleted.


c. 
Authority.  (Operations Plan (OPLAN) title, exercise name, etc.)


d. 
Justification.  (Why you need to receive/increase/delete short title.)


e. 
In place date. (Date you need to have KEYMAT(s) in the account.)


f. 
POC and telephone number.

3.  Request to receive, increase, and/or delete Joint Inter-Agency Counterdrug COMSEC (JIACC) Keymat Package controlled by the U.S. Coast Guard TISCOM (ISD-3B) as discussed in Para 5-19, Example:

Note: Requests will be sent by message and classified according to content. 

From: (Unit) requesting JIACC keymat

To:     HQ USSOUTHCOM MIAMI FL//SCJ621//

Info:    COGARD TISCOM ALEXANDRIA VA//ISD-3B//

            Appropriate MACOM, MAJCOM, ISIC

            Service COR:

            Army (DIRUSACCSLA FT HUACHUCA AZ//SELCL-KP-OR/SELCL-KP-KEY//)

            Navy/Marine Corps (DCMS WASHINGTON DC//N30//), (CMIO NORFOLK VA//) & appropriate CMS A&A team

            Air Force (HQ CPSG SAN ANTONIO TX//DIWKM//)

            Operational Chain of Command 

Classification: Classify according to content.  At a minimum classify CONFIDENTIAL if identifying actual keymat segment effective or supersession dates and/or if justification statement is classified)

Subject: JIACC COGARD CONTROLLED KEYMAT REQUEST TO (add, increase, delete). The message must contain the following information:


a. 
COMSEC account number.


b. 
Short title and quantity of KEYMAT(s) to be increased/decreased/deleted.


c. 
Authority.  (Operations Plan (OPLAN) title, exercise name, etc.)


d. 
Justification.  (Why you need to receive/increase/delete short title.)


e. 
In place date. (Date you need to have KEYMAT(s) in the account.)


f. 
POC and telephone number.

4.  Request to receive, increase, and/or delete Joint Inter-Theater COMSEC Package (JICP) controlled by the Joint COMSEC Management Office (JCMO) keymat as discussed in Para 5-20, Example:

Note: Requests will be sent by message and classified according to content. 

From: (Unit) requesting JCMO keymat

To:     HQ USSOUTHCOM MIAMI FL//SCJ621//

Info:    JOINT COMSEC MANAGEMENT OFFICE MACDILL AFB FL

            Appropriate MACOM, MAJCOM, ISIC

            Service COR:

            Army (DIRUSACCSLA FT HUACHUCA AZ//SELCL-KP-OR/SELCL-KP-KEY//)

            Navy/Marine Corps (DCMS WASHINGTON DC//N30//), (CMIO NORFOLK VA//) & appropriate CMS A&A team

            Air Force (HQ CPSG SAN ANTONIO TX//DIWKM//)

            Operational Chain of Command 

Classification: Classify according to content.  At a minimum classify CONFIDENTIAL if identifying actual keymat segment effective or supersession dates and/or if justification statement is classified.

Subject:  JCMO CONTROLLED KEYMAT REQUEST TO (add, increase, delete). (The message must contain the following information):


a. 
COMSEC account number.


b. 
Short title and quantity of KEYMAT(s) to be increased/decreased/deleted.


c. 
Authority.  (Operations Plan (OPLAN) title, exercise name, etc.)


d. 
Justification.  (Why you need to receive/increase/delete short title.)


e. 
In place date. (Date you need to have KEYMAT(s) in the account.)


f. 
POC and telephone number.

5.  Requests for release of COMSEC Information, Material, and/or Equipment to foreign governments and international organizations, COMSEC Release Request (CRR) format as discussed in Para 5-31, Example:

From: (Unit requesting COMSEC Release)

To:     HQ USSOUTHCOM MIAMI FL//SCJ621//

Info:    JOINT STAFF WASHINGTON DC//J6I/J6K//

            DIRNSA FT GEORGE G MEADE ME//I1/I11/VIS//

            SECDEF WASHINGTON DC//USDP:DSCA/USDP:ISA//

            NAVY IPO WASHINGTON DC//02//

            DA WASHINGTON DC//DUSA-IA//

            OSAF WASHINGTON DC//IA//

            USASAC ALEXANDRIA VA//AMSAC//

            Additional information addresses as required by the Operational Chain of   

            Command

Classification: Classify according to content and/or if justification statement is classified. The acronym “CRR” will be included in the SUBJECT line.  Previous releases (RIP or RIS) of the COMSEC device (DIRNSA release message) will be included as references in the CRR.  

SUBJECT: CRR FOR (item or system) to (country) (X)  


a.  (X*)  IDENTIFY THE TYPE OF COMSEC RELEASE REQUESTED – RIP OR RIS.  IF A RIS, IDENTIFY THE QUANTITY (TO INCLUDE SPARES).


b.  (X*)  IDENTIFY THE COMBATANT CDR INTEROPERABILITY REQUIREMENT THE COMSEC RELEASE WILL SUPPORT.


c.  (X*)  IDENTIFY THE SCOPE, DURATION, AND URGENCY OF THE COMSEC CAPABILITY REQUIRED.


d.  (X*)  IDENTIFY WHETHER THE FOREIGN GOVERNMENT HAS PREVIOUSLY SIGNED A CIS MOA AND WHETHER A USG FMS DOD COMSEC ACCOUNT IS REQUIRED, AND IF SO, WHETHER IT IS OPERATIONAL.


e.  (X*)  IF A SIGNED CIS MOA DOES NOT EXIST, DISCUSS THE PLAN AND TIMELINE TO DRAFT, GET DELEGATED APPROVAL TO NEGOTIATE, AND NEGOTIATE AND CONCLUDE A CIS MOA.


f. (X*)  DISCUSS THE PROVISIONS FOR PROVIDING ENGINEERING, INSTALLATION, MAINTENANCE, KEY, AND LOGISTIC SUPPORT FOR THE RELEASED COMSEC PRODUCTS OR ASSOCIATED COMSEC INFORMATION.


g. (X*)  IDENTIFY ANY REQUIREMENTS FOR INSTRUCTIONAL MATERIAL TRANSLATION, SUCH AS ONE-FOR-ONE REPLACEMENT INSTRUCTIONS, OPERATOR, AND LIMITED MAINTENANCE MANUALS TO BE PROVIDED TO THE FOREIGN COUNTRY.  MAINTENANCE OF RELEASED COMSEC EQUIPMENT IS RESTRICTED TO US GOVERNMENT PERSONNEL ONLY.


h. (X*)  DISCUSS THE CONCEPT FOR CRYPTO NET MANAGEMENT.


i. (X*)  REMARKS – AMPLIFYING FREE TEXT.

Note: Message and individual paragraphs should be classified as required.

6.  Sample CRR:  A sample HQ USSOUTHCOM CRR request is detailed below.

R 251448Z APR 03

FM HQ USSOUTHCOM MIAMI FL//SCJ621//

TO JOINT STAFF WASHINGTON DC//J6I//

INFO DIRNSA FT GEORGE G MEADE MD//I11//

     SECDEF WASHINGTON DC//USDP:DSCA/USDP:ISA//

     NAVY IPO WASHINGTON DC//02//

     DA WASHINGTON DC//DUSA-IA//

     NAVY IPO WASHINGTON DC//02//

     DA WASHINGTON DC//DUSA-IA//

     OSAF WASHINGTON DC//IA//

     USASAC ALEXANDRIA VA//AMSAC//

C L A S S I F I C A T I O N

MSGID/GENADMIN//

SUBJ/CRR FOR LINK-16 COMSEC DEVICES TO XXXXX (X*)//

REF/A/DOC/NSTISSC/13FEB97/DOCSN:NSTISSP NO. 8/NOTAL//

REF/B/DOC/CJCS/15FEB01/DOCSN:CJCSI 6510.06//

NARR/(FOUO) REF A IS THE NATIONAL POLICY GOVERNING THE RELEASE OF INFOSEC PRODUCTS TO FOREIGN GOVERNMENTS.  REF B IS THE CJCS INSTRUCTION THAT EXPLAINS WHAT IS REQUIRED TO RELEASE COMSEC INFORMATION AND DEVICES TO FOREIGN GOVERNMENTS.//

POC/Ms Diane T. Guidry,SCJ621, TEL: DSN 567-1624, SIPRNET:

GUIDRYD@HQ.SOUTHCOM.SMIL.MIL//

RMKS/

1.  (X*)  REQUEST RELEASE IN PRINCIPLE (RIP) OF LINK 16 COMSEC DEVICES TO THE GOVERNMENT OF XXX.  

2.  (X*)  XXX IS PROVIDING AN AIRCRAFT SQUADRON TO OPERATION YYYY AS PART OF THE STABILIZATION FORCE IN (COUNTRY X) (USSOUTHCOM OPLAN ZZZZZ IN EXECUTION).  LINK 16 CAPABILITIES WILL INCREASE XXX'S ABILITY TO INTEROPERATE AND TRAIN WITH US FORCES AND ALLIES DURING DAILY OPERATIONS, CONTINGENCIES, AND COMBINED EXERCISES IN THE USSOUTHCOM AOR.  

3.  (X*) THIS RIP IS NECESSARY SO THAT A SITE SURVEY CAN BE

INITIATED TO DISCUSS LINK 16 INTEROPERABILITY REQUIREMENT WITH THE GOVERNMENT OF XXX.

4.  (X*) XXX HAS NOT SIGNED A CIS MOA.  A DRAFT CIS MOA BASED ON

THE JOINT STAFF-NSA BOILERPLATE IS BEING COORDINATED WITHIN USSOUTHCOM HQ.  CIS MOA WILL BE SENT WITHIN 6 WEEKS TO JOINT STAFF J-6 FOR REVIEW AND REQUEST FOR DELEGATED NEGOTIATION AUTHORITY.  A US COMSEC ACCOUNT WILL BE REQUIRED TO SUPPORT FOLLOWING RIS.

5.  (X*) ENGINEERING, INSTALLATION, MAINTENANCE, KEY, AND LOGISTIC SUPPORT FOR THE LINK 16 COMSEC EQUIPMENT WILL BE DISCUSSED DURING THE SITE SURVEY.  SPECIFIC SUPPORT REQUIREMENTS WILL BE INCLUDED IN THE FOLLOW-ON RIS.

6.  (X*) REQUIREMENTS FOR INSTRUCTIONAL MATERIAL TRANSLATION AND OPERATING INSTRUCTIONS WILL ALSO BE DISCUSSED DURING THE SITE SURVEY.  SPECIFIC REQUIREMENTS WILL BE INCLUDED IN THE FOLLOW-ON RIS.

7.  (X*) CRYPTO NET MANAGEMENT WILL ALSO BE DEVELOPED AS A RESULT OF THE SITE SURVEY.  SPECIFIC REQUIREMENTS WILL BE INCLUDED IN THE FOLLOW-ON RIS.

7.  “SHIP-RIDER” WAIVER REQUEST FORMAT:


a.  General.  “Ship-rider” waiver request procedures are discussed in subparagraph 4-33f of this instruction.  The format for a “ship-rider” request is detailed in the following paragraphs.


(1)  “Ship-Rider” Request Format:  Ship-rider requests will be submitted via message to DIRNSA (DIRNSA FT GEORGE G MEADE MD//I11//) by the Combatant CDR or Service sponsoring the exercise.  If submitted by the Service, the message must first go action to the Combatant CDR for validation with DIRNSA and all other addees listed as INFO.  The Joint Staff J-6 (JOINT STAFF WASHINGTON DC//J6I/J6K//) will be included as an information addressee (INFO) on the “ship-rider” message.  The words “SHIP-RIDER REQUEST” will be included in the SUBJECT line.  The format for the body of the message is detailed below.  


(2) To ensure proper coordination between the operational community and the security assistance community, the following INFO addressees will be included on all “ship rider” messages:

SECDEF WASHINGTON DC//USDP:DSCA/USDP:ISA//

NAVY IPO WASHINGTON DC//02//

DA WASHINGTON DC//DUSA-IA//

OSAF WASHINGTON DC//IA//

USASAC ALEXANDRIA VA//AMSAC//

Ship-Rider Request Message Body Format  

(X*)  IDENTIFY THE INTEROPERABILITY REQUIREMENT, THE FOREIGN NATIONS INVOLVED, AND THE SPONSOR AND NAME OF THE ONGOING COMBINED OPERATION OR COMBINED TRAINING EXERCISE.

(X*)  STATE THE TIMEFRAME (START AND STOP) FOR THE SHIP-RIDER PROCEDURES.

(X*)  IDENTIFY THE FOREIGN PLATFORMS (I.E., SHIP, PLANE, VEHICLE) BY IDENTIFICATION NUMBER THAT WILL HOST THE COMSEC EQUIPMENT.  

(X*)  IDENTIFY THE SPECIFIC TSEC NOMENCLATURE EQUIPMENT AND QUANTITIES.

NOTE:  The next two paragraphs need to be included verbatim.  Insert the appropriate foreign government and platform(s) in paragraph 5.

(X*) COMSEC EQUIPMENT WILL BE TEMPORARILY INSTALLED ON THE [FOREIGN GOVERNMENT] [PLATFORM] ONLY BY US GOVERNMENT PERSONNEL WITH THE APPROPRIATE SECURITY CLEARANCE AND ONLY FOR THE EXERCISE [OR OPERATION]. PROPERLY CLEARED US PERSONNEL WILL OPERATE AND MAINTAIN THE EQUIPMENT AND PROVIDE 24-HOUR CONTROL OF THE COMSEC EQUIPMENT, ASSOCIATED KEYMAT, AND KEY FILL DEVICES.  THESE PERSONNEL TEAMS WILL REMOVE THE COMSEC EQUIPMENT AS SOON AS POSSIBLE AFTER THE EXERCISE [OR OPERATION] ENDS.

(X*)  THIS COMSEC WAIVER REQUEST DOES NOT RELIEVE RESPONSIBILITY FOR MEETING THE NATIONAL DISCLOSURE POLICY (NDP) REQUIREMENTS FOR THE ASSOCIATED DATA AND TERMINAL EQUIPMENT.

END OF MESSAGE DECLASSIFICATION MARKINGS.

* Note: Message and individual paragraphs should be classified in accordance with paragraph Annex B of NTISSI NO. 4002.


b. Sample “Ship-Rider” Request:  A sample Combatant CDR ship-riders request is detailed below.  

R 020001Z MONTH YR

FM HQ USSOUTHCOM MIAMI FL//SCJ621//

TO DIRNSA FT GEORGE G MEADE MD//I11//

INFO JOINT STAFF WASHINGTON DC//J6I/J6K//

     SECDEF WASHINGTON DC//USDP:DSCA/USDP:ISA//

     NAVY IPO WASHINGTON DC//02//

     DA WASHINGTON DC//DUSA-IA//

     OSAF WASHINGTON DC//IA//

     CDRUSASAC ALEXANDRIA VA//AMSAC//

     COMUSNAVSO//N6//

     CNO WASHINGTON DC//N3/N5/N6//

C L A S S I F I C A T I O N

MSGID/GENADMIN//

SUBJ/SHIP RIDER REQUEST FOR COMBINED EXERCISE SOLID STEP 20XX (X*)//

REF/A/DOC/CJCS/15FEB01/DOCSN:CJCSI 6510.06/NOTAL//

AMPN/REF A IS THE CJCS INSTRUCTION THAT EXPLAINS WHAT IS REQUIRED

TO RELEASE COMSEC INFORMATION AND DEVICES TO FOREIGN GOVERNMENTS.//

POC/JOHN DOE,J621, TEL: DSN 567-XXXX, SIPRNET:

DOEJ@HQ.SOUTHCOM.SMIL.MIL//

RMKS/

1.  (X*)  REQUEST PERMISSION TO USE SHIP-RIDER PROCEDURES TO

PROVIDE COMSEC EQUIPMENT TO GOVERNMENT OF XXXX SHIP, (SHIP NAME) DURING COMUSNAVSO SPONSORED EXERCISE SOLID STEP 20XX.  (SHIP NAME)WILL BE ASSIGNED DUTIES AS SURFACE ACTION GROUP COMMANDER

(SAG), AND REQUIRES US COMSEC EQUIPMENT TO PARTICIPATE WITH THE COMBINED FORCE AT AN ACCEPTABLE OPERATIONAL LEVEL.  

2.  (X*) US COMSEC EQUIPMENT IS REQUIRED FROM (DAY MONTH YR TO DAY MONTH YR).  

3.  (X*) THE US COMSEC EQUIPMENT WILL BE HOSTED ON THE GOVERNMENT OF XXXX SHIP, (SHIP NAME).

4.  (X*) TYPES AND QUANTITIES OF SPECIFIC COMSEC EQUIPMENT ARE DETAILED BELOW:

      
SYSTEM            
COMSEC EQUIP      QUANTITY

      GCCS-M/HITS         
KG-84C              
1

      CWAN/INMARSAT-B     
KG-84A              
1

      SECURE TTY          
KG-84C              
1

      VINSON/UHF VOICE    
KY-57                 
1

      ANDVT/HF VOICE      
KYV-5                

1

5.  (X*) ONLY US PERSONNEL WITH THE APPROPRIATE SECURITY CLEARANCE WILL TEMPORARILY INSTALL THE COMSEC EQUIPMENT ON THE GOVERNMENT OF XXXX (SHIP NAME) FOR EXERCISE SOLID STEP 20XX. PROPERLY CLEARED US PERSONNEL WILL OPERATE AND MAINTAIN THE EQUIPMENT AND PROVIDE 24-HOUR CONTROL OF THE COMSEC EQUIPMENT, ASSOCIATED KEYMAT AND KEY FILL DEVICES.  THESE PERSONNEL TEAMS WILL REMOVE THE COMSEC EQUIPMENT AS SOON AS POSSIBLE AFTER EXERCISE SOLID STEP 20XX ENDS.

(X*) THIS COMSEC WAIVER REQUEST DOES NOT RELIEVE RESPONSIBILITY FOR MEETING THE NATIONAL DISCLOSURE POLICY (NDP) REQUIREMENTS FOR THE ASSOCIATED DATA AND TERMINAL EQUIPMENT./

CLASSIFIED BY: NSTISSI NO. 4002 DTD 5 JUN 1986

REASON: 1.5 (A)

DECLASSIFY ON: X-1

Appendix P

Compromise of Classified Information

To be published. 

Appendix Q

Glossary of Terms
Access:  A specific type of interaction between a subject (i.e., person, process, or input device) and an object (i.e., an information system resource such as a record, file, program, output device) that results in the flow of information from one to the other.  Also, the ability and opportunity to obtain knowledge of classified, sensitive unclassified, or unclassified information.

Accountability:  The property that enables activities on an information system to be traced to individuals who may then be held responsible for their actions. Accountability includes authenticity and non-repudiation.

Accreditation:  A formal declaration by the DAA that the information system is approved to operate in a particular security mode using a prescribed set of safeguards. Accreditation is the official management authorization for operation of an information system and is based on the certification process as well as other management considerations.  The accreditation statement affixes security responsibility with the DAA and shows that due care has been taken for security.

Assurance:  A measure of confidence that the security features and architecture of an information system accurately mediate and enforce the security policy.  Reliance on the security features of an AIS to protect classified or unclassified-but-sensitive information and restrict user access requires that the features be tested to ensure that the security policy is enforced and may not be circumvented during AIS operation.

Assurance Levels:  The level of assurance of a public key certificate is the degree of confidence in the binding of the identity to the public keys and privileges.  Personnel, physical, procedural and technical security controls contribute to the assurance level of the certificates issued by a certificate management system.  The following four levels are defined in the US DoD X.509 Certificate Policy document:


Class 2:  (Formerly Basic) This level is intended for applications handling information of low value (Unclassified) or protection of system high information in a low to medium risk environment such as SIPRNet.  This assurance level does not require that the end user register in person and their cryptography can be software based.  Note:  DoD will use Class 3 certificates to support Class 2 applications.


Class 3:  (Formerly Medium) This level is intended for applications handling medium value information in a low to medium risk environment.  This assurance level is appropriate for applications that typically require identification of an entity as a legal person, rather than merely as a member of an organization.  This assurance level requires that the end user register in person and their cryptography can be software based.


Class 4:  (Formerly High) This level is intended for applications handling medium to high value information in any environment.  These applications typically require identification of an entity as a legal person, rather than merely a member of an organization.  This level requires a hardware token for protection of the private key material.  This assurance level requires that the end user register in person, and that the cryptography be hardware based.


Class 5:  This level is intended for applications handling classified information in a high-risk environment (over an open or unprotected network).  This assurance level requires National Security Agency (NSA)-approved Type I cryptography.

Attack Sensing and Warning (AS&W):  The detection, correlation, identification and characterization of intentional unauthorized activity, including information system intrusion or attack, across a large spectrum coupled with the notification to command and decision-makers so that an appropriate response can be developed.  Attack sensing and warning also includes attack/intrusion related intelligence collection tasking and dissemination; limited immediate response recommendations; and limited potential impact assessments.

Attribute:  Information of a particular type.  Certificates can contain attributes that convey information about their subjects.  An attribute normally has a type, which indicates the class of information it conveys, and one or more values that are the actual information.

Attribute Certificate: A set of attributes of a user together with some other information, rendered un-forgeable by the digital signature created using the private key of the certification authority that issued it.

Authentication:  A process used to ascertain the identity of a person, process, or component.

Audit:  An independent review and examination of system records and activities to test for adequacy of system controls, to ensure compliance with established policy and operational procedures, and to recommend any indicated changes in controls, policy, or procedures.

Audit Trail:  A chronological record of system activities that is sufficient to enable the reconstruction, reviewing, and examination of the sequence of environments and activities surrounding or leading to an operation, a procedure, or an event in a transaction from its inception to final results.

Authorized User:  Any appropriately cleared individual with a requirement to access a DoD information system in order to perform or assist in a lawful and authorized governmental function.

Category:  A grouping of classified or sensitive unclassified information to which an additional restrictive label is applied for signifying that personnel are granted access to the information only if they have formal access approval or other applicable authorization (e.g., proprietary information, for official use only, compartmented information.

Certificate:  An information system generated record that ties the user’s identification with the user’s public key in a trusted bond.  The certificate contains the following (at a minimum): identity of the issuing Certification Authority and the user, and the user’s public key.

Certification:  The technical evaluation of an information system’s security features, countermeasures and other safeguards, made in support of the accreditation process, which establishes the extent to which a particular information system design and implementation meet a set of specified security requirements.

Certification Authority (CA):  A person trusted and authorized to issue certificates.  The CA certifies a user’s identity and association with the entity’s public key.

Certification Practice Statement (CPS):  A statement of the practices that a certification authority employs in issuing certificates.

Certificate Revocation List (CRL):  An information system generated record that identifies certificates that have been revoked or suspended prior to their expiration dates.  It is periodically issued by each certification authority and posted to the directory.

Confidentiality:  A security service that protects information from unauthorized disclosure.

Common Tier 1 System (CT1S): EKMS directory servers providing key management services to the Army Key Management System (AKMS), Air Force Key Management System (AFKMS), Navy Key Distribution System (NKDS), combatant commands and agencies.  The CT1S is the layer of key management that exists between the EKMS Central Facility (NSA) and the Services’ EKMS accounts residing at the Tier 2 level.  The CONUS based components of the CT1S are located at Fort Huachuca, AZ and Kelly AFB, TX.

Computer Network Defense Service (CNDS) Certification:  An integrated suite of CNDS certification standards, self-assessment and independent-assessment processes, improvement methods, and tools.

CNDS Certification Authority (CNDS/CA):  An entity responsible for certifying CNDS providers, coordinating among assigned CNDS providers, and managing information dissemination supporting CND operations.

CND Sensor Grid:  A coordinated constellation of de-centrally owned and implemented intrusion and anomaly detection systems deployed throughout DoD information systems and computer networks.  The CND sensor grid is a component of the NETOPS sensor grid.

CND Service (CNDS):  A DoD service provided or subscribed to by owners of DoD information systems or computer networks.  The service monitors and analyzes in order to detect unauthorized activity and implements CND operational direction.  It also maintains and provides CND situational awareness, and implements CND protect measures.

CNDS Providers:  CNDS providers must provide for the coordinated service support of a CNDS/CA.  CNDS is commonly provided by a CERT/CIRT and may be associated with a NOSC.

Computer Network Defense:  Actions taken to protect, monitor, analyze, detect and respond to unauthorized activity with DoD information systems and computer networks.  Note:  The unauthorized activity may include disruption, denial, degradation, destruction, exploitation, or access to computer networks, information systems or their contents, or theft of information.  CND protection employs information assurance actions taken to modify a network configuration or condition in response to a CND alert. CND includes monitoring, analysis, and detection activities, including trend and pattern analysis, as performed by multiple disciplines within DoD, e.g., network operations, CND Services, intelligence, counterintelligence, and lay enforcement.

Data:  A representation of facts, concepts, information, or instructions suitable for communication, interpretation, or processing by humans or by an information system.  Any representations, such as characters or analog quantities, to which meaning is or might be assigned.

Data Integrity:  The state that exists when data is unchanged from its source and accidentally or maliciously has not been modified, altered, or destroyed.  (Protection against unauthorized modification, insertion, and deletion.)

Data Owner:  The authority, individual, or organization having original responsibility for the data by statute, executive order, or directive.

Dedicated Security Mode:  A mode of operation wherein all users have the clearance or authorization and need‑to‑know for all data handled by the information system.  If the information system processes special access information, all users require formal access approval.  In the dedicated mode, an information system may handle a single classification level and/or category of information or a range of classification levels and/or categories. NOTE: When in the dedicated security mode, a system is specifically and exclusively dedicated to and controlled for the processing of one particular type or classification of information, either for full-time operation or for a specified period of time.

Defense-in-Depth:  The DoD approach for establishing an adequate IA posture in a shared-risk environment that allows for shared mitigation through:  the integration of people, technology, and operations; the layering of IA solutions within and among IT assets; and the selection of IA solutions based on their relative level of robustness.

Denial of Service:  Action or actions that result in the inability of an information system or any essential part to perform its designated mission, either by loss or degradation of operational capability.

Designated Approval Authority:  Official with the authority to formally assume responsibility for operating a system at an acceptable level of risk.  The DAA has the authority to decide on accepting the security safeguards prescribed for an information system or the official who may be responsible for issuing an accreditation statement that records the decision to accept those safeguards.  The DAA must be at an organizational level, have authority to evaluate the overall mission requirements of the information system, and to provide definitive directions to information system developers or owners relative to the risk in the security posture of the information system.

Digital Signature: A transformation of a message using an asymmetric cryptographic system and a hash function such that a person having the initial message and the signer’s public key can accurately determine if the transformation was created using the corresponding signer’s private key.  In addition, it can be determined if the initial message has been altered since the transformation was made.

Directory:  The directory is a repository or database of certificates, CRLs, and other information available online to users.  (A collection of open systems cooperating to provide directory services.)

Electronic Key Management System (EKMS):  The EKMS is, by definition, a joint system that performs electronic key generation and distribution functions under strict operator controls.  At the user level, a computer workstation called a “Local Management Device/Key Processor (LMD/KP)” supports key generation, management, and distribution requirements using an applications package called “Local COMSEC Management Software (LCMS).”  Within the global EKMS structure, the workstation level is referred to as the  “Tier 2.”   All key-management functions are performed under access controls.   Depending upon privileges granted by the Service COMSEC Office of Record, workstation operators may or may not be able to generate key locally.  Key that cannot be generated locally must be downloaded from the NSA Central Facility (also called the “EKMS Tier Zero”), the Service COMSEC Office of Record (also called the “EKMS Tier 1”); the forward deployed EKMS server located in ASK DIANE (also called the “Extension Tier 1 Segment or ET1S”), or from another workstation privileged to perform local key generation.  Where the term is used, “Tier 3” refers to the data transfer device (AN/CYZ-10 and versions thereof). Currently, all EKMS workstations are standalone devices requiring STU/STE connectivity in order to distribute key.

Embedded System:  An embedded system is one that performs or controls a function, either in whole or in part, as an integral element of a larger system or subsystem (e.g., ground support equipment, flight simulators, engine test stands, or fire control systems).

Enclave (a.k.a. Local Computing Environment):  Collection of computing environments connected by one or more internal networks under the control of a single authority and security policy, including personnel and physical security.  Enclaves always assume the highest mission assurance category and security classification of the AIS applications or outsourced IT-based processes they support, and derive their security needs from those systems.  They provide standard IA capabilities, such as boundary defense, incident detection and response, and key management, and also deliver common applications, such as office automation and electronic mail.  Enclaves may be specific to an organization or a mission, and the computing environments may be organized by physical proximity or by function independent of location.  Examples of enclaves include local area networks and the applications they host, backbone networks, and data processing centers.

Enclave Boundary:  The point at which an enclave’s internal network service layer connects to an external network’s service layer.
Encryption Certificate:  A certificate containing a public key that is used to encrypt or decrypt electronic messages, files, documents, or data transmissions, or to establish or exchange a session key for these same purposes.

Evaluated Products List (EPL):  A documented inventory of equipments, hardware, software, and/or firmware that have been evaluated against the evaluation criteria found in DoD 8500.1.

Formal Access Approval:  Documented approval by a data owner to allow access to a particular category of information.

Handled By:  The term “handled by” denotes the activities performed on data in an information system, such as collecting, processing, transferring, storing, retrieving, sorting, transmitting, disseminating, and controlling.

Information:  Any communication or representation of knowledge such as facts, data, or opinion in any medium or form, including textual, numerical, graphic, or cartographic, narrative or audiovisual forms.

Information Assurance (IA):  Measures that protect and defend information and information systems by ensuring their availability, integrity, authentication, confidentiality, and non-repudiation.  This includes providing for restoration of information systems by incorporating protection, detection, and reaction capabilities.  (Note: throughout this regulation, the term IA includes the Key Management Infrastructure or KMI) 

Information Assurance Red Team:  An independent threat based activity aimed at improving information assurance readiness by emulating a potential adversary’s attack or exploitation capabilities.

Information Assurance Vulnerability Alert (IAVA):  The comprehensive distribution process for notifying combatant commands, services and agencies about vulnerability alerts and countermeasures.  The IAVA process requires receipt acknowledgment and provides specific time parameters for implementing appropriate countermeasures depending on the criticality of the vulnerability.

Information Operations Condition (INFOCON):  The INFOCON is a comprehensive defense posture and response based on the status of information systems, military operations, and intelligence assessments of adversary capabilities and intent.  The INFOCON system presents a structured, coordinated approach to defend against a computer network attack.  INFOCON measures focus on computer network-based protective measures.  Each level reflects a defensive posture based on the risk of impact to military operations through the intentional disruption of friendly information systems.

Information system:  (a.k.a. Automated Information System, or Communications-Computer System) A device or collection of devices that processes or transfers information.

Information System Security:  Protection of information systems against unauthorized access to or modification of information, whether in storage, processing or transit, and against denial of service to authorized users, including those measures necessary to detect, document, and counter such threats.  

Information Assurance Security Officer (IASO):  The person responsible to the DAA for ensuring that security is implemented and provided for throughout the life cycle of an information system from the beginning of the concept development phase through its design, development, operation, maintenance, and disposal.

Intelligent Terminal:  A terminal that is programmable, able to accept peripheral devices, able to connect with other terminals or information systems, able to accept additional memory, or which may be modified to have these characteristics.

Joint Intertheater COMSEC Package (JICP):  The JICP is a package of physical keys identified by short titles matched to cryptographic hardware, application, and required operational security level.  The package is globally distributed to accommodate interoperability between supporting and supported combatant command forces.  The controlling authority for the JICP is the Joint COMSEC Management Office (JCMO) located at MacDill AFB in Florida.  The JCMO “Red Book” containing all pertinent JICP policies, effective edition messages, and distribution profiles can be accessed at http://157.224.120.250/jcmo.nsf.

Key Management Infrastructure (KMI):  The framework and services that provide for the generation, production, distribution, control, accounting and destruction for all cryptographic key material and public key certificates.

Multilevel Security Mode:  A mode of operation that allows two or more classification levels of information to be processed simultaneously within the same system when not all users have a clearance or formal access approval for all data handled by the system.

NAG-16:  Under the Transmission Security (TSEC) nomenclature scheme, NAG stands for non-cryptographic (N), operational (A), general publication (G).  The long title of NAG-16 is “Field Generation and Over-the-Air Distribution of COMSEC Key in Support of Tactical Operations and Exercises.”   The document prescribes pre-EKMS techniques to satisfy secure communications requirements without the need to preposition physical key.  NAG-16 is published by the National Security Agency and is updated as required.  

Need‑to‑know:  A determination made in the interest of U.S. national security (by the custodian of classified or sensitive unclassified information) that a prospective recipient has a requirement for access to the information in order to perform official tasks or services.  The necessity for access to, knowledge of, or possession of specific information required to carry out official duties.

Network:  A system of connected computers.  Networks are the interconnections between enclaves and are viewed as “untrusted” resources from the perspective of the enclave.   Networks include, but are not limited to, NIPRNet and SIPRNet.  
Non-Repudiation:  Strong and substantial evidence of the identity of the signer of a message, sufficient to prevent a party from successfully denying the origin, submission or delivery of the message and the integrity of its contents.

Private Key:  The part of a key pair to be safeguarded by the owner.  A private key is used to encrypt a digital signature.  Private keys are used to decrypt information, including key encryption keys during key exchange.  It is computationally infeasible to determine a private key given the associated public key.

Public Key:  The part of a key pair released to the public.  The signer’s public key is used to verify a digital signature.  Public keys are used for encryption, including the encryption of privacy keys during key exchange.

Public Key-Enabled (PKE) Application:  A software application that uses public key technology to: authenticate its users, ensure information is not changed or modified either during transmission or storage, hold users responsible and accountable for their actions and representation, or encrypt information between parties where prior arrangement is not practical.

Public Key-Enabled (PKE) Device:  A devise that uses public key technology to authenticate its interactions with other PK-enabled devices, authenticate users requesting services, provide integrity and/or confidentiality for information it transmits and receives, or otherwise provide security protection for its operation.

Purge:  Removal of sensitive data from an information system (including from information system storage devices and other peripheral devices with storage capacity) at the end of a period of processing.  Removal is performed in a manner that ensures the data may not be reconstructed.  An information system must be disconnected from any external network before a purge.

Registration Authority (RA): Entity responsible to the Certification Authority (CA) for identification and authentication of certificate owners.  RAs do not sign or directly revoke certificates.  The term “RA” is used with the existing DoD Class 3 PKI; the terms local registration authority (LRA) and organizational registration authority (ORA) are also used.

Registration Manager (RM): KMI term for role granted to those KMI users responsible for authenticating and submitting identity credential requests.  This role is similar in scope to the role of RA in the existing DoD Class 3 PKI.  RMs are also able to request key establishment certificates, revoke certificates and request recovery of a key establishment key.

Root Certification Authority:  The Root CA is a trusted entity responsible for establishing and managing a PKI domain by issuing CA certificates to entities authorized and trusted to perform CA functions.

Risk Analysis:  An analysis of system assets and vulnerabilities to establish an expected loss from certain events based on estimated probabilities of occurrence.  Process of analyzing threats to and vulnerabilities of an IT system, and the potential impact that the loss of information or capabilities of a system would have on national security. The resulting analysis is used as a basis for identifying appropriate and cost-effective measures.

Risk Index:  The disparity between the minimum clearance or authorization of information system users and the maximum sensitivity (e.g., classification and categories) of data handled by the information system.

Security Mode:  A mode of operation in which the DAA accredits an information system to operate within the parameters of one or more of the four security modes (dedicated, system high, multilevel, and partitioned).  Consideration is also given to user clearance levels, formal access requirements, and the range of sensitive information permitted on the information system.

Security Safeguards:  The protective measures and controls prescribed to meet the security requirements specified for an information system.  These safeguards may include, but are not necessarily limited to, hardware and software security features; operation procedures; accountability procedures; access and distribution controls; management constraints; personnel security; and physical structures, areas, and devices.

Signature Certificate:  A public key certificate that contains a public key intended for verifying digital signatures rather than encrypting data or performing any other cryptographic functions.

SMI:  The framework and services that provide for the overall security of an information infrastructure.  SMI includes KMI plus additional services associated with security applications, the common operating environment (e.g., operating system security), software downloading, auditing, intrusion detection, and password management.

Special Access Program:  Any program imposing need‑to‑know or access controls beyond those normally required for access to Confidential, Secret, or Top Secret information.  Such a program includes, but is not limited to, special clearance of investigative requirements, special designation of officials authorized to determine need‑to‑know, or special lists of persons determined to have a need‑to‑know.

Special Enclave:  DoD information systems and/or computer networks with special security requirements (e.g., Special Access Programs (SAP), Special Access Requirements (SAR) and designated as Special Enclave by the ASD(C3I).

System High Security Mode:  A mode of operation wherein all users having access to the information system possess a security clearance or authorization, but not necessarily a need‑to‑know, for all data handled by the information system.  If the information system processes special access information, all users must have formal access approval.

Vulnerability Analysis and Assessment:  Systematic examination of an information system or product to determine the adequacy of security measures, identify security deficiencies, provide data from which to predict the effectiveness of proposed security measures, and confirm the adequacy of such measures after implementation.

Appendix R 

Acronyms
	A&I
	Authentication and Identification

	AES
	Advanced Encryption Standard

	AOR
	Area of Responsibility

	AWOL
	Absent without official leave

	C&A
	Certification and Accreditation

	C/S/A
	Combatant Commands/Services/Agencies

	C4
	Command, Control, Communications and Computers

	CA
	Certification Authority

	CAC
	Common Access Card

	CAC
	Crisis Action Cell

	CCI
	Controlled Cryptographic Item

	CCP
	Command Communication Providers

	CDAWG
	COMSEC Distribution and Accounting Working Group

	CDS
	Cryptographic Devices Service

	CECCSLA
	Communications Electronics Command Communications Security Logistics Agency

	CER
	COMSEC Evaluation Review

	CERT
	Computer Emergency Response Team

	CI
	Counter Intelligence

	CIAM
	Command Information Assurance Manager

	CIO
	Chief Information Officer

	CIRT
	Computer Incident Response Team

	CIS MOA
	Communications Interoperability and Security Memorandum of Agreement

	CJCS
	Chairman of the Joint Chiefs of Staff

	CJTF
	Combined Joint Task Force

	CM
	Configuration Management

	CMIP
	Configuration Management Information Protocol

	CMS
	COMSEC Management System

	CMWG
	Configuration Management Working Group

	CNA 
	Computer Network Attacks

	CND
	Computer Network Defense

	CNO
	Computer Network Operations

	CNSS
	Committee on National Security Systems

	COMPUSEC
	Computer Security

	COMSEC
	Communication Security

	CONAUTH
	Controlling Authority

	COOP
	Continuity of Operations Plan

	COP
	Common Operating Picture

	COR
	Central Office of Record

	CPU
	Central Processing Unit

	CRR
	COMSEC Release Request

	CTTA
	Certified TEMPEST Technical Authority

	DAA
	Designated Approval Authority

	DATT
	Defense Attaché

	DCMS
	Director, Communications Security Material System

	DCSA
	Director, Security and Cooperation Agency

	DDL
	Delegation of Disclosure Authority Letter

	DDoS
	Distributed Denial of Service

	DEERS/RAPIDS
	Defense Enrollment Eligibility Reporting System
/Reporting Time Automated Personnel Identification System

	DIA
	Defense Intelligence Agency

	DII
	Defense Information Infrastructure

	DIO
	Defense Information Operations

	DIRNSA
	Director National Security Agency

	DISA
	Defense Information System Agency

	DISN
	Defense Information System Network

	DISTCAP
	DoD Information Technology Security Certification and Accreditation Process

	DMS
	Defense Message System

	DoD
	Department of Defense

	DoS
	Department of State

	DRAM
	Dynamic Random Access Memory

	DRU
	Direct Reporting Unit

	DSAWG
	DISN Security Accreditation Working Group (See DISN)

	DTD
	Data Transfer Device

	EAP
	Emergency Action Plan

	ECU
	End Crypto Unit

	EEPROM
	Electronically Erasable PROM

	E-Files
	Electronic Files

	EKMS
	Electronic Key Management System

	E-mail
	Electronic Mail

	EMSEC
	Emanations Security

	EPROM
	Erasable PROM

	FEPROM
	Flash EPROM

	FMS
	Foreign Military Sales

	FOL
	Forward Operating Location

	FSO
	Field Security Operations

	GAL
	Global Address List

	GCCS
	Global Command and Control System

	GIG
	Global Information Grid

	GIPC
	Global INFOSEC Partnership Conference

	GPS
	Global Positioning System

	HAD
	Hard Disk Assembly

	HTTP
	Hypertext Transport Protocol

	IA
	Information Assurance

	IAD
	Information Assurance Division

	IAM
	Information Assurance Manager

	IAP
	Information Assurance Program

	IARR
	Information Assurance Readiness Review

	IASO
	Information Assurance Security Officer

	IATO
	Information Assurance to Operate

	IAVA
	Information Assurance Vulnerability Alert

	IAVB
	Information Assurance Vulnerability Bulletin

	IAVM
	Information Assurance Vulnerability Management

	ICMP
	Internet Control Message Protocol

	ICP
	Inter-theater COMSEC Package

	ID
	Identification

	IDS
	Intrusion Detection System

	IFF
	Identification, Friend or Foe

	INFOCON
	Information Operations Condition

	INFOSEC
	Information Systems Security

	IO
	Information Operations

	IP
	Internet Protocol

	IPO
	Information Program Officer

	IPX
	Internet Packet Exchange

	IR
	Information Requirements

	ISO-TSAP
	International Standards Organization Transport Layer Service Access Protocol

	ISP
	Internet Service Provider

	ISSP
	Information Systems Security Program

	IT
	Information Technology

	ITMB
	Information Technology Management Board

	ITO
	Information Technology Officer

	ITR
	Information Technology Request

	JCMA
	Joint COMSEC Monitoring Activity

	JICC
	Joint Interagency Counterdrug COMSEC

	JIACCWG
	Joint Interagency Counterdrug COMSEC Working Group

	JICP
	Joint Intertheater COMSEC Package

	JIDS
	Joint Intrusion Detection System

	JKMIWG
	Joint Key Management Infrastructure Working Group

	JOIC
	Joint Operations Intelligence Center

	JTF
	Joint Task Force

	JTF-CNO
	Joint Task Force Computer Network Operations

	KMI
	Key Management Infrastructure

	KP
	Key Processor

	KVM/KMM
	Keyboard Video Mouse/Keyboard Monitor Mouse

	LAN
	Local Area Network

	LCC
	Local Control Center

	LCCB
	Local Configuration Control Board

	LCMS
	Local COMSEC Management System

	LEA
	Law Enforcement Agency

	LMD
	Local Management Device

	LRA
	Local Registration Authority

	MIME
	Multipurpose Internet Mail Extension

	MOA
	Memorandum of Agreement

	MOD
	Ministry of Defense

	NAC
	National Agency Check

	NATO
	North Atlantic Treaty Organization

	NCRSOUTH
	NSA Central Security Service Representative SOUTH

	NDP
	National Disclosure Policy

	NGO
	Non-governmental Organization

	NIPRNet
	Non-Classified Internet Protocol Router Network

	NIST
	National Intelligence Support Team

	NSTISSI
	National Security Telecommunications and Information Systems Security Instruction

	O&M
	Operations and Maintenance

	OCIN
	Organization's Classified Information Network

	OPLAN
	Operations Plan

	OPSEC
	Operational Security

	OS
	Operating System

	OUNET
	Organization's Unclassified Network

	OWA
	Outlook Web Access

	PDA
	Personal Digital Assistant

	PDD
	Presidential Decision Directive

	PDS
	Protected Distribution System

	PED
	Portable Electronic Device

	PKI
	Public Key Infrastructure

	PKIWG
	Public Key Infrastructure Working Group

	PLA
	Plain Language Address

	PM
	Program Manager

	PPS
	Precise Positioning System

	PROM
	Programmable Read Only Memory

	RFI
	Requests for Information

	RIMC
	Regional Information Management Center

	RIP
	Release in Principle

	RIS
	Release in Specific

	RPC
	Remote Procedure Call

	SA
	System Administrator

	SABI
	Secret and Below Interoperability

	SANS
	SysAdmin, Network, Audit and Security

	SAO
	Security Assistance Office

	SAP
	Special Access Program

	SBU
	Sensitive but Unclassified

	SCAO
	SIPRNet Connection Approval Office

	SCCMA
	USSOUTHCOM COMSEC Management Activity

	SCI
	Sensitive Compartmented Information

	SCIF
	Sensitive Compartmented Information Facility

	SCWFO
	USSOUTHCOM Washington Field Office

	SDS
	Secure DTD2000 System

	SET
	Secure Electronic Transaction

	SF
	Standard Form

	S-HTTP
	Secure-Hypertext Transfer Protocol

	SIGINT
	Signals Intelligence

	SIPRNet
	Secret Internet Protocol Router Network

	SJA
	Staff Judge Advocate

	SKL
	Simple Key Loader

	S-MIME
	Secure Multipurpose Internet Mail Extension

	SMTP
	Simple Mail Transfer Protocol

	SOP
	Standard Operating Procedures

	SRAM
	Static Random Access Memory

	SSAA
	System Security Authorization Agreement

	SSL
	Secure Socket Layer

	SSN
	Social Security Number

	ST&E
	Security Test and Evaluation

	TA/CP
	Technology Assessment / Control Plan

	TACACS
	Terminal Access Controller Access Control System

	TASO
	Terminal Area Security Officer

	TCCC
	Theater C4 Coordination Center (See C4)

	TCP
	Transmission Control Protocol

	TELNET
	Telecommunication Network

	TIG
	Theater Information Grid

	TISCOM
	Telecommunication and Information System Command

	TSABI
	Top Secret and Below Interoperability

	TSCP
	Theater Specific Cooperation Plan

	UDP
	User Datagram Protocol

	UNIX
	Universal Interactive Executive

	USG
	United States Government

	VCTS
	Vulnerability Compliance Tracking System

	VMS
	Vulnerability Management System

	VPN
	Virtual Private Network

	WiFi
	Wireless Frequency


Appendix S

Wireless Device Security for the 

Sensitive Compartmented Information (SCI) Facility
1.
General.  


a.  This policy pertains to the entry and use of wireless devices in the spaces of the Headquarters, USSOUTHCOM SCI facility.


b.  Wireless devices are any automated information system capable of storing, processing, and/or transmitting information and are subject to DoD directives governing the security, connectivity, and use of such devices in US government facilities and on US government information systems/networks.


c.  Connection or subscription to a commercial Internet Service Provider (ISP) using a government issued wireless device within SCIF spaces is prohibited.
2.
Policy.

a. 
Personally owned wireless devices are prohibited from entering or being used the SCIF.



b.
Government issued wireless devices capable of storing, processing, and/or transmitting information include, but not limited to cellular phones, Personal Digital Assistants (PDAs), two-way pagers, and laptops with wireless capabilities are prohibited in the SCIF unless the following conditions are met:


(1)
Personnel read and sign a wireless device user agreement form prior to issuance or use of a government wireless device.  Personnel who refuse to sign a written agreement will not be issued government owned devices.  See Appendix K for a sample wireless device issue form that must be processed by both the SSO and the DoDISS Information Systems Security Manager (ISSM).


(2)
US government owned, or purchased for contract use, equipment can only be operated in the SCIF when proper security coordination is accomplished through the Special Security Office (SSO).  Personnel requesting authority to bring government owned wireless devices into the SCIF must complete SCJ2-SSO memorandum “Request for Entry/Exit of Electronic Equipment for USSOUTHCOM Headquarters Sensitive Information Facility (SCIF)” prior to entry/use of the equipment. Contact ext. 2033/2032/1294/3392 for a copy of this memorandum.


(3)  Authorization for entry/use of a wireless device will require a Concept of Operation (CONOP) document and approval by the Information System Security Manager (ISSM).


(4)
If a wireless device is contaminated with classified information, users will immediately turn the device over to a Security Manager, the SSO, or the ISSM.  The SSO/ISSM will maintain official control of the device in coordination with the issuing/property book office.   

     
(5)
The SSO will classify the device at the highest classification of the information to which it was exposed and the device will be properly secured until it is destroyed.  


(6)
The use of remote synchronization tools, such as Network HotSync or Modem HotSync, is prohibited.


(7)
Only authorized, officially issued and government owned, software will be used on wireless devices.  Users are not authorized to download personal or third party software onto government issued wireless devices.


(8)
If a wireless device is lost or stolen, the user will immediately notify the incident to the IAM with a sworn statement of the incident to include the nature and classification of the data contained in the device.


c.
Exceptions to the wireless device security policy for SCI facilities may be requested on a case-by-case basis from the Defense Intelligence Agency (DIA).  Requests for waivers and/or exceptions will be coordinated through the USSOUTHCOM Special Security Office (SSO) for proper review and processing. 

THIS IS A DEPARTMENT OF DEFENSE (DOD) COMPUTER SYSTEM. THIS SYSTEM IS ACCREDITED FOR (enter classification level of your network) PROCESSING.  �This system will not be used to process, store, or transmit information above the accreditation level. This computer system, including all related equipment, networks, and network devices (including internet access) are provided ONLY for authorized U.S. Government use. DOD computer systems may be monitored for ALL lawful purposes, including ensuring that their use is authorized, for management of the system, to facilitate protection against unauthorized access, and to verify security procedures, survivability, and operational security. Monitoring includes, but is not limited to, active attacks by authorized DOD entities to test or verify the security of this system. During monitoring, information may be examined, copied, recorded and used for authorized purposes. All information, including personal information, placed on or sent over this system may be monitored. Therefore, information you place on this system is NOT PRIVATE. Use of this DOD computer system, authorized or unauthorized, constitutes consent to monitoring of this system.�UNAUTHORIZED USE OF THIS DOD COMPUTER SYSTEM MAY SUBJECT YOU TO CRIMINAL PROSECUTION. �Evidence of unauthorized use collected during monitoring may be provided to appropriate personnel for administrative, criminal or other adverse action.





USE OF THIS SYSTEM CONSTITUTES CONSENT TO MONITORING.











�PAGE \# "'Page: '#'�'"  ��You left them out and they actually have work to do.  They have to publish how to fix the vulnerability and push the fix to their Sys Admins.
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