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From Counsel

A Preventive Law Service of The Office of The Judge Advocate General

Keeping You Informed On Personal Legal Affairs
Personal Financial Information Privacy
Until recently banks, credit unions, credit card issuers, and other financial institutions have routinely shared confidential consumer information with other businesses to help them target consumers. Typically the information is sold or shared in mailing lists.  The information may be your credit history, registered voter status, educational information, and so on.  This information-sharing often results in unsolicited offers of pre-approved credit cards, insurance, and similar financial products.  A 1999 law helps consumer who act to limit what happens to personal information by “opting-out” of information sharing.  
Financial institutions were required to notify all customers of their information sharing policy and give customers an opportunity to opt-out, or say “don’t share my information”.  Many institutions included the notice with the last bill before 1 July, the deadline for U.S. banks, brokers, insurers, and others.  If you missed the notice, you still may opt-out, and you need only do so once with each company to opt-out forever.  By "opting-out" you tell financial companies not to share your information--such as your credit history and where you shop--with companies with which they are not directly affiliated. 
What notice?

Those “small” print envelope stuffers in recent bills from your banks, brokerages, insurers, and credit-card companies likely had an important notice regarding your privacy rights.  If you have the notices (note that you will have one from every company where you are a client that shares your private information), the “opt-out” provision may be buried in the document.  If you are lucky, the “opt-out” statement is easy to find.  If you missed it or trashed it – don’t panic – there are other simple ways to “opt-out”.  

If you found the notice and want to be sure you understood it, read the Privacy Rights Clearinghouse (PRC) publication: Financial Privacy: How to Read Your Opt-Out Notices (June 2001): http://www.privacyrights.org/fs/fs24a-optout.htm. 

Opting-Out:
If you have your notices, find the “opt-out” statement, and follow its directions to limit the institution’s ability to share your confidential information.  

If you misplaced or trashed your notice, or cannot find the opt-out statement in the notice you have, here are some options:  

--Call the corporate customer service department listed on the notice.  Have them send you whatever is necessary to “opt-out” of the confidential information-sharing program.  If you are lucky, you may do it over the telephone.  

--Get one of the statements your bank, credit card company, mortgagor, etc., sent out last month.  Look for the customer service number on it and call.  Ask to “opt-out” of any information sharing they do.  At the very least, the customer service department should put you in contact with the appropriate department.


--Use the Privacy Rights Now.org Opt-Out Advice: http://www.privacyrightsnow.com/optout.htm.  Follow the directions for filling out the “opt-out” forms and you are on your way to protecting your confidential information.  PRC also offers a sample opt-out form letter www.privacyrights.org/fs/fs24a-letter.htm.

Need an address where to send your opt-out letter?  Check the PRC list of several companies’ opt-out addresses or toll free telephone numbers at http://www.privacyrights.org/fs/fs24a-OptOutAddresses.htm.  Keep track of where you sent your opt-out letters on Privacy Rights Now’s Record of Companies: http://www.privacyrightsnow.com/record_of_companies.htm. 

Can I limit sharing of my “creditworthiness” information?

Yes, according to the Federal Trade Commission:  http://www.ftc.gov/privacy/protect.htm, the major credit bureaus, http://www.ftc.gov/privacy/protect.htm#Credit, may have different requirements on how to opt-out. You can write your own letter or use the FTC’s Sample Opt-Out Letter, http://www.ftc.gov/privacy/cred-ltr.htm, to request that your personal information not be shared with others or used for promotional purposes.  

If you want your name and address removed from all mailing lists offered by these consumer credit reporting agencies — TransUnion, Experian, and Equifax — call 1-888-5OPTOUT (888-567-8688) to opt-out of all pre-approved credit offers with just one phone call.

Equifax:  Disclosure & Opt-Out http://www.equifax.com/about%5Fefx/rights.html; Privacy & Opt-Out: https://www.econsumer.equifax.com/webapp/ConsumerProducts/PageFrameServlet?payloadName=pgPrivacy.jsp 

Experian: Removing Your Name from Marketing Lists http://www.experian.com/consumer/help/credit/faq12.html, Also see Information Use & Experian http://www.experian.com/corporate/privacy.html#  Select:  More about privacy, credit reporting and direct marketing. 
TransUnion Opt-Out Contact Information: http://www.transunion.com/Personal/MarketingOptOut.asp 

Department of Motor Vehicles (DMV): http://www.ftc.gov/privacy/protect.htm#Motor  State DMVs have a lot of personal information about you. (Just check your driver’s license.)  The Drivers Protection Act http://www4.law.cornell.edu/uscode/18/2721.html gives you privacy rights over information DMVs have.  It lists how this information can be used — a DMV may distribute personal information for law enforcement, driver safety, insurance underwriting, etc. 
Direct Marketers: http://www.ftc.gov/privacy/protect.htm#Direct The Direct Marketing Association (DMA) offers Mail, Telephone, and E-mail Preference Services, allowing you to opt-out of direct mail marketing, telemarketing and/or direct e-mail marketing from many national companies. Use links at this site to access information and forms for the DMA's Mail, Telephone, and/or E-mail Preference Services.
By “opting out” you can limit the institutions from continuing to share your confidential information with others.    
More information is on Legal Services:  http://www.jagcnet.army.mil/legal in Personal Financial Information Privacy, including a link to a sample opt-out letter and links to related privacy protection information (Identity Theft, Stopping Junk Mail, Telemarketing, & Emails).
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