HOW TO CONFIGURE CAC READER FOR MAC

This instruction sheet will go over on the configuration steps for allowing your CAC reader to access
OWA and SOUTHCOM'’s portal.

Prerequisites and caveats.

e Recommended browser to use is Microsoft Edge or Google Chrome. You can use Firefox but
that will take additional steps that are outlined in homecacuse.com.

e Make sure your iOS is up to date.

e Have CAC reader plugged in with your CAC inserted.

e First part of instructions will explain on getting OWA Email access and the second will explain
NIPR Portal Access

e  When you are done with your session, take your PIV and unplug your CAC reader.

1. Go to URL: http://homecacuse.com/ and click on ‘Install for Mac’.
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2. Scroll down to Step 3 and download all the certs in the red box. After downloading, double click

each one of them. If you prefer to use Firefox, please follow the additional steps below.
Step 3: Update Your DOD Certificates

Now that you have your CAC reader connected and accepted on your Mac computer, it's time to ensure you have
the right certificates in orcler 10 acoess DOD CAC require web pages.

Procedure for Chrome and Safari

1. Type €38 (Shift + Command + U) to access your Utilties
2. Find and Double click "Keychain Access”

3. Select “Login' and "All tems”

4. Download the following four fi click each once 0.as to nstall in your Keychain

1. Mac All Certs
2. Mac Root Cert 2

3. Mac Root Cert 3
4. Mac Root Cert 4
5. When you double-click the Mac Root Cert 3 and 4, you'll need to tell your browser to always trust them, Click
the button like you see below:

Additional Steps for Firefox

If you're using Mozilla Firefax as yaur primary browser, yoL're going to need to perform some additional steps. First,
perform the same steps that you did for Chrome and Safari. Aftenwards, follow these additional steps to gel started.

1. Download All Certs zip and double click to unzip all 39 files

2. While in Firefox, click “Firefox" on the top left, then “Preferences"

3. Then Click “Advanced” » "Certificates” » "View Certificates”

4. Then Click “Authorities” and then *Import”

5. Impart each file individually from the “AllCerts” folder. When you do this, the below box will popup. Check all
three boxes and click "OK"

Step 4: Download and install CAC Enabler
1. Download zip
2. Double click the .zip file
3. Because this is from an unidentified developer, you'll need to held down "Control” and click the program.

Now select open and continue with install procedure.
4. After installing, restart your computer

CAC Access at Home Success

Now that yau have a CAG reader, certificates, and a GAC Enabler, you sheuld now be able to access any CAG-
enabled website and log on using your CAC password and data.

3. Goto URL: https://www.southcom.mil and scroll down until you see DEE Webmail — CAC Access and
click oniit.
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After clicking on DEE Webmail — CAC Access, select (DOD ID CA-44) certificate and click ok.
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Processing request.

After clicking on OK, enter your PIN and click Ok.
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6. You will now be directed to the DoD Warning Banner, click ok to proceed.
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USG Warning and Consent Banner
You are accessing a U.S. Government (USG)
Information System (IS) that is provided for USG-
authorized use only. By using this IS (which includes
any device attached to this IS), you consent to the
following conditions:

The USG routinely intercepts and monitors communications on this IS for
purposes including, but not limited to, penetration testing, COMSEC
monitoring, network operations and defense, personnel misconduct
(PM), law (LE), and intelli (CI) i

At any time, the USG may inspect and seize data stored on this IS.

‘Communications using, or data stored on, this IS are not private, are
subject to routine monitoring, interception, and search, and may be
disclosed or used for any USG authorized purpose.

This IS includes security measures (e.g., authentication and access
controls) to protect USG interests--not for your personal benefit or
privacy.

Notwithstanding the above, using this IS does not constitute consent to
PM, LE or CI investigative searching or monitoring of the content of
privileged communications, or work product, related to personal
representation or services by attorneys, psychotherapists, or clergy, and
their assistants. Such communications and work product are private and
confidential. See User Agreement for details.
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7. Click on https://web-mont04.mail.mil/owa to proceed.
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8. Select (DOD ID CA-44) certificate and click ok.


https://web-mont04.mail.mil/owa
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9. You will now be directed to the DoD Warning Banner, click ok to proceed.
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At any time, the USG may inspect and seize data stored on this IS.
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10.

You will now be in Outlook Web App.
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Instructions for NIPR Portal Access

1. Go to URL: https://www.southcom.mil and scroll to the bottom until you see NIPR/Internal
Portals link and click on the link.
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2. You will be taken to another page titled NIPR External Users Access and Applications
Instructions. Click on https://intranet.ent.southcom.mil/
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NOTE: If you are currently an approved external user and unable to access the NIPR Portal, contact the helpdesk at (305) 437-
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Strengthen Partnerships
How to Access Intranet Sites and Applications

SOUTHCOM provides all assigned staff partner organizations (to include staff outside of the HQs building or "external users”)
access to NIPR and SIPR portal/intranet tools and applications. However, some information to include sites, libraries, and files, as
well as, specific tools and applications are unlisted (hidden) for Need-to-Know reasons and require approval from the specific
site/application owners to access.

Counter Threats

If you have a legitimate need to access unlisted applications (example: GDR's Calendar and the Tasker tool etc.), you must first
request an external account -- instructions below (i.e. “Access Instructions”). Once your external access has been enabled, a
subsequent request must be made to access specific unlisted tools.

The process is the same on SIPRNET.

Build Our Team

LATEST FROM SOUTHCOM
> Right-Sizing, Not Reduction at
Guantanamo, Southcom Commander
says
March 12, 2020

What is The SOUTHCOM Intranet (or “NIPRNET Portal”)?

» Brazilian President Visits
SOUTHCOM
March 8, 2020

This site allows all personnel with NIPRNET accounts, and a valid CAC, to login for access to the NIPRNET portal and its
applications. Commonly accessed sites and applications include, but are not limited to:

+ The SOUTHCOM intranet (NIPR) home page and alldirectorate sub-sites containing organizational information » Brazllian President to Visit U.S,

= Community of Interest Sites such as the Joint Operations Center Portal, B2C2WG Portal, Contracting Portal Southern Command

March 6, 2020
- Administrative tools and applications such as the Tasker System and Awards Tools )


https://www.southcom.mil/
https://intranet.ent.southcom.mil/

3. Select (DOD EMAIL CA-44) Certificate.
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11. You will now be directed to the DoD Warning Banner, click ok to proceed.
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USG Warning and Consent Banner
You are accessing a U.S. Government (USG)
Information System (IS) that is provided for USG-
authorized use only. By using this IS (which includes
any device attached to this IS), you consent to the
following conditions:

The USG routinely intercepts and monitors communications on this IS for
purposes including, but not limited to, penetration testing, COMSEC
monitoring, network operations and defense, personnel misconduct
(PM), law (LE), and intelli (CI) i igati

At any time, the USG may inspect and seize data stored on this IS.

‘Communications using, or data stored on, this IS are not private, are
subject to routine monitoring, interception, and search, and may be
disclosed or used for any USG authorized purpose.

This IS includes security measures (e.g., authentication and access
controls) to protect USG interests--not for your personal benefit or
privacy.

Notwithstanding the above, using this IS does not constitute consent to
PM, LE or CI investigative searching or monitoring of the content of
privileged communications, or work product, related to personal

ion or services by attc p ists, or clergy, and
their assistants. Such communications and work product are private and
confidential. See User Agreement for details.
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12. Enter your PIN.
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‘Communications using, or data stored on, this IS are not private, are
subject to routine monitoring, interception, and search, and may be
disclosed or used for any USG authorized purpose.

This IS includes security measures (e.g., authentication and access
controls) to protect USG interests--not for your personal benefit or
privacy.

Notwithstanding the above, using this IS does not constitute consent to
PM, LE or CI investigative searching or monitoring of the content of
privileged communications, or work product, related to personal
representation or services by attorneys, psychotherapists, or clergy, and
their assistants. Such communications and work product are private and
confidential. See User Agreement for details.

Waiting for intranet.ent.southcom.mil

13. You will now arrive at SOUTHCOM'’s NIPR Portal.
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