CERTIFICATE SELECTION DIFFERENCES
USING DIFFERENT BROWSERS

Purpose: Using Internet Explorer (I.E.) to access sites with CAC Authentication may and will differ in the
certificate selection process. This guide should assist you in the proper method of selecting certificates
using I.E., Google Chrome and Microsoft EDGE. (Google Chrome and Microsoft Edge are very similar)

In this first method we will use “Internet Explorer and will be accessing DEE Webmail”:

ACCESSING OWA WEBMAIL USING I.E.

Open a WEB Browser (Internet Explorer (I.E)

In the Address bar type in https://web.mail.mil

A window opens, asking to select a certificate, if your Authentication certificate is the one shown select
OK. If the Authentication certificate is not shown. Then select “More Choices”...

Example: in L.E.:

Wiindows Secity S This is the incorrect Certificate:
Select a Certificate This one is the ID certificate:

Site web.mail.mil needs your credentials: /
ID - HOWARD.STEVEN.MILLARD. 1112665826 ﬂ Select More Choices...

Issuer: DOD ID CA-51

Valid From: 2/4/2020 to 11/23/2022 /

Click here to view certificate properties

OK Cancel



https://web.mail.mil/

Windows Security %
Select a Certificate

Site web.mail.mil needs your credentials:

Authentication -
HOWARD.STEVEN.MILLARD. 1112665826
Issuer: DOD ID CA-51

Valid From: 2/4/2020 to 11/23/2022

Click here to view certificate properties

More choices

ID - HOWARD STEVEN.MILLARD. 111266582
Issuer: DOD ID CA-51
Valid From: 2/4/2020 to 11/23/20

Next a window will open for you to insert your Pin. Type in your Pin and click OK.

USG Warning and Consent Banner

You are accessing a U.S. Government (USG) Information System
(1) that is provided for USG-authorized use only. By using this IS
(which includes any device attached to this IS), you consent to the
following conditions:

= The USG routinely intercepts and monitors communications on this IS for
purposes including, but not limited to, penetration testing, COMSEC
itoring, network operations and def personnel misconduct (PM), law
f (LE), and intelligence (Cl) investigations.

= Atany time, the USG may inspect and seize data stored on this IS.

= Communications using, or data stored on, this IS are not private, are subject to
routine monitoring, interception, and search, and may be disclosed or used for
any USG authorized purpose.

This IS includes security measures (e.g., authentication and access controls) to
protect USG interests—not for your personal benefit or privacy.

services by attorneys, psychotherapists, or clergy, and #feir assistants. Such
communications and work product are private ang-<€onfidential. See User
Agreement for details.




Outlook Web App

Use the following link to open this mailbox with the best

performance: /

https://web-mont04.mail.mil/owa

Add to Favorites

Connected to Microsoft Exchange
© 2010 Microsoft Corporation. All rights reserved.

You may be prompted for your certificate again, so please follow the above in making sure to select the
Authentication Certificate again.

**Note: after this action has been saved in history (CACHE) then you will only need to select your
certificate one time and enter your PIN one time.

The second method is using “Microsoft Edge and will be accessing DEE Webmail”

ACCESSING OWA WEBMAIL USING MICROSOFT EDGE

Open a WEB Browser (Microsoft Edge)

In the Address bar type in https://web.mail.mil

Select a certificate for authentication
Site web.mail.mil:443 needs your credentials:

Subject Issuer Valid since

HOWARD.STEVEN.MILLARD.1112... DOD ID CA-51 2/4/2020

HOWARD.STEVEN.MILLARD.1112... DOD EMAIL CA-51 2/4/2020
Howard.Steven.M.2745650000 DOD ID SW CA-38 10/4/2017
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https://web.mail.mil/

Select a certificate for authentication

Site web.mail.mil:443 needs your credentials:

Subject Issuer Valid since

HOWARD.STEVEN.MILLARD.1112...  DOD ID CA-51 2/4/2020

HOWARD.STEVEN.MILLARD.1112...  DOD EMAIL CA-51 2/4/2020

Howard.Steven.M.2745650000 DOD ID SW CA-38 10/4/2017
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Select a certificate for authentication
Site web.mail.mil:443 needs your credentials:

Subject Issuer Valid since

DOD ID CA-51

HOWARD.STEVEN.MILLARD.1112... 2/4/2020

HOWARD.STEVEN.MILLARD.1112... DOD EMAIL CA-51

Howard.Steven.M.2745650000 DODID 107472017
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a | Certificate X

General  petais

pa—

This certificate is intended for the following purpose(s):
* Proves your identity to a remote computer
©2,16.840.1.101.2.1.11.42
©2,16.840.1.101.3.2.1.3.13
* Smart Card Logon

Issued to: HOWARD.STEVEN.MILLARD. 1112665826

Issued by: DOD ID CA-51

valid from 2/4/2020 to 11/23/2022




al Certificate X

General Detais Certification Path

Show: |<AI> N

Field Value
[ii Authority Key Identifier

[1]Authority Info Access: Acc...
Other Name:2.16.840.1.101....

[53 |subject Directory Attributes 30 12 30 10 06 08 2b 06 0105...
Frhanrad Kev | Smart Cardlanan (1 3A 14

Other Name: <
2.16.840.1.101.3.6.6=04 19 d2 20 10 da 10 83 6¢c 1a a1 02 ad 83 60
da 10 82 1ada890d 82 20 10 a3 ff

URL=urn: l.l.ld.AQOSD*CJfB-fBl-ASES—M.EG(BSCG)‘E

Select a certificate for authentication

Site web-mont04.mail.mil:443 needs your credentials:

Subject Issuer Valid since

HOWARD.STEVEN.MILLARD.1112... DOD ID CA-51 2/4/2020
HOWARD.STEVEN.MILLARD.1112... DOD EMAIL CA-51 2/4/2020
Howard.Steven.M.2745650000 DOD ID SW CA-38 10/4/2017
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ActivClient Login

Please enter your PIN.




USG Warning and Consent Banner

You are accessing a U.S. Government (USG) Information System (IS)
that is provided for USG-authorized use only. By using this IS
(which includes any device attached to this IS), you consent to the
following conditions:

= The USG routinely intercepts and monitors communications on this IS for
purposes including, but not limited to, penetration testing, COMSEC
monitoring, network operations and defe p | misconduct (PM), law
enforcement (LE), and counterintelligence (Cl) investigations.

= At any time, the USG may inspect and seize data stored on this IS.

= Communications using, or data stored on, this IS are not private, are subje
routine monitoring, interception, and search, and may be disclosed or
any USG authorized purpose.

= This IS includes security measures (e.g., authentication and accgss controls) to
protect USG interests--not for your personal benefit or pri

te consent to PM, LE

= Notwithstanding the above, using this IS does not consj
hi of privileged

or Cli ga g or itoring of the

communications, or work product, related to p | rep tion or
services by attorneys, psychotherapists, or clezgy, and their assistants. Such
communications and work product are priydte and confidential. See User
Agreement for details.

Outlook Web App

Use the following link to open this mailbox with the best
performance:

https://web-mont04.mail.mil/owa

Connected to Microsoft Exchange
© 2010 Microsoft Corporation. All rights reserved.




At this point you may receive the pop-up for certificate selection again, if you remember the certificate
you selected before you should be good just select OK and put in your pin again and it will take you to
your Mailbox in OWA.

< O @ &)  https://web-mont04.mail.mil/owa/

[ Apps [l ServNow Home - My Healthe.. ™ Home & Google

If you are unsure please follow steps above to select the Authentication certificate (PIV)...



