/L IDENTITY: s - NEW
~— SECURITY PERIMETER

»

Personal
Identity
Verification

Authentication
(PIV Auth)

A step-by-step guide for activating
the PIV Authentication certificate
on your CAC




PIV Authentication CertificateActivation
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PIV Authentication CertificateActivation

File Edit View Tools Help

# % Tasks View
Smart Card Tasks
m Show my smart card info

My Certificates Tasks
s View My Certificates

El. Import a certificate..,

My Personal Info Task
[ View My Persanal Info
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Click Here

If you see the 'Authentication Certificate'

symbol that means your PIV Auth Certificate is
already activated. No further action required.
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Determining CAC Issuance Date
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Determining CAC Issuance Date

File Edit VWiew Tools Help

00 % B I E 00 -

B show my smart card info Smart Card Py by Personal

Info Certificates Info

My Certificates Tasks
ﬁ Wiew My Certificates
E‘. Import a certificate...

My Personal Info Task -
[ Wiew My Personal Info

A Certificate:

General Details  Certification Path

This certificate is intended for the following purpose(s):

» Ensures software came from software
= Protects software Mlﬁvm

Signature - Encryption - Authentica...

S R
Issued by: DOD ID CA-41 '

valid from 1/11/2018 to 1/16/2020




—@ Activating Your Personal Identity Verification (PIV) Certificate
Go to: https://pki.dmdc.osd.mil/self_service/,(***Please use Internet Explorer***) if

asked to select your security certificate to load the page, make sure to select your email
certificate. Once loaded, click the Sign-In button at the bottom of the page.

Notice:

Java 8 update 141 has proven to disrupt ID Card Office Online functionality to include adding/changing email address, adding PCC to UPN, activating P
applications, nomination of family members, creation of Form DD 1172-2, or reissuance of family member ID Card. Java 8 Update 144 and later do work
activities. Please upgrade to Java 8 Update 144 or later to restore these capabilities.

Notice:
Certain ActivClient 7 configurations do not work for add/change email address, add PCC to UPN, activate PIV, download applications, nomination of fami
creation of Form DD 1172-2, or reissuance of family member ID Card. Contact the Help Desk if you have problems with these activities.

. Need Assistance?
Sign In
For issues with your ID card or
problems with sponsor or family
Renew/Replace Family ID Cards CAC Maintenance member data, please contact a
local ID card office.
Renew/Replace Family ID Cards Update Your Email Address | ID Card Office Locator |
Update Your Contact Information Download Applications
Update a Family Member's Contact Information Activate the PIV Authentication Certificate ) .
Add a Family Member Add PCC to UPN If you are having problems with
this website please contact us.
) —

Contact DMDC | | Accessibility/Section 508 | | USA.gov | | No Fear Act Notice | | Privacy and Security Nofice




—@ Activating Your Personal Identity Verification (PIV) Certificate

Read the Self-Service Consent to Monitor, and select OK when ready to continue.

Serving Those Who Serve Our Country

x ID Card Office Online

You are accessing a U.5. Government (USG) Information System (IS) that is provided for USG beneficiar

By using this IS (which includes any device attached to this IS), you consent to the following conditions:

s The USG routinely intercepts and monitors communications on this IS for purposes including, but r
operations and defense, personnel misconduct (PM), law enforcement (LE), and counterintelligence

* At any time, the USG may inspect and seize data stored on this IS.

+ While all personal identifying information (PII) data stored on this IS is protected under the Privacy
captured to support this IS, are not private, are subject to routine monitoring, interception, and se
purpose.

» This IS includes security measures (e.g., authentication and access controls) to protect USG intere

+ MNotwithstanding the above, using this IS does not constitute consent to PM, LE or CI investigative
communications, or work product, related to personal representation or services by attorneys, psy
communications and work product are private and confidential. See User Agreement for details.




Activating Your Personal ldentity Verification (PIV) Certificate

RAPIDS Self-Service
m|ICanecf D Card Office Online

187 L diu Ul

(@)Help Center) (-7%)

DS LOGON @ CAC @

Department of Defense Common Access Card
Self-Service

e

DS Logon Username . 'F.L.,E'

e
DS Logon Password Em

Forgot DS Logon Usemame?

Forgot DS Logon Password? Do MOT select the DoD EMAIL-CA-XX certificate if prompted for a
certificate.

— [ |

v More DS Logon Options




—@ Activating Your Personal Identity Verification (PIV) Certificate

Click the Activate PIV Certificate button to activate the PIV on your CAC card.

RAPIDS Self-Service

CAC Maintenance Sponsor's
Contact Information
| Marty B. McFly [ Edit Contact Information |

AN

Email: marty.b.mcfly.civ@mil.mil

Marty B. McFly
Residential Address

Affiliation Agency/Department Card Expires 9303 LYON ESTATES DR.
o . HILL VALLEY CA 95420

Civil Service (DoD andArmy 20185ep16 United States

Uniformed

Mailing Address

Service) SR
Same as Residential

End Date UNKNOWN

Telephone
e || Activate PIV certificate || (916) 5554385 (Home)
Personal Email Address

| marty@pinheadsband.conn

| Download Applications | | Add PCC on UPN

| Print Family List |




Activating Your Personal Identity Verification (PIV) Certificate

Click Proceed to begin the process of activating your PIV certificate. (***Ifyou
have any ERRORS please contact the Help Desk at Ext 1234.***)

Sponsor ID Cards | . leiiFlaa iAo aiiles] i
SELECTED CARD I

L= had 2mua e e

 SEP2018 Reading CAC for Activate PIV Certificate

Tt To activate the PIV Authentication certificate, information must be read from your C/
iy T The PIV Authentication certificate was added in support of FIPS 201. This certificate,
ThiEsERLS allows access to federal websites which require PIV authentication.

This can take several minutes.
Please do not refresh the screen or click the browser's back button.

| Proceed || Cancel




—@ Activating Your Personal Identity Verification (PIV) Certificate

If you receive a warning before running the Java application, verify the publisher
and location information, and then click Run to proceed.

Sponsor ID Cards

5 RD = - B
T sep2018 Reading CAC for Activate PIV Cel Do you want to run this application?
st To activate the PIV Authentication certific w Mame:  ID Card Office Online Applet
Ay The PIV Authentication certificate was ad =2 B d
Shltserle allows access to federal websites which re T e AT e
ﬂ:FRLT\:F B. This can take several minutes

This application will run with unrestricted access which may put your computer and persanal

= Please do not refreg information at risk. Run this application only if you trust the location and publisher above.

[] Do not show this again for apps from the publisher and location above

6 More Information 5 Cancel
. ‘m
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—@ Activating Your Personal Identity Verification (PIV) Certificate

When requested, enter your PIN and click OK to continue.

Sponsor ID Card

SELECTED CARD
FEE2U1E Reading CAC for Activate PIV Certificate
Cotlie To activate the PIV Authentication certificate, information must be read from your CAC.
Gy The PIV Authentication certificate was added in support of FIPS 201. This certificate, in co
ThiEserle allows access to federal websites which require PIV authentication.

This can take several minuntos.

Enter PIMN

kR kanknCand




—@ Activating Your Personal Identity Verification (PIV) Certificate

It may take a few minutes while the process completes.

Sponsor ID Cards

T sep2018 Reading CAC for Activate PIV Certificate
Tt To activate the PIV Authentication certificate, information must be read from your CAC.
Ly The PIV Authentication certificate was added in support of FIPS 201. This certificate, in coi
ThiEserls allows access to federal websites which require PIV authentication.

This can take several minutosg.
Please do not refre

Retrieving PIV certificate

0
status... 62%




—@ Activating Your Personal Identity Verification (PIV) Certificate

The system will notify you if you have already activated your PIV Authentication certificate.
If so, click Cancel to end the activation process as there is nothing else you need todo.

RAPIDS Self-Service

Sponsor ID Cards | Tec\Fidah G Aol aiilenids]
.
SELECTED CARD I

Unived Sure Gommn

SEP2018 PIV Information

The PIV Authentication Certificate is already active. No PIV action needs to be taken on your CAC.

Epc AT




Activating Your Personal Identity Verification (PIV) Certificate

If the system has not notified you that you have already activated your
PI1V Authentication certificate, you will need to click Update CAC to
proceed with your PIV activation.

Sponsor ID Cards | (ool iAo ajile i
R

SELECTED CARD NN

s bad muws Sooem rnmm n, SEPEDIE

PIV Information

To activate the PIV Authentication certificate, click 'Update CAC'.

| UpdatecAC ||| cCancel |




—@ Activating Your Personal Identity Verification (PIV) Certificate

Once completed, you receive a message saying your CAC has bee successfully updated.
Click Home to complete the process and return to the home page.

Sponsor ID Cards | leal'Fleat Ao ileh]| ]

Read CAC  Update CAC

Us bad 2mvmy Coen remy o

SEP2018 Your CAC has been successfully updated.
mn PIV Information
Dy The following actions were taken on your CAC:
?EI.‘BTS EPLE
MeFLY, @ The PIV Authentication Certificate was activated on your CAC.
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Activating Your Personal Identity Verification (PIV) Certificate

Card Expires

20185epl6

Feedhack*‘ I 1D Card Office Locator I

Sponsor's
Contact Information

Marty B. McFly

Residential Address
9303 LYON ESTATES DR.
HILL VALLEY CA 95420
United States

Mailing Address
Same as Residential

Telephone
(916) 555-4385 (Home)

Personal Email Address
marty@pinheadsband conn

(Y

Family Members'
Contact Information & ID
Cards

Add a Family Member




Making Certificates Available to Computer

In ActiveClient after logon:
Step 1: User left click on "Notification Chevron "

1)

Step 3: User left click on "Open (menu item)"
Step 4: User left click on "Tools, Advanced and select Reset Optimization Cache... Menu item in ActivClient dropdown under tools”

B8 ActivClient - [HOWARD. STEVEN.MILLARD.1112665826's 5..  — O Py
File Edit View | Tools | Help

BX|| e D

* % Tasks View w |

Smart Card Tasks

[

] Show my smar...| 1ew Unlock Code My Personal
My Certificates Tasks | Advanced r View Policy Settings..,
R View My et T E Publish to GAL
[ impaort a certifi
Enable Logging

Py Pt il ki Reset or:t\{maatlon cache
5

[ View My Persa.. ' '




Making Certificates Available to Computer

This will publish your certificates back into Windows... To verify complete the next step...

‘ General Security Privacy. Content  Connections Programs Advanced General Security Privacy Content Connections Programs —Advanced

Home page A - Certificates

/? To create home page tgbs, type each address on its own line. Use certificates for enarypted connections and identification,

=i https://intranet.ent.gputhcom.mil/

Clear S5L state Certificates Publishers
AutoComplets A
U Use default Use new tab
= AutoComplete stores prajious entries Settings
Startup % on webpages and suggedts matches
for you.
(O start with tabs from the last fession
Feeds and Web Slices
(®) Start with home page .
= Feeds and Web Slices privide updated Settings .
Tabs |¥7F|  content from websites tHt can be C I i Ck the
= read in Internet Explorerland other

Change how webpages are displpyed in tabs. abs ograis C t t T b
Browsing history - Z

Delete temporary files, history, cookies, saved passwords, and web Se IeCt

form information. ..

Delete b ing history on exit Certlfl Cates
Delete. .. Settings
Appearance -
Colors Languages Fonts Accessibility

Some settings are managed by your system administrator, @@ some settings are managed by your system administrator.

OK Cancel Apply OK Cancel Apply

Check Internet Explorer (IE) for Certificates. Open IE: Click Tools, Internet Options (opens new window)



Making Certificates Available to Computer

Verify you have your Certificates:

Cestificates *x

Intended purposs: <All>

Parsonal QOther People  Intermediate Certification Authorities  Trusted Rook Certificatior * | *

Issued To Issued By Eupiratio...  Friendly Name

8% Howard. Steven.M.... DOD ID SW CA-18 10/4/2020  Actividentity Act...
grHoward.Steven.M.... DOD ID SW CA-33 4272021 ActivID ActivChe...

g HOWARD, STEVEN..., DOD EMAIL CA-41 2f27(2021  Enayption - HO...
wHOWARD.STEVEN.... DOD ID CA-31 2272021 ID - HOWARD.S., ..

__-;.'HLI".'I-'J-EEI STEVEN.... DOD ID CA-41 2f27j2021 Authentication - ...
s HOWARD, STEVEN..., DOD EMAIL CA-$1 2[27(a021  Signature - HOW...

glsteven.howard@e... Communications Server  1/5/2020

Import... Expart,.. Remaove Advanced

Certificate intended purposes

Client Authenbcation, Smart Card Logon

View

Close



Questions or Concerns

Any Questions or Concerns Please Contact the Help Desk at Ext. 1234
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